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Abstract of the contribution: This contribution first understands, based on the LS from SA1, that WebRTC IMS client e2e security shall only be considered when allowed or not covered by national regulation. Then the solutions of  how to achieve e2e security  for WebRTC RTP and Data Channels are descried respectively.
Introduction
 LS [1]  from SA1 states that: 
“SA1 requests SA3 to take this clarification into consideration for both e2ae and e2e security. SA1 also requests that appropriate description of use of each approach (e2ae and e2e security) contain a clarification of the LI considerations if national regulations apply (e.g. e2e shall only be considered when allowed or not covered by national regulation)" 
Compared to e2ae, e2e security is a performance enhancement option, which avoids security protocol conversion. Thus, in the case where LI regulations do not apply, e2e security could be used. 
Discussion & Solution
When LI regulations do not apply, e2e security approach could be used as a performance enhancement option. This clause describes how to achieve it for RTP and data channels separately.
1.1 e2e security for RTP using DTLS-SRTP
According to TS33.328, all RTP traffic generated or received by a WebRTC client must be protected with SRTP, using DTLS-SRTP as the key management protocol. Figure 1 shows the originating procedure for e2e protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here.


Figure 1:  E2E protection of RTP based on DTLS-SRTP
In the above Figure 1: 
Certificate fingerprints need to be exchanged over SDP.
The interface between the WebRTC IMS client and the eP-CSCF is SDP based and integrity protected. 
If the eP-CSCF supports e2ae security, the eP-CSCF checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the eP-CSCF forwards the SDP offer towards the S-CSCF. If an indication is present the eP-CSCF proceeds as described in e2ae security approach.
1.2 e2e security for  WebRTC Data Channles
According to TS33.328, WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity. Figure 2 shows the originating procedure for e2e protection of WebRTC data channel. The terminating procedure is similar and is not shown here either.


Figure 2:  E2E protection of WebRTC data channel
In the above Figure 2: 
Certificate fingerprints need to be exchanged over SDP.
The interface between the WebRTC IMS client and the eP-CSCF is SDP based and integrity protected. 
If the eP-CSCF supports e2ae security, the eP-CSCF checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the eP-CSCF forwards the SDP offer towards the S-CSCF. If an indication is present the eP-CSCF proceeds as described in e2ae security approach.
Conclusion
When LI regulations do not apply, e2e security is needed. It is proposed that the above discussion and solution is added to corresponding clause in TS37.872 in order to complete the Release 13 work on WebRTC.
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6	Solutions
Editor’s Note: This clause will define potential security solutions.
[bookmark: _Toc370997207][bookmark: _Toc397059208]6.1	Solutions to support for end to end WebRTC security that avoids conversion between WebRTC and IMS security protocols
When LI regulations do not apply, e2e security approach could be used as a performance enhancement option. This clause describes how to achieve it for RTP and data channels separately.
6.1.1 e2e security for RTP using DTLS-SRTP
According to TS33.328, all RTP traffic generated or received by a WebRTC client must be protected with SRTP, using DTLS-SRTP as the key management protocol. Figure 6.1.1-1 shows the originating procedure for e2e protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here.


Figure 6.1.1-1:  E2E protection of RTP based on DTLS-SRTP
In the above Figure:
Certificate fingerprints need to be exchanged over SDP.
The interface between the WebRTC IMS client and the eP-CSCF is SDP based and integrity protected. 
If the eP-CSCF supports e2ae security, the eP-CSCF checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the eP-CSCF forwards the SDP offer towards the S-CSCF. If an indication is present the eP-CSCF proceeds as described in e2ae security approach.
6.1.2 e2e security for  WebRTC Data Channles
According to TS33.328, WebRTC-compatible browsers use SCTP over DTLS as transport protocol for peer-to-peer data. A WebRTC Data Channel is defined as two unidirectional SCTP streams, one in each direction, which are managed together as a single entity. Figure 6.1.1-2 shows the originating procedure for e2e protection of WebRTC data channel. The terminating procedure is similar and is not shown here either.


Figure 6.1.1-2:  E2E protection of WebRTC data channel
In the above Figure:  
Certificate fingerprints need to be exchanged over SDP.
The interface between the WebRTC IMS client and the eP-CSCF is SDP based and integrity protected. 
If the eP-CSCF supports e2ae security, the eP-CSCF checks for the presence of the indication "e2ae-security requested by UE". As the indication is not present, the eP-CSCF forwards the SDP offer towards the S-CSCF. If an indication is present the eP-CSCF proceeds as described in e2ae security approach.
***	END OF CHANGE	***
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