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Abstract of the contribution: This contribution aims at resolving the Editor’s note in TR 33.833. An optimized security solution for Restricted Direct Discovery (Model B) is proposed, where no Match Report is required since the UEs store discovery keys locally.
1 Introduction 
This contribution aims at resolving the following Editor’s note in Section 8.3.3.3.2 in TR 33.833:

Editor's Note: It is ffs if the procedure can be optimized by allowing the Discoveree UE to check the MIC without contacting the network.

In the presented solution the Discoverer UE and Discoveree UE do not contact the network for a match report since they locally store the discovery keys which are needed for MIC checking. 

See S3-151315 for an accompanying discussion paper.
2 Discussion 

As already proposed in solution 8.3.3 in TR 33.833, each ProSe Query Code could be protected by the Discoverer UE by using a Discovery Key to construct a MIC (in a way as described in TS 33.303). Each Response Code could be protected by the Discoveree UE with a token, which could as well be a MIC, constructed with a Discovery Key.
This contribution builds on solution 8.3.3, but proposes to not send a Match Report to the network in order to check the authenticity of the ProSe Codes (by checking the MIC). Instead, the HPLMN ProSe Function of the Discoveree UE assigns one distinct Discovery Key per pair of ProSe Query Code and ProSe Response Code. This Discovery Key is transferred to the Discoveree UE and to the Discoverer UE/s. (Note, that there might be multiple Discoverer UEs sharing the same ProSe Query Code).

Discoverer UE and Discoveree UE could then verify the MICs over ProSe Query Codes and ProSe Response Codes locally by using the common Discovery key. Thus, the solution is more efficient than the existing one since no Match Report Procedure towards the ProSe Function is needed for security reasons. 
3 Proposal

It is proposed to add the following pCR to TR 33.833.

4 pCR
***
BEGIN CHANGES
***
8.3.x
Solution #8.x.x ProSe Restricted Discovery in Model B with local MIC Checking
8.3.x.1
General
In the presented solution the Discoveree/Discoverer UE do not contact the network for a match report since both UEs store the discovery key for MIC creation and MIC checking locally. Thus, this solution is more efficient than Solution 8.3.3 and Solution 8.3.x (see contribution S3-151316) since no match report is needed (for security reasons).  
8.3.x.2
Overview of solution
The following figure provides a very simplified signalling model of a potential security solution that could be applied to Restricted Discovery procedure for Model B. Note that all nodes and signalling interfaces impacted by the Restricted Discovery procedure for Model B are not shown in this figure for simplicity: 
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Figure 8.3.x.2-1: Overview

NOTE: 
The step numbering of the overview figure is not aligned with the step numbering of the detailed flow. This is because the overview presents a simplified view which has omitted some steps.

Figure 2 describes the following proposals: 

· HPLMN ProSe Function of Discoveree UE (Discoveree ProSe Function) allocates and stores a Discovery Key
·  The Discoveree ProSe Function provides the Discovery key to the Discoveree UE in the Discovery Response procedure in step 2 in Figure 2. The Discovery Key is used by the Discoveree UE to calculate the Token (i.e. MIC-2 as described in TS 33.303) over the ProSe Response Code as well as to validate the MIC-1 of a received ProSe Query Code.

· HPLMN ProSe Function of Discoverer UE (Discoverer ProSe Function) obtains the Discovery Key from the Discoveree ProSe Function in step 4/5 and provides the key to the Discoverer UE in the Discovery Response in step 6 in Figure 2. The Discovery Key is used by the Discoverer UE to calculate  MIC-1 over the ProSe Query Code in a similar way as described in TS 33.303 as well as to validate MIC-2 over a received ProSe Response Code.
NOTE:

This solution is only applicable for scenarios where the Discoverer UEs can be trusted. Otherwise, one Discoverer UE could impersonate the Discoveree UE towards another Discoverer UE in the group since the Discoverer UEs know the Discovery Key which the Discoveree UE uses for signing Response Codes. 
8.3.x.3
Procedures

8.3.x.3.1 
Discovery Request procedure of Discoverer UE and Discoveree UE
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Figure 8.3.x.3-1: Discovery Request procedure 

Note: ‘Discoveree ProSe Function’  is used as the abbreviation for ‘the HPLMN ProSe Function of the Discoveree UE’ and ‘Discoverer ProSe Function is used as the abbreviation for  ‘HPLMN ProSe Function of the Discoverer UE’ in the following description. 
0.The Discoveree UE and Discoverer UE are configured with Restricted ProSe Application User ID using mechanisms that are out of 3GPP scope.

Discoveree UE performs Discovery Request procedure:

1. The Discoveree UE sends a Discovery Request message containing the Restricted ProSe Application User ID name to the ProSe Function in its HPLMN in order to get a Discovery Filter that it wants to listen for. The command indicates that this is for Model B and ProSe Response operation i.e. for a Discoveree UE.

2/3. The Discoveree ProSe Function may check for the authorization in the ProSe Application Server depending on ProSe Function configuration. 

4. The Discoveree ProSe Function allocates a Discovery Key and stores it together with the ProSe Query Code, ProSe Response Code, and the Discovery Filters.
5/6The ProSe Functions in the HPLMN and VPLMN of the Discoveree UE exchange Announce Auth. messages. If the Discoveree UE is not roaming, these steps do not take place.

7. The Discoveree ProSe Function returns the Discovery Filter along with the CURRENT_TIME, Discovery Key and MAX_OFFSET parameters. The Discoveree UE takes the same actions as described for the Monitoring UE in section 6.1.3.3.1 in step 9 in TS 33.303. The Discovery Filter provides the filter for the Dicoveree UE to determine if a received ProSe Query Code over the air should trigger sending off the ProSe Response Code.  

Discoverer UE performs Discovery Request procedure:

8. The Discoverer UE sends a Discovery Request message for ProSe Query operation containing the Restricted ProSe App User ID to the Discoverer ProSe Function in order to be allowed to announce a ProSe Query code in its serving PLMN (either VPLMN or HPLMN). 

9/10. The Discoverer ProSe Function sends an authorization request to the Application Server. If, based on the permission setting, the Restricted ProSe App User ID is allowed to discover at least one of the Target Restricted ProSe App User ID’s contained in the Application Transport Container, the ProSe Application returns an authorization response.

11. If the Discovery Request is authorized, and the PLMN ID in the Target Restricted ProSe App User ID indicates a different PLMN, the ProSe Function contacts the indicated PLMN’s ProSe Function i.e. the  Discoveree ProSe Function, by sending a Discovery Request message.

12/13. The Discoveree ProSe Function may send an authorization request to the ProSe Application Server. 

14. The Discoveree ProSe Function responds to the Discoverer ProSe Function with a Discovery Response including the ProSe Query Code, Discovery Filter and Discovery Key. 

15/16. The ProSe Functions in the HPLMN and VPLMN of the Discoverer UE exchange Announce Auth. messages. If the Discoverer UE is not roaming, these steps do not take place.

17. The Discoverer ProSe Function returns the ProSe Query Code that the Discoverer UE can announce, the Discovery Filter, and the Discovery Key obtained from the Discoveree ProSe Function in step 14. In addition, the Discoverer ProSe Function provides the Discoverer UE with a CURRENT_TIME parameter, which contains the current UTC-based time at the ProSe Function in HPLMN of the Discoverer UE, a MAX_OFFSET parameter, and a Validity Timer (see TS 23.303 [2]). The Discoverer UE takes the same actions as described for the Announcing UE in step 4 in section 6.1.3.3.1 in TS 33.303 and calculates the MIC.
18.
The Discoverer UE starts announcing the ProSe Query Code together with the MIC, on the same conditions as described in step 5 in section 6.1.3.3.1 in TS 33.303[34].

19. The Discoveree UE listens for a discovery message that satisfies its Discovery Filter under the same conditions as described in step 10 in section 6.1.3.3.1 in TS 33.303[34].
8.3.x.3.2
MIC Check procedures of Discoverer UE and Discoveree UE
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Figure 8.3.x.3-2: MIC check procedure of Discoveree and Discoverer UE 

NOTE: 
‘Discoveree ProSe Function’  is used as the abbreviation for ‘the HPLMN ProSe Function of the Discoveree UE’ and ‘Discoverer ProSe Function is used as the abbreviation for  ‘HPLMN ProSe Function of the Discoverer UE’ in the following description. 

18.
The Discoverer UE starts announcing the ProSe Query Code together with the MIC, on the same conditions as described in step 5 in section 6.1.3.3.1 in TS 33.303[34].

19. The Discoveree UE listens for a discovery message that satisfies its Discovery Filter under the same conditions as described in step 10 in section 6.1.3.3.1 in TS 33.303[34].
Discoveree UE performs MIC Check
20. When the Discoveree UE hears such a discovery message, the Discoveree UE validates the MIC received together with the message using the Discovery Key obtained in step 7 in the Discovery Response.
21.The Discoveree UE calculates a Token, i.e. a MIC as described in TS 33.303,  over the ProSe Response Code together with some additional parameters using the Discovery Key obtained in step 7. The Discoveree UE starts to broadcast the Direct Discovery Response message including the ProSe Response Code and Token (MIC-2).

22. The Discoverer UE listens for a Direct Discovery Response message containing a ProSe Response Code that satisfies its Discovery Filter.

Discoverer UE performs MIC Check
23. When the Discoverer UE hears such a discovery message, then the Discoverer UE validates the Token (i.e MIC-2) received together with the discovery message by using the Discovery Key received in step 14 in the Discovery Response.
***
END OF CHANGES
***
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