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1	Overall description
[bookmark: _Hlk497133195][bookmark: _Hlk497133214]SA3 thanks CT1 and RAN2 for their respective LSs in S3-171011/C1-173752 and S3-171017/R2-169124 on LTE call redirection to GERAN.  

SA3 agrees with the CT1 on default behaviour to distrust a new network until an attach or tracking area update procedure is successfully completed and the secured redirection policy of the network is known to the UE.

To integrity protect the redirection command to the UE, SA3 discussed and arrived at possible two solutions.

1) Solution 1: Calculate a NAS key from the NAS context and further calculate an integrity key at the eNB using this key to protect the redirection parameters. The solution is described in the attachment S3-172yyy.

2) Solution 2: Establish regular AS context between the UE and the eNB and then issue the secured redirect command to the UE.
Note that both solutions require the UE to learn the network policy on secured redirection.


Solution 2 is already supported in specifications, and in use by some networks (eNBs). SA3 has understood that Solution 2 has the additional cost of AS context establishment and roundtrip messages but leaves this to RAN2 to evaluate. 
Solution 1 require updates in UE, eNB and MME to protect LTE call redirection to GERAN. Both solutions require updates in eNB and MME to protect LTE call redirection to GERAN. Solution 2 is already supported by legacy UEs, and some networks. SA3 has understood that Solution 2 has the additional cost of AS context establishment and roundtrip messages but leaves this to RAN2 to evaluate. Solution 1 would need to be implemented in all new UEs.  But Solution 1 could be generically used in any scenarios where the UE doesn’t have an AS context but requires a redirection to another RAT/network is required without making the UE active or without incurring additional signalling and delay associated with it. 

It is also possible that the network chooses to implement any one or both of the solutions, both solutions have their own advantages. MME knows from configuration which solution is supported by the eNB and send the trigger accordingly. The UE and eNB could use Solution 1 or 2 if AS context is setup, if AS context is not setup between the UE and eNB, Solution1 could be chosen automatically.based on the trigger.  	Comment by SN: Explicitly added both solutions	Comment by Ericsson: This description is simply unclear. SA3 has not actually studied how the solutions could co-exist. SN: We discussed the co-existence of both solutions in the call based on configuration.

Note that both solutions require the UE to learn the network policy on secured redirection.

SA3 thinks both solutions can provide secured redirection, the differences are in implementation overhead and performance in different usage scenarios. SA3 leave the final decision on which of the above solution(s) to include to RAN2 and CT1.
2	Actions
To RAN2, CT1
ACTION:  	SA3 kindly asks RAN2 and CT1 to take the above feedback into account and choose the appropriate security solution(s) to specify. 
To RAN3
ACTION: SA3 kindly asks RAN3 to choose  an appropriate S1 AP message to send the request message to eNB for solution #1.	Comment by SN: Propose to whom? RAN3 owns the S1AP protocol, so they have to choose.

3	Dates of next TSG SA WG3 meetings
TSG SA WG3 Meeting 89	27 November - 1 December 2017	Reno, USA 	
TSG SA WG3 Meeting 90	22 -26 January 2018	Gothenburg, Sweden
