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1	Decision/action requested
Discussion and agreement.
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3	Discussion
3.1 Modified AS Token Solution for CSFB Redirection
In the SA3 call on ‘LTE redirection to GERAN’ a modified version of enhanced AS Token solution was agreed, without using the KeNB to generate the AS Token. Here a cleaned up version of the solution is proposed for final agreement.


Figure xx: Secured redirection command using an AS Token
  0.  UE learns the network policy on secured redirection form the MME during Initial Attach or TAU procedure. Based on the policy UE should accept only security protected redirection command if the policy indicated secured redirection.
1. The UE sends Extended Service Request message to the eNB, including a service type to indicate CSFB type, e.g. mobile originating CS fallback or 1xCS fallback, mobile terminating CS fallback or 1xCS fallback, etc.
2. The eNB receives the Extended Service Request message, and sends Initial UE message with extended service request to the MME.
3. The MME knows that UE is trying to trigger CSFB procedure according to Extended Service Request, and it also knows whether the eNB supports the protected/enhanced CSFB redirection procedure, according to its redirection policy configuration. If it supports, MME derives a Knas-token from the Kasme, the uplink NAS COUNT, and string “CSFB” in the Extended Service Request message, Knas-token = KDF(Kasme, Uplink NAS COUNT, “CSFB”).
NOTE: MME may choose to implement the secured redirection by triggering the eNB to set up regular AS security. In that case it need not calculate the Knas-token as specified above and doesn’t follow the steps described below. UE would use regular AS security if it is set up, otherwise would use protection mechanism described here.
4. The MME sends an S1-AP Request message to eNB. The message shall include the derived Knas-token, to be used to derive a key by the eNB to protect the Cell redirection parameters to GERAN and the  CSFB redirection indication.
Editor’s Note: RAN3 to decide on the appropriate S1 AP message to send the request to the eNB.
5. The eNB computes ‘AS-Token’ using the received Knas-token, AS-Token= KDF (Knas-token, Cell redirection parameters). The AS-Token may be shortened to 32 bits.
6. The eNB shall include the shorted AS-Token in the RRCConnectionRelease message along with other Cell redirection parameters to GERAN, for the integrity verification of parameters.
7. If the UE receives the RRCConnectionRelease message with redirection parameters, UE shall firstly check stored the stored network policy on Secured/non-secured Cell redirection. If the network policy supports the Secured redirection procedure, the UE shall check if the message includes the AS-Token, if not, UE may just release the RRC Connection with the current eNB, but may not redirect as the Cell redirection parameters indicated. If the policy indicated secured redirection and the message included an AS Token, UE should execute step 8.
NOTE: In case the network policy indicated secured redirection but, the message did not contain an AS Token, the UE may reselect another cell to camp on, but the UE may not select the cell indicated in the Cell redirection parameters.
8. The UE derives the Knas-token from the Kasme, uplink NAS COUNT and string “CSFB” (i.e Knas-token = KDF( Kasme, Uplink NAS COUNT, “CSFB”). The UE then derives the AS Token from the Knas-token and the received Cell redirection parameters, i.e AS-Token = KDF(Knas-token, Cell redirection parameters). UE checks whether the derived AS-Token is same as the received AS-Token in the RRCConnectionRelease message. If success, UE shall redirect to the BS indicated by Cell redirection parameters.
9. Otherwise, the UE may release the RRC Connection with the current eNB, but may not redirect to the Cell, indicated by the Cell redirection parameters.
Proposal : SA3 is requested to endorse this cleaned up version of the AS Token solution..
image1.emf
UE eNB MME

6. 

RRCConnectionRelease

( Redirection parameters+ 

AS TOKEN)

. 

8. Re-select a eNB when AS-

Token check failure

7. a) Verify CSFB/Cell Redirection requirement

b) Generate Knas-token from NAS UL COUNT

, 

Kasme, “CSFB”

c) Verify AS TOKEN, if Success do redirection 

according to parameters

2. Initial UE Message 

1. Extended Service Request

(CSFB)

0. UE learns the network policy on secure redirection from MME

5. 

Generate AS TOKEN 

KDF(Knas-token, Redirection 

parameters)

4. 

S1 AP Message: Knas-token, CSFB 

Redirect indication

. 

3.Generate Knas-token using NAS UL 

COUNT, Kasme, “CSFB”

~~ ~~


oleObject1.bin
0. UE learns the network policy on secure redirection from MME



