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Introduction
From a security point of view, the main difference between the currently specified 3GPP system and the envisioned All-IP system is the replacement of CS based services with corresponding IP based services. We note that in most cases the corresponding services already exist in the IMS domain. The threats in the IMS domain have been studied and security solutions are (being) standardized. Thus, transforming today’s 3GPP system into an All-IP network will not introduce any generically new security threats. Still, new threats will occur but mainly be due to scalability issues, the increasingly hostile IP/Internet environment, the increasing heterogeneity and new service requirements. New technical solutions may of course also introduce new threats.

Although we believe that no generically, new threats will be introduced by the transfer to an AIPN, qualitative and quantitative changes might erase in the following areas:

1. Threat environment (more and more severe attacks) but also increased risks of particular threats (i.e., the impacts and probabilities that attacks occurs may increase as a result of the changed threat environment).

2. System heterogeneity and multi access (GSM, UMTS, WLAN, new accesses, etc)

3. Fragmentation of security solutions 

4. Usage patterns (many more users of existing services and many new services)

5. Requirements on user convenience (SSO, etc)

6. Use of trust establishment mechanisms (To counter threats and to enable trusted transactions)

This will certainly motivate a review of the currently employed security principles and solutions. In particular, the changes in the risks may lead to that threats previously seen as having very low risks may need to be revised to ensure that proper security mechanisms are in place to mitigate the threats. 

The shift to AIPN could then provide an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions. Of course, we should take this opportunity to make sure that AIPN should be designed to become secure from the beginning.

Below we will discuss some of the issues and indicate areas for further study.

Threat environment

The Internet is rapidly becoming a very hostile environment in which it is wise not to trust anyone unknown, any uncertified SW or any service at first sight. Viruses, Worms, Spyware, Adware and all other types of malware are becoming severe everyday problems, which users have to cope with limiting the usability of and trust in Internet Services. Spam and Phishing also add to the severity of the situation. For operators Denial-of- Service attacks pose a serious threat.  Luckily, the situation for the mobile Internet isn’t that bad, yet. However, service providers as well as end users expect service convergence between the fixed and the mobile Internet and unless proper countermeasures are installed, the threats found in the fixed Internet will soon be prevalent in the mobile Internet domain.

The problems of the Internet emanates from the design principles that were used assuming cooperative and friendly users along with well-behaving systems. As we all have experienced, this is no longer true and we try to cope with the situation by installing different types of policy enforcement functions like firewalls and intrusion detection systems. We also try to develop trusted and reliable hardware and software systems. However, to get an immediate change, we would need to replace all or most of today’s end-user equipment and systems by new and trusted ones but that will not be economically feasible. Thus, the only remaining means to handle the problem is to rely on different types of policy enforcement functions to build trusted domains and protect users and systems against attacks. Policy enforcement should cover

1. Available network services. General purpose IP access may be restricted or tunneled through the network. 

2. Traffic/content inspection in network to stop download of malware and intrusive content.

3. Spam control

4. Blocking of not trusted services and service providers

5. Traffic separation 

6. Traffic origin (e.g. prohibit source IP address spoofing).

There will be a need for policy enforcement controlled by end-users and by operators and we need to investigate how and where to realize policy enforcement functionality to get the most general, efficient and secure solution.
End user policy enforcement will become a very important function, which networks will have to provide. One particularly important area is to control distribution of location information. However, presence information in general could be just as sensitive.
For protection against denial-of-service attacks, architectural and protocol features have to be reviewed. 

Trust domains 

With 3G and the upcoming extension of it, many new players will enter the scene. Small and very large operators and service providers will have to work together to offer the services the users expect in a competitive way. At the same time the equipment of the end-users will become more complex and capable.  Some users will connect PANs over multi-access links to the network and we will see users acting as ad hoc network extensions of the access network. Even if most or perhaps almost all actors are honest and trustworthy, there will always be small number that is not completely trustworthy. In many cases, the only means available to mitigate the threats is to build logging and detection systems to make the risk of getting caught when performing an attack sufficiently high to be a deterrent. Thus, it will be critical to define trust domains, means to establish trust, and requirements on trusted hardware, especially for end-user equipment.

A specific question is if monolithic mobile phones can/should enjoy greater trust than other end-user equipment in a PAN. If so, how should it be enforced? Should the phone become the trusted device in which the operator can enforce different policies? 

Similar questions arise when ad hoc extension of access networks is obtained via ordinary end-user equipment. Should all such traffic just be tunneled through the ad hoc extension or should there be some policy enforcement performed. There is also the question of who is responsible for the traffic from the ad hoc network. Either the originating device of the traffic or the relaying device (or both) has to be responsible. Since they belong to different end-users having different operators, this may pose a problem.

Another issue is how to enforce policies in multi access environments. One threat scenario is that a user connects his device to two different domains with different “trust levels”.

Trust establishment

First, we note that there is a need for different trust establishment mechanisms e.g. for end-users towards operators, end-users towards service providers, between end-user and between service providers. These mechanisms may be identical but could also be based on different principles if that would make them more efficient.  

The natural choice for authentication of end-users towards the operators is of course (X)SIM based. However, PKI and public key based systems may have advantages for other situations. DRM also shows the need to be able to securely authenticate trusted hardware.

A basic end-user requirement is that security should be automatic and invisible to the end user. User authentication and authorization have to be performed with a minimum of user interaction. At the same time, legitimate requirements on user privacy and even anonymity have to be catered for.

Current work in SA3 (GAA/GBA) and Liberty show that there is a need for simple and uniform trust establishment mechanisms for service provisioning at different levels.

However, it also shows that we are running into a situation in which we will have to live with many different solutions. We believe that it would be beneficial to investigate how to develop a homogenous SSO concept taking privacy and anonymity requirements into account.  Today, we are moving towards a situation in which we have a set of diverse user authentication and authorization mechanisms tailored for different services.

Network heterogeneity and traffic protection

Networks become increasingly heterogeneous as more and more types of access networks are tied into the cellular environment. To be able to handle new and legacy systems in a uniform way some generic principles for traffic protection have to be established. We assume that the old principle that user traffic should be protected over the radio access and into the network still holds. We also assume that user payload traffic normally is forwarded in plaintext and that needed protection is provided as application specific services.

Some rather specific issues are

· Where should the network point of trust be located? By the network point of trust do we denote the first network point at which user payload traffic is available in cleartext. The answer should consider simultaneous multi access.

· Should user authentication and key agreement be performed on layer 3 (IP-layer) to enhance “portability”.

· Layer 2 protection is needed to protect system signaling and protect against Denial of service attacks. How to establish keys?

· What does it mean that user payload traffic and end-user equipment control signaling traffic may have different endpoints?

· New means to derive and distribute keys based on an initial user authentication.

End-to-end protection

With the introduction of IP based conversational multi-media, many users feel a need for better end-to-end protection of their communication. A natural first step would be to introduce end-to-end integrity protection to guarantee the authenticity of data. Confidentiality of data will probably also be requested by e.g. government agencies. Thus, the AIPN should be designed to allow efficient end-to-end protection of multimedia sessions. Here it might be beneficial to deploy (new) generic protocols for key management and data protection to limit signaling and computational load in the terminals.

 Summary

Transforming today’s 3GPP system into an All-IP network may introduce changes in the threat environment but more important introduce changes in the risks. This will lead to that threats previously seen as having very low risks may need to be revised to ensure that proper security requirements and mechanisms are in place to mitigate the threats. This will certainly motivate a review of the currently employed security principles and solutions. 

In addition to the changes of the threat environment and the risks, it will be critical to (re-)define trust domains, means to establish trust, and requirements on trusted hardware, especially for end-user equipment, in order to cope with the new challenging end-user environments (such as PANs). 

An important process will also be to try to collect the high-level principles and requirements. Some proposed high-level requirements on AIPN are:

· An AIPN shall be security-conscious from its early phase, not just have security added later on.

· Usability: maximum transparency to the user, i.e., high levels of security should be provided with minimum user involvement (e.g. by using biometric authentication methods such as a fingerprint, etc).

· Ensure privacy and authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

· Users should be able to have multiple identities from different providers with the relationship between the identities hidden to particular providers (thus supporting privacy). 
· Networks shall be protected against attacks such as Denial-of-Service attacks.

· Networks shall be able to authenticate each other and authorize services that need signalling between servers.

· Fast re-authentication shall be possible. 
· Hiding of internal network elements shall be provided by an AIPN.

These requirements are very high level and many aspects need to be investigated further to be able to specify them more clearly. This could e.g., include:

· Investigating how and where to realize policy enforcement functionality to get the most general, efficient and secure solution to protect the end users and the operators' networks. 

· Reviewing architectural and protocol features to get a better understanding of how to protect the network against attacks such as denial-of-service.

· Investigate how to develop a homogenous SSO concept taking privacy and anonymity requirements into account.

· Investigating the need for end-to-end security solutions. 

In summary, the challenges will be in understanding the new risks to identify any new or lacking security requirements, and of course finally ensuring that the right mechanisms are in place.

We therefore propose to include the changes below in the TR 23.978 v 0.4.0:

5.4 Security and Privacy considerations

User and network security and privacy issues, despite being a key concern in today's networks, tend not to be in the top list of priorities when evolving existing systems or designing new ones. The results of this tend to be that security is added to the system instead of being native in the system, which translates into insecure systems or unnecessarily complex security solutions which are often very user unfriendly. For this reason security and privacy considerations are considered within the early stages of this Technical Report.

Note:
The feasibility of "user issues" should be considered within the regulation for lawful interception that exists in some countries i.e. it may be required that some of the features above are disabled in some networks in order to comply with local lawful interception regulations.
5.4.1 Security Considerations
Transforming today’s 3GPP system into an All-IP network will introduce changes in the threat environment, introducing new threats but also changes in risk levels of already identified threats. Threats previously seen having low risks may need to be reassessed leading to new security requirements and the need for new and/or improved security mechanisms. The changes in the threat environment will mainly be due to qualitative and quantitative changes in e.g.

· Threat environment (more and more severe attacks) but also increased risks of particular threats (i.e., the impacts and probabilities that attacks occurs may increase as a result of the changed threat environment).

· System heterogeneity and multi access (GSM, UMTS, WLAN, new accesses, etc)

· Fragmentation of security solutions 

· Usage patterns (many more users of existing services and many new services)

· Requirements on user convenience (SSO, etc)

· Use of trust establishment mechanisms (To counter threats and to enable trusted transactions)

The changes in these areas will certainly motivate a review and revision of currently employed security principles and solutions.
In addition to the changes of the threat environment and the risks, it will be critical to (re-)define trust domains, means to establish trust, and requirements on trusted hardware, especially for end-user equipment, in order to cope with the new challenging end-user environments (such as PANs).
An important process will also be to collect the high-level principles and requirements. Examples on proposed high-level requirements on AIPN are:
· Security shall be better than with the current system i.e. 3GPP Rel-6. 

· An AIPN shall be security-conscious from its early phase, not just have security added later on. The shift to AIPN provides an opportunity to introduce new security paradigms and enhancements/upgrades and optimizations of current security solutions.
· Usability: maximum transparency to the user (e.g. by using biometric authentication methods such as a fingerprint, etc) i.e. high levels of security should be provided with minimum user involvement.

· 
· Ensure privacy and authenticity so that the user can trust the information he is receiving. This should cover private user to private user communications as well as private user to service provider communications.

· Users should be able to have multiple identities from different providers with the relationship between the identities hidden to particular providers (thus supporting privacy). 

· 
· Networks shall be protected against attacks such as Denial-of-Service attacks.

· Networks shall be able to authenticate each other and authorize services that need signalling between servers.

· Fast re-authentication shall be possible. 
· Hiding of internal network elements shall be provided by an AIPN.

Editor’s Note:
Detailed study of security issues to be undertaken in SA3 as appropriate. This TR is to be sent to SA3 when appropriate to ensure timely consideration of security issues.
These requirements are very high level and many aspects need to be investigated further to be able to specify them more clearly. This could e.g., include:

· Investigating how and where to realize policy enforcement functionality to get the most general, efficient and secure solution to protect the end users and the operators' networks. 

· Reviewing architectural and protocol features to get a better understanding of how to protect the network against attacks such as denial-of-service.

· Investigate how to develop a homogenous SSO concept taking privacy and anonymity requirements into account.

· Investigating the need for end-to-end security solutions. 

In summary, the challenges will be in understanding the new risks to identify any new or lacking security requirements, and of course finally ensuring that the right mechanisms are in place.
5.4.1.1 Threat environment

The Internet is rapidly becoming a very hostile environment and a service convergence between the fixed and the mobile Internet can be forseen. Unless proper countermeasures are installed, the threats found in the fixed Internet will soon be prevalent in the mobile Internet domain.

To mitigate the problems and protect users and systems and to deter from attacks different types of policy enforcement functions are needed to build trusted domains. Policy enforcement should cover 
· Available network services. General purpose IP access may be restricted or tunneled securely through the network. 

· Traffic/content inspection in network to stop download of malware and intrusive content.

· Spam control

· Blocking of not trusted services and service providers

· Traffic separation 

· Traffic origin (e.g. prohibit source IP address spoofing).

There will be a need for policy enforcement controlled by end-users and by operators and a need to investigate how and where to realize policy enforcement functionality to get the most general, efficient and secure solution.
End user policy enforcement will become a very important function, which networks will have to provide. One particularly important area is to control distribution of location information. However, presence information in general could be just as sensitive.
For protection against denial-of-service attacks, architectural and protocol features have to be reviewed.
5.4.1.2 Trust domains

With 3G and upcoming extension of it, many new players will enter the scene. Small and very large operators and service providers will work together to offer the services the users expect in a competitive way. At the same time, the equipment of the end-users will become more complex and capable. Users will connect PANs over multi-access links to the network and users will act as ad hoc network extensions of the access network. In this environment, attacks may occur in many different places and in many different ways. Often, the only means to deter attackers and mitigate threats are to build logging and detection systems to make the risk of getting caught sufficiently high. Thus, it will be critical to define trust domains, means to establish trust, authenticate and authorize users and systems, and put requirements on trusted hardware (especially end-user equipment). A key issue is if monolithic mobile phones can become the trusted devices in which operators can enforce different policies. 

A specific issue is how to design the trust model when ad hoc extensions of access networks are offered by ordinary end-user equipment. Should all such traffic just be tunneled through the ad hoc extension or should there be some policy enforcement performed. There is also the question of who is responsible for the traffic from the ad hoc network. Either the originating device of the traffic or the relaying device (or both) has to be responsible. Since they belong to different end-users, maybe having different operators, this may pose a problem.

Another issue is how to enforce policies in multi access environments. One threat scenario is that a user connects his device to two different domains with different “trust levels”.
5.4.1.3 Trust establishment 

There is a need for different trust establishment mechanisms e.g. for end-users towards operators, end-users towards service providers, between end-user and between service providers. These mechanisms may be identical but could also be based on different principles if that would make them more efficient.  

The natural choice for authentication of end-users towards the operators is of course (X)SIM based. However, PKI and public key based systems may have advantages for other situations. The DRM solutions also show the need for secure authentication of trusted hardware.

A basic end-user requirement is that security should be automatic and invisible to the end user. User authentication and authorization have to be performed with a minimum of user interaction. At the same time, legitimate requirements on user privacy and even anonymity have to be catered for. Current work in SA3 (GAA/GBA) and Liberty show that there is a need for simple and uniform trust establishment mechanisms for service provisioning at different levels.

To increase user convenience, make systems less complex, simplify application development and increase security a common, standardized, homogenous SSO system taking privacy and anonymity requirements into account is needed.  Today, we are moving towards a situation in which we have a set of diverse user authentication and authorization mechanisms tailored for different services.
5.4.1.4 Network heterogeneity and traffic protection

Networks become increasingly heterogeneous as more and more types of access networks are tied into the cellular environment. To be able to handle new and legacy systems in a uniform way some generic principles for traffic protection have to be established. It is assumed that the old principle that the system should protect user traffic over the radio access and into the network still holds. It is also assumed that user payload traffic normally is forwarded in plaintext and that needed protection is provided as application specific services.

Specific issues that need to be reviewed are

· Location of the network point of trust. Network point of trust means the first network point at which user payload traffic is available in plaintext format. Simultaneous multi access should be taken into account.

· Should user authentication and key agreement be performed on layer 3 (IP-layer) to enhance “portability”.

· Layer 2 protection is needed to protect system signaling and protect against Denial of service attacks. How to establish keys?

· How to handle the situation that in  the future user payload traffic and end-user equipment control signaling traffic may have different endpoints in the network

· New means to derive and distribute keys based on an initial user authentication.
5.4.1.5 End-to-end protection

With the introduction of IP based conversational multi-media, many users feel a need for better end-to-end protection of their communication. A natural first step would be to introduce end-to-end integrity protection to guarantee the authenticity of data. Confidentiality of data may also be required (e.g. government agencies). Thus, the AIPN should be designed to allow efficient end-to-end protection of multimedia sessions. Here it might be beneficial to deploy (new) generic protocols for key management and data protection to limit signaling and computational load in the terminals. Lawful intercept requirements have also to be considered
5.4.2 Privacy considerations

· User issues:

· Location privacy. User location privacy should be guaranteed. 
The location of a user has to be known by some instances in the networks to insure reachability and delivery of packets. But only these instances shall know the location to the necessary level of detail. 

Editor’s Note:
Other privacy aspects to be considered as well such as data handling regulations.
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