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1   Purpose of the contribution

The purpose of this contribution is to further elaborate on some of the aspects on access control and security related to WLAN interworking with 3GPP systems. The discussion is relevant to chapter 7.1 of the Technical Report. The contribution proposes a policy with regard to standardisation and some enhancements to the present text of chapter 7.1.

2   Proposed policies for standardisation of access control mechanisms

The present version of the TR establishes the principle that WLAN interworking with 3GPP systems must not reduce the overall security of the 3GPP systems and that it should provide the same level of security as the 3GPP systems. It is further assumed that WLAN interconnection should seek full compatibility with existing and forthcoming solutions used in 3GPP systems (in particular IMS) and commonality with respect to technical solutions.

Based on those requirements we propose that the following policies be adopted with regard to the forthcoming elaboration of security related standards:

1. 3GPP should not necessarily develop all security related standards themselves, but also consider the possibility to adopt/import standards developed by other standards bodies.

2. In particular standards produced by IETF should be considered and evaluated.

3. 3GPP should to the extent possible supervise that standards for those parts of the system that are outside the scope of 3GPP still fulfil the 3GPP security level.

4. There should be a standardised solution developed for WLAN terminal authentication, building on the use of IC card technology for tamper proof storage of identities, algorithms and keys. To ensure forward compatibility with future scenarios of WLAN to 3GPP system interworking, that solution shall be compatible with the solutions that are now being developed for IMS authentication.

3   3GPP security requirements

3GPP security includes the following elements:

· Protection of billing information

· Protection of user identities and location

· Protection of user communication on the radio path against all sorts of unauthorised access and manipulation of contents

· Protection of the users terminal against attacks from false networks

· Protection of the network against unauthorised access

· Protection of information stored in the network against all sorts of unauthorised access and manipulation of contents

4    Comments to present chapter 7.1

The present text of chapter 7.1 is not fully compatible with the requirements mentioned above. Below follows the present text with some comments added in italics.

7.1
3GPP System Based Access Control

This feature provides 3GPP compatible means for authenticating users accessing WLAN access network.

3GPP compatibility indicates that two major characteristics are assumed:

· reuse of existing 3GPP permanent subscriber databases (HLR). (We suggest the deletion of the reference to HLR. The HLR is only one of the logical databases that may be involved in the access control. Access control can not be treated in isolation from all other security issues. Those will involve also AUC, HSS and possibly others. This architecture issue should be handled in SA2 and SA3).
· reuse of existing inter PLMN signalling to access user databases in case of roaming. (The business environment for I-WLAN may bring some changes and new dimensions compared to the “ordinary” 3GPP systems environment. Therefore some enhancements to the existing PLMN signalling may be justified. Those should however build on existing technologies and approaches.)
· provide similar level of security as normal 3GPP system authentication

To be WLAN compatible one major characteristic is assumed:

· reuse of the defacto WLAN radio interface mechanisms for authentication interworking with 3GPP compatible network access control. (The meaning of “…de facto WLAN radio interface mechanisms for authentication…” is unclear. We suggest that a more clear requirement be given.)
This feature realises following functionality:

1. MT providing its identity to a logical WLAN Access Control entity called here WLAN Authentication Entity

2. Retrieval of user authentication  information from 3GPP user database (HLR) to WLAN Authentication Entity

3. Authentication signalling between a WLAN Authentication Entity and Mobile Terminal 

4. Access Authorisation / Access Denial indication from WLAN Authentication Entity to  WLAN Access network and further to Mobile Terminal 
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As a first comment to above diagram and the associated text is that it should be clarified whether the MT identity mentioned in 1) is sent in plain text or if some form of protection (compare TMSI) is required. In order to stay consistent with the general 3GPP security requirements, we are of the opinion that this identity should be protected, possibly with exception of initial call set-up. The further deliberations on this matter should be done by SA2 and SA3.

HLR is mentioned as the node where authentication information is retrieved (bullet 1). We suggest that consistency with Rel 5 terminology and definitions is sought.

The WLAN Access Control Entity is described as the node where the matching between the challenge and the response takes place, and - depending on the result - the decision whether to grant access not. In UMTS and GSM that function is located further out in the network (in the VLR) sometimes located in a visited network. Hence, this picture shows a new architecture where the authentication is centralised. It is recognised that such an architecture is considered in the context of IMS authentication and may become the future standard, also for the bearer authentication. However, we find it inappropriate that SA1 proposes new architectures. The consequences of that architecture with respect to new types of attacks and with respect to key distribution should be studied by the appropriate body before such an arrangement can be recommended. Its benefits compared to an architecture where the challenge/response check takes place in a local AAA server should also be assessed.

In summary we think that this diagram and associated text depicts a solution that has not been fully evaluated by the competent 3GPP subgroup, and we suggest that it be removed.

Conclusion

The security architecture of the WLAN network is a serious matter that requires expert treatment. The appropriate bodies for this is work are SA2 and SA3. We propose that:

· The present text of chapter 7.1 is updated according to the proposals made in section 4

· The proposed architecture described in the diagram and the related text should be removed.

· The content of sections 2 and 3 of this document should be incorporated in the TR.

The new section 7.1 according to the proposal is found in annex 1.

Annex 1

7.1
3GPP System Based Access Control

This feature provides 3GPP compatible means for authenticating users accessing WLAN access network.

3GPP compatibility indicates that two major characteristics are assumed:

· reuse of existing 3GPP permanent subscriber databases.

· reuse and build further on existing inter PLMN signalling to access user databases in case of roaming.

· provide similar level of security as normal 3GPP system authentication

To be WLAN compatible one major characteristic is assumed:

· reuse of the defacto WLAN radio interface mechanisms for authentication interworking with 3GPP compatible network access control. {Text to be improved}

It is required that WLAN interworking with 3GPP systems must not reduce the overall security of the 3GPP systems and that it should provide the same level of security as the 3GPP systems. It is further assumed that WLAN interconnection should seek full compatibility with existing and forthcoming solutions used in 3GPP systems (in particular IMS) and commonality with respect to technical solutions.

Based on those requirements the following policies with regard to the forthcoming elaboration of security related standards should prevail:

1. 3GPP should not necessarily develop all security related standards themselves, but also consider the possibility to adopt/import standards developed by other standards bodies.

2. In particular standards produced by IETF should be considered and evaluated.

3. 3GPP should to the extent possible supervise that standards for those parts of the system that are outside the scope of 3GPP still fulfil 3GPP security level.

4. There should be a standardised solution developed for WLAN terminal authentication, building on the use of IC card technology for tamper proof storage of identities, algorithms and keys. To ensure forward compatibility with future scenarios of WLAN to 3GPP system interworking, that solution shall be compatible with the solutions that are now being developed for IMS authentication.

Basic security requirements will be:

· Protection of billing information

· Protection of user identities and location

· Protection of user communication on the radio path against all sorts of unauthorised access and manipulation of contents

· Protection of the users terminal against attacks from false networks

· Protection of the network against unauthorised access

· Protection of information stored in the network against all sorts of unauthorised access and manipulation of contents
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