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4 Digital Rights Management Model

The following model that describes rights management is not definitive, and no implementation model or architecture is implied or required by it. It is solely provided to describe the functions and roles that shall be provided by the entities involved in providing the service.  The following figure provides an overview of the DRM service model.




Digital rights management capabilities are required for downloadable content such as, but not limited to, ringtones, games, books, music, and video.  The purpose of digital rights management is to provide an end-to-end solution, ensuring that rights associated with objects are upheld, limiting illegal copying.

The complexity of any DRM solution clearly will have a direct relationship with the value of the content being protected; the higher the value of the content, the higher the means which can be justified to protect it. In the 3G mobile world, it can be expected that terminals will be able to render both “low-value” and “high-value” content. The definition of what value to associate with which type of content, however, is a decision to be made by the content provider and is therefore out of the scope of standardization. Nevertheless, it must be ensured that any standardized DRM solution is flexible enough to cater for the different values content may have.

Digital rights management is not a single entity or functionality. Rather, it is an end-to-end problem that involves a number of different components, for example:

:

· Expression of usage rights.

Usage rights express what a UE may or may not do with an object. Rights include permissions (e.g. play, view), constraints (e.g. ten times, for one month) and so on. Usage rights are always managed end-to-end – they are defined by the content provider and enforced by the UE. 

· Additional protection of content
A DRM solution should provide some additional means for protecting content,e.g. encryption. 
· Trust relationships

A DRM solution should provide some means for ensuring the establishment of a trusted relationship between the UE and the content provider. 
Considering that a DRM solution consists of different component technologies, a DRM standard should allow a content provider to deploy those “components” that the provider deems necessary and justifiable for a particular piece of content. At a minimum, however, it will be necessary to describe the rights associated with content. The use of content protection and strong trust models should be optional for content provider
In order to ensure a reasonable pace in the standardization of DRM, and to reduce terminal complexity, existing standards for the individual DRM components should be re-used as far as possible and feasible. Further, to maximize interoperability, there should be one standardized solution for a rights description language, one solution for additional protection and one solution for trust relationships as part of the 3GPP DRM standard.
On the other hand, it needs to be acknowledged that DRM component solutions will evolve over time, and content providers may wish to deploy more advanced solutions in the future, e.g. more advanced and robust cryptographic algorithms to secure their content. Therefore, a standardized DRM solution should be extensible. However, such an evolution needs to occur within a tight standardization process that minimizes the number of parallel solutions existing in the market.
Distribution of content should be possible over any kind of transport; for example pull from a browser, end-to-end secure connections, streaming media, messaging (e.g. MMS, Email), local transfer (e.g. IrDA, bluetooth), etc. There should not be incompatible solutions for digital rights management for different kinds of delivery mechanisms.

A high-level model for digital rights management may be described as follows: 

· Content may be distributed, together with associated usage rights, from content providers to UEs.

· The user equipment enforces usage rights, and prevents any unauthorised use. 

· If the usage rights allow, content may be copied, i.e. a new object instance may be created. The usage rights for the original content may specify alternative usage rights to be applied to copies (e.g. limited ‘preview’ style rights). 

· If the usage rights allow, protected objects may be given away to another UE, i.e. the object with remaining rights is moved from one UE to another.. 
· Rights may be upgraded or renewed, e.g. when rights expire.


1. 


2. 




3. 


Additionally, other services may provided within the DRM service model. Examples include, but are not limited to:

· Trust services

· Authentication services

· Payment brokers

· Content bank (network storage of downloaded objects)

The content provider may run such services itself end-to-end, or they may be provided as generic services to content providers by communication service providers. 
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