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Abstract

This paper identifies some general principles and requirements that should, in our view, be adopted as the basis for defining more specific requirements for Digital Rights Management.

General Principles of Digital Rights Management

The goal of Digital Rights Management (DRM) is to secure content from fraudulent use and distribution. In other words, a DRM solution associates very specific rules that a terminal (read: the user) must abide by when displaying protected content. A DRM solution should also provide some means for enforcing these rules, e.g. by encrypting the content, and may provide additional means for ensuring the establishment of a trusted relationship between the content consumer and the content provider.

The complexity of any DRM solution clearly will have a direct relationship with the value of the content being protected. The higher the value of the content, the higher the means  can be justified to protect such content (this principle is very much the same for any other secure system). In the 3G mobile world, it can be expected that terminals will be able to render both “low-value” and “high-value” content. 
The definition of what value to associate with which type of content, however, is a decision to be made by the content provider and is therefore out of the scope of standardization. Nevertheless, it must be ensured that any standardized DRM solution is flexible (modular) enough to cater for the different values content may have.

Flexibility, or modularity can be understood at different levels: e.g. the ability to choose the components needed to protect content, or the ability to choose among various solutions for each component (e.g. encryption algorithm A or encryption algorithm B being both allowed), which is more of a framework-based approach.

Considering that a DRM solution consists of different component technologies (description of rights, content protection, trust relationships), a DRM standard should allow a content provider to deploy those “components” that the provider deems necessary and justifiable for a particular piece of content. At a minimum, however, it will be necessary to describe the rights associated with content, i.e. implementation of a rights description language is mandatory.

In order to avoid interoperability problems and to maximize choice for end-users, the standardization of just a framework (allowing the deployment of multiple solutions for each DRM component) should be avoided. If just a framework were specified, users would either (in many cases) not be able to view content or would need to download updates to their software in order to view content (like to download of plug-ins from the Internet). In addition to the fact that wireless spectrum will never be free, a framework-based approach could result in delays for the viewing of content, thus contributing to end-user dissatisfaction rather than satisfaction.

Furthermore, any DRM solutions should allow a terminal to forward content to other (peer) terminals, e.g. as preview or as a gift. This capability would not be easily implemented if the DRM solution allowed for multiple solutions for each DRM component, as terminals need to know about the component solutions being implemented in the peer terminals. Having a single solution for each DRM component would also especially reduce the complexity of terminals.

Thus, for a standardized DRM solution, there should be one standardized solution for a rights description language, one solution for encryption and one solution for trust relationships.

On the other hand, it needs to be acknowledged that DRM component solutions will evolve over time, and content providers may wish to deploy more advanced solutions in the future, e.g. more advanced and robust cryptographic algorithms to secure their content. In this case, the user will either need upgraded software (either as software download, or with the purchase of a new terminal), or he will not be able to view the content. This also acknowledges the fact that no DRM solution will be totally secure, and that any standardized solution should protect content from fraudulent use or distribution for the vast majority of end-users (those who do not have the technical means for circumventing the DRM system).

Therefore, a standardized DRM solution should not exclude evolved or better solutions from being adopted, i.e. DRM should be extensible. However, such an evolution needs to occur within a tight standardization process that minimizes the number of parallel solutions existing in the market. This could be achieved through an appropriate tight version control of technical DRM specifications. The essential requirement is to ensure interoperability as far as possible and feasible.

In order to ensure a reasonable pace in the standardization of DRM, and to reduce terminal complexity, existing standards for the individual DRM components should be re-used as far as possible and feasible.

Based upon this discussion, the following general requirements can be identified:

· DRM shall be modular, i.e. allow content providers to use those DRM components that are appropriate for their content;

· The DRM standard shall encompass the specification of at least the following three components: description of rights, content protection and establishment of trust relationship;

· As a minimum, implementation of a rights description language shall be mandatory;

· Implementation of content protection and establishment of trust relationship is optional;

· The definition of “value” of content is outside the scope of standardization;

· For each component concrete mechanisms should be specified instead of a frame work only

· DRM shall be extensible, i.e. allow evolved DRM component solutions to be deployed. This extensibility shall occur within a version control process; within each document version of a DRM specification, there shall be only one solution specified for each DRM component;

· Existing standards should be re-used for DRM as far as possible and feasible.
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