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1. General
This document explains the image for usage of the Requestor ID and introduces the role of a Target UE Codeword.

When handling a positioning request it is not sufficient to only provide the Target UE with the identity of the LCS Client. The provision of the respective identity of the requestor (Requestor ID) to the Target UE is also an essential requirement for Location Service.  It is also necessary to protect the Target UE user’s privacy with respect to each Requestor with an appropriate privacy mechanism.  It is essential that the operator has the ability to protect the privacy of the Target UE without depending on the Requestor ID being handled by a LCS Client (3rd Party).  This can be solved by the introduction of the Codeword concept for the Target UE.  

2. Service Example


[image: image1.wmf]Authentication 

 

In order to verify the Requestor it 

is authenticated within the 

network using the Codeword and 

the target UE num

ber.

 

Target UE Number

 

 

Requestor ID

 

 

Codeword

 

 

 

           

.

 

 

        

.

 

 

        

.

 

 

 

 

 

 

 

PLMN

(

GMLC

?)

 

Location

 

Requesting

 

Entity

 

 

UE

 

 

PC

 

 

 

090

-

1234

-

5678

 

 

nickname

 

 

ABCDEFG

 

 

Sample web page for  

location request

 

Le 

 

 

Display

 

In order to identify the 

Requestor the Requestor ID 

is sent to the Target UE..

 

 

Requestor ID

 

Target UE Number/Codeword

 

Target UE

 

Requestor

 

LCS Server

 

LCS Client

 


The above figure shows a simplified service image for handling a positioning request for a Target UE.  The requestor might enter 3 parameters; Target UE number, Requestor ID & Codeword.  Further settings are also possible e.g. to satisfy the needs of a particular event.

· The Requestor ID is communicated through the network to enable the Target UE to identify the Requestor. The Requestor ID might not be used within the network, but could be used to authenticate the Requestor in some cases.  We assume that the Requestor would be not only a mobile terminal but also a terminal being connected to Internet e.g. a Corporate PC (Intranet).  In this assumption, the Corporate PC would not have a Requestor ID because they don’t have a contract with a LCS Client. For this reason, in some situations a Requestor ID might not be a parameter that can be used for screening unwelcome location requestin a secure manner.

· The Codeword is set by the Target UE user when subscribing to this service.  The Codeword set previously within the network is only communicated to Requestors permitted by the Target UE user.  By using the Codeword when requesting location information the operator is able to prevent Requestor from getting the location information. .  The Codeword is not to be disclosed to any other party.  In order to protect the integrity of the Codeword the Target UE user may periodically change the Codeword.  In addition the Codeword might not appear on the Target UE because normally this type of parameter, like a codeword or password, is not to be displayed even when entering.  It is desirable that the Target UE user can choose the validity (valid/invalid) of the Codeword.

An operator could not completely trust a Requestor ID that is handled by a LCS Client in some cases because there are lots of LCS requesting entities acting as LCS Clients in the Internet.  On top of offering the service it is also essential that the operator possess a mechanism to protect the privacy of the Target UE user using the parameter (e.g. Codeword) that is handled by the operator.  

In the case that the operator allocates a Requestor ID to all requestors, since there is a need to provide a Requestor ID to requestors that are not mobile users the management of the identities will become very large task causing a considerable load on the operator.  Also, if there is a need for globally unique Requestor IDs then addressing problems may also arise.  Furthermore, in order to use the Requestor ID as a secure parameter there is a need to investigate a mechanism that would notify the Target UE user of a different parameter.  Therefore, it is necessary not only to introduce the concept of Requestor ID but also the concept of a Codeword being associated with the Target UE as well.

There are currently several operators in Japan that are providing location-based services in the manner detailed above.  Also, the duty of the operator to protect the privacy of the Target UE user using a secured parameter (e.g. Codeword), that is handled by an operator for authentication is a regulatory requirement.

3. Proposal
It is proposed that new functionality described in this contribution and in the corresponding CR to 22.071 should be included in Release 5.
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