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1. Introduction

This contribution contains text changes for the remaining normative sections of the revised draft of the Push stage 1. For the most part, these text changes are simple, and the proposed change itself is generally self-explanatory.

The major new text not already covered by the earlier contributions (S1-020070 and S1-020071) is the "service management" and the annexes "push service use cases" and "services not appropriate for push (at least initially)".

The new text is taken in the sequence it is used in the revised draft push stage 1. The complete sections showing the text changes is included in this contribution, following the description of changes. The following sections are labeled with the heading of the stage 1 section bieng discussed.

2. General (Requirements)

The basic sense of the general requirement remains. One enhancement is identification of the destination of the pushed information as a machine, in addition to a person.

In keeping with the orientation previously recommended (service capability and service capability function), a standardized push API is called out.

Efficiency of use of network and terminal resources is made mandatory.

The text is changed to indicated that push is intended for operation over packet bearers, and the current preferred option is GPRS.
3. Service Delivery

The requirements previously listed within this section have been placed in two classes: latency and priority, and delivery.

The latency and priority items are somewhat related, and therefore have been placed together.

In this and in the delivery class, the defined classes are listed as a minimum; operators may add additional classes. These should initially provide a very flexible approach towards enabling the push initiator to specify the characteristics of the service capability required for the data packages sudmitted to the network for delivery.

4. Privacy

Explicite mention of the "organisation-user" is made, since this entity will be involved in many closed user group uses.

5. Roaming

The ability of the push recipients to access local push services when roaming is added, with the acknowledgement that the user-profile may include limitations.

6. Inter-Working

With push provided as a basic building block, its interworking (usability by) higher level services is essential.

7. Addressing and routing

Push is used as a building block, available to high level services. The ability to use application level addressing to deliver the data package to the appropriate user agent in the UE is added.

8. Security

Two text additions are made; both are of interest to closed user group uses. The first requires the network to be able to prevent delivery of push from non-authorized souces, when a list of authorized sources is provided for users or groups of users.

The second allows push initiators to provide end-to-end security; this enables push to be used for those applications having that requirement.

9. Charging

High level services using push is added as a desired element in the charging data, in keeping with the orientation of push as a network capability.

10. Push Use Cases (annex)

Much information was moved to this annex. It has been organized, simplified, and some additional descriptive text provided to link it together. This annex is intended to provide background for the  further work beyond stage 1.

Brief use cases are provided for unattended operation, and for those with user (person) involvement.

An example is provided for flexible interfacing with the network, for user profile and operator services, for a sensitive application with high security and privacy requirements. Varying levels of flexible interfacing may be appropriate for other uses.

11. Services not appropriate for push (at least initially)

The annex focuses on the different levels of push suitability for high level services, and suggests that initial resources be used for those with the best match of high level service requirements and push capability. The services which are not "good" matches are identified in general categories. 
12. Addition to key words

Add "stage 1" to key words.

13. Recommendation and proposal

It is recommended that the approaches discussed for the several areas of the stage one be approved.

The proposed text for those sections of the Push stage 1 follow.
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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.

-
A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

[1]
3G TS 21.133: "3G Security; Security Threats and Requirements"

[2]
3G TS 21.905: “Vocabulary for 3GPP Specifications” 


3G TS 22.101: “Service Aspects; Service Principles”


3G TS 22.105: “Services and Service Capabilities”

3G TS 22.060: “General Packet Radio Service (GPRS); Service description; Stage 1”

3G TS 22.115: “Service aspects; Charging and Billing”

5   Requirements

The following list gives the high level requirements for the Push service:

5.1 General 

The Push Service shall allow a Push Initiator (which may be external to the PLMN) to initiate delivery of information to the UE, where the user agent in the UE interacts with a person or machine. The information shall be transmitted to the delivery network using a standardized API (application program interface).
It shall be possible to provide the Push Service without any user intervention, subject to settings in the Generic User Profile [x].  The Push Initiator may interrogate the Generic User Profile, if available, in order to establish the user preference related to the Push Service.

The push mechanism shall be efficient in the use of network resources and terminal resources.

Push Initiator may access user specific data held in the network (e.g. presence information and location information), when available, subject to the user’s privacy requirements and operator agreement.


A default bearer shall be selected / standardized for push service.

Note: 
SMS was not considered suitable as the default bearer service.  

Further it shall be possible to support push service over following legacy bearer:

-GPRS (preferred option) 22.060 [  ]


Supporting of push service over legacy bearers is subject to limitations due to varying capabilities of the used bearer service and terminals. It shall be possible to use all available access networks (e.g. GERAN, UTRAN, WLAN) as specified per each legacy bearer. Legacy bearer may be used when the default transport cannot be provided by serving network (e.g. roaming).


The bearer service for delivery of push information should be transparent to the Push Initiator, that is, the Push 
Initiator need not know what bearer service the client is using. The Push Initiator may, however, require certain grade of service for delivery, e.g. speed of delivery or delivery acknowledgement. 
It shall be possible to provide Push Services independently and simultaneously of other services e.g. SMS.



5.2 Addressing and Routing 

It shall be possible to uniquely identify push service recipients.

The addressing model shall include network addresses of the device, device identities to support devices with multiple network addresses, user identities and application level addressing (i.e. user agents). The addressing model shall be compatible with Internet specifications when applicable. 
The application level addressing shall allow high level services (e.g. IMS, MMS and others) to use push service to deliver information to the service’s user agent in the UE or to the service’s server.
Both telecom and internet numbering and addressing schemes shall be supported.
A variety of identifiers can be used externally to address entities. For example, data only terminals (e.g. vending machine) shall be reachable without necessarily using E.164 numbers.

There is no requirement to address users by IMEI.  
5.3 Service Delivery 
The Push Service may offer classes of: latency and priority, and  service delivery. This shall include support for the following:
5.3.1 Latency and priority
The following classes shall be provided at a minimum:
·  lifetime for Push requests (undelivered content, how long it will reside in the Push network);

· requested delivery priority (different priorities dependent on for example originator)

· Immediate (e.g. within 10 seconds)

· Time sensitive (within a specified time)

· Low priority (e.g. Batch, off-peak, as-available)

· Delivery duration, maximum allowable (time from start to end of delivery to UE). 
5.3.2 Delivery class
The following parameters (at a minimum) shall define the delivery class:
· Minimum bit rate

· Reliability (e.g. guaranteed, non-guaranteed,
· Acknowledged / un-acknowledged

· retries (number of)
The Push Service shall provide a single-attempt delivery mechanism.

The Push Initiator requests the delivery of information with a particular class of service and the Push Service determines the most appropriate delivery mechanism. 
If the user declines delivery of a specific instance of pushed information the Push Service shall not attempt to re-send it.


· 
The Push Service shall be provided independent of the content type of the pushed information. 
5.4 Service Management

The basic principle of service management is “the user is in control”. 
The user or organisation-user of the Push Service has a basic subscription relationship with the provider of the delivery network e.g. network operator.  However, the main service relationship is with the Push Initiators who by definition have access rights to the delivery network.

The user or organisation-user shall be able to control the information pushed from a particular Push Initiator by setting the appropriate parameters in the Generic User Profile [x] e.g. white lists and black lists.  The details of this is outside the scope of this specification.

The user or organisation-user shall be able to request Information from a particular Push Initiator be suppressed.
The user or organisation-user shall be able to request that the delivery network push service only permit information from particular Push Initiator(s) be sent. All other push information to the user shall be suppressed by the network. [Note: transmission of information which cannot be utilised by the push recipient represents a loss of network capacity.]
The user shall be able to indicate in their profile the maximum size of information permitted to be pushed. The delivery network shall limit push information to this size. The delivery network may also have its own limitations on maximum push information size.

6   Security 

Editors note : relationship to DRM ?

The “Security Threats and Requirements” specified in 22.133 [1] shall not be compromised.

The user shall be able to use the Push Service in a authorized and authenticated manner. Mechanisms shall be provided to ensure that the Push message is sent to and accessed only by the intended addressed entity. 
The Delivery Network shall provide mechanisms to prevent delivery of push information from non-authorized sources on a per-user and per-group of users basis, when the user or organization-user provides a list of authorized sources in the user profile
It shall be possible for the Delivery Network or the user to deny an unauthorized push message. 

It shall be possible to deny an unauthorized push message. An authorization may be based on the following:

· identity of the Push Initiator

· the destination user, device or user agent

· push related attributes such as priority 
It shall be possible for the user agent in the UE to control acceptance of content pushed to the user based on the trust level of the Push Initiator.  

The Delivery Network shall provide data integrity and data confidentiality of the pushed information.  
The Delivery Network shall accept and deliver push information whether or not the push initiator and the push recipient implement their own end-to-end security (encryption).
Push Initiators must have authorization from the Delivery Network (e.g. PLMN Operators) in order to use the Push Service.
7 Privacy

The Push Initiator shall comply with  user, organisation-user and operator privacy requirements. 
The user profile provided by the user or user-organisation shall be used for this purpose. The Generic User Profile is a preferred implementation of this profile.

8 Charging

Push services shall support various charging mechanisms (e.g. reverse, prepaid and reply charging etc.).

The following charging scenarios shall be supported:

1. Charging for push services can be subscription based.

2. Charging for push services can be based on the content, the resources used and time needed to carry out the push service.

3. Charging for push services can be based on the number of messages pushed to a receiver.

4. It should be possible to charge the user only, the Push Initiator only, or both the user and the Push Initiator.

5. It should be possible to charge third parties e.g. corporate accounts.

6. It shall also be possible to mix and match the various different charging scenarios outlined above.

7. One-off charging for subscription and cancellation of Push Service should be possible.

8. Need to charge for rejected push content.

It shall be possible to include the following data in the CDRs as charging information if available:

· message length, storage time in the network, etc

· service using push (for IMS, MMS or other high level services)
· delivery time, upload / download method,

· Push service sender / -recipient 

· number of Push messages sent

· number of Push messages received.

· roaming conditions (e.g. in a visited network)

· location conditions

· media.

9 Roaming

Push services shall be available when roaming.
The push recipients shall be able to select and receive local push services when roaming, subject to the user profile settings.

10       Inter-working

Push service capability feature shall interwork with high level services (IMS, MMS, m-commerce, etc) operating as push initiators and with other push initiators such as corporate IT, governmental, and those offering highly secure services.

Push service shall also interwork with other technologies, including WLAN. 

Annex A (informative): Push Service Use Cases



This annex provides a high level description and grouping of use cases, categorisation by type of use and user’s organisation. Examples of the impact of flexible interfacing with operator user profiles, service provisioning and service management are also included.

A.1  Push basic principles
Push capabilities may be defined and profiled in various ways, including types of service entities, types of information and delivery characteristics. 
The basic principles which apply include:

· A mobile may have many services

· Each service may have its own requirements for provisioning, service delivery and support

· Service delivery architecture shall accommodate and efficiently support this diverse range of services

· The functionality required to support various business models shall be provided

· No single entity has complete control of the subscriber

A.2.  Push service entities (Push Initiators)

Services will be provided by many service entities. To permit a full range of user services, the network shall provide push service capabilities features using a standardised API (a “toolbox” as described in 22.101) to enable the service entities to provide push services meeting the needs of their users and organisations. The organizations include:

· Operators

· 
· 
· VASPs

· 
· 
· Corporations

· 
· Public Safety

· 
· 
· Government

· 
· 
· Internet (for mass consumption)

A.3.  User and organization-user capabilities

The user (and the user’s organsation) or organization-user shall have the capability to configure services for their specific needs. The delivery network and the operator provide the tools which enable this. In particular governmental or private situations, the organization-user needs may require restrictions on the general capabilities listed, in order to provide the desired privacy and security.
A.3.1.  General capabilities
The user shall be able to subscribe to multiple Push Initiators at the same time.

It shall be possible for a user to convey their unique address to the Push Initiator when subscribing to a new service.

The user shall be able to cancel a particular push service from their mobile terminal.

The user shall be able to discover and subscribe to new push services from their mobile terminal.

The user shall be able to easily determine their current subscription list for push services from their mobile terminal.

The push initiator for third party services (e.g., private or corporate services, public safety services and government services) shall have flexible interfacing with operator administrative services including service provisioning, user profiles, service management, and charging.

A.3.2.  Range of push use cases (push initiator-to-UE and user agent)
A wide range of use cases may be described. This list is intended to illustrate some of the corporate, public safety and government cases in addition to those, which are in the information, entertainment, advertising and Internet areas. 

One set of categories which may be used to describe the range of push use cases would be:

Very, very high security, very, very high privacy – suggests a closed user group, non-public services and selected public services
Security and privacy – closed user group, public and non-public services

Lesser security – open user group, public services (“internet”-type services)

There will be a “continuum” of both security and privacy, and a full spectrum of combinations.
A.3.2.1 Unattended operation 

Meter reading: utility queries meter; meter sends readings.

Vending machine: low stock level notice pushed from UE to stock monitor server.

Power load control: air conditioners cycled by power company to reduce load

Automotive: vehicle alerts manufacturer / dealer at preset mileage or out of limits operation;

Manufacturer adjusts vehicle computer controller

Fleet operations: fleet control center sends location query; vehicle sends location

Weather stations: remote units send data on schedule and preset thresholds; respond to queries.

Remote monitoring: flood units on river send water level at preset levels and times.

Highway sign control: remote units indicate traffic volume and speed;
control center sends message to display (speed, backups, etc.)

A.3.2.2 With User Involvement

News, sports: personalized news tailored to users interests. Sports scores, news, etc.

Sports inquiry: user inquiry about game (select: final score, changes in score, etc); response when it happens.

Stock ticker: stock prices: when threshold exceeded (trading volume or price change), or periodically.

Stock purchase: order submittal to broker, securely. Confirmation then pushed to customer.

Account monitoring: notice when account activity or threshold occurs (checking, savings, brokerage, other)

Corporate: company private e-mails and calendar events, company alerts, voicemail alerts

Games: invitation to play. Chess could be played using push.

Roaming: notice of services available

Schedule change: traveler advised of flight or rail reservation change or cancellation

Timetable inquiry: user queries about route and schedule; response allows further inquiry

Inquiry of services: user queries operator for list of services available at user’s location 

Public safety alerts: fire alarm info to firemen; call information to paramedics and emergency response teams.

Appointment Reminder: from user’s corporate calendar, including meetings schedule by others

Hobby: a rare bird is sighted by a member of birdwatchers group; details and location are sent to other members.


· 
· 
· 
· 
· 
· 
· 
· 
· 

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 
· 

A.3.3. Push initiator flexible interfacing with network
The push initiator for non-public services (e.g., private or corporate services, public safety services and government services ) shall have flexible interfacing with network operator services. These include provisioning to enable restriction and management in accordance with suitable arrangements with operators. Specifically, for sensitive push services, the push initiator may maintain parts of the user profile and service provisioning database with flexible interfacing to the operator’s database, while providing the operator with a limited set of data.  *[This was moved from previous location]*
An example of a very sensitive application with high security and privacy requirements is:
· Secure government service. The government agency does not wish to have the address of the user in any publicly available database, or related to any E.164 number. The agency has made arrangements to obtain addresses and provides the address to the operator together with the identity of the push initiator which will communicate with the UE. The agency also indicates whether any other push initiators shall be authorized to transmit to the UE. The agency provides its coordination contact information. The operator responds to the agency. The process may be fully automated, depending on the agreement between the agency and the operator; the details are beyond the scope of this TS. The agency may need to ensure that the location of its user at any time cannot be associated with the agency.
Other arrangements may be made for use cases with different levels of sensitivity.

· 
· 
· 
· 
· 
· 
· 
· 
· 
· 

[note - delivery class, etc., has been updated and included in 5.3, Service Delivery]
Annex B  Services not appropriate for push (at least initially)
This annex recommends that push stage 1 work focus on and be limited to those services which are best suited to push; that others be deferred for later consideration which may be part of a subsequent release. It is believed this will increase the likelihood push will be part of release 5.
The intent of this TS is a description of push, including use of its network service capability features as a “toolkit” which may be used by other services such as IMS and MMS (see TS 22.105 [ ]). However, there are services and applications whose fundamental requirements and needs are much less than ideally suited for push; some may say they are not suited for push or may be adversely impacted by their use of a push bearer. The “Principles for new service capabilities” in TS 22.101 [ ] provide basic guidelines to be used.
The goal is rapid definition of push service capabilities as part of release 5. This requires the resources of SA2, T2 and others, in addition to SA1. To assist in reaching this goal, it is recommended that the stage 1 push work focus on those services which are best suited for push.
Therefore the following services are not recommended for push. Some services would generally be adversely impacted by operation over push.The impact would vary depending on the service and the particulars of the application. The following services would not be included in the current work effort for release 5: 

· broadcast services

· streaming services, especially considering the synchronous transfer and simultaneous interpretation of content 

· interactive (conversational) services such as voice

· session-defined services

Based on the requirements of the services, it is recommended that streaming and  MBMS not be considered users of push at this time.
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