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4.7.2
Contents of 5GSM messages

<<< Text Skipped Here>>>

–
5GSM status
Table 4.7.2-16: 5GSM STATUS

	Derivation Path: 24.501 clause 8.3.16

	Information Element
	Value/remark
	Comment
	Condition

	Extended protocol discriminator
	‘0010 1110’B
	5GS session management messages
	

	PDU session ID
	FFS
	
	

	PTI
	FFS
	
	

	5GSM STATUS message identity
	‘1101 0110’B
	
	

	5GSM cause
	FFS
	
	


	Condition
	Explanation 

	
	

	
	


4.7.3
Contents of EAP-AKA' messages

For all the message definitions below, the acceptable order and syntax of attributes and fields within these attributes must be according to IETF RFCs where those attributes have been defined. Typically the order of attributes is not significant, but there could be well defined exceptions where the order is important.

The contents of the messages described in the present Annex is not complete - only the attributes required to be checked or generated by SS are listed here. The messages sent by the UE may contain additional attributes which are not checked and must thus be ignored by SS.

4.7.3.1
EAP-AKA' message attributes

Table 4.7.3.1-01: AT_RAND_Def
	Derivation Path: IETF RFC 4187[xx] clause 10.6

	Information Element
	Value/remark
	Comment
	Condition

	AT_RAND
	'0000 0001'B
	1
	

	Length
	'0000 0101'B
	5
	

	Reserved
	'0000 0000 0000 0000'B
	
	

	RAND
	An arbitrarily selected 128 bits value
	
	


Table 4.7.3.1-02: AT_AUTN_Def
	Derivation Path: IETF RFC 4187[xx] clause 10.7

	Information Element
	Value/remark
	Comment
	Condition

	AT_AUTN
	'0000 0010'B
	2
	

	Length
	'0000 0101'B
	5
	

	Reserved
	'0000 0000 0000 0000'B
	
	

	AUTN
	128 bits value generated according to TS 24.501 [28] subclause 9.11.3.15
	
	


Table 4.7.3.1-03: AT_KDF_Def
	Derivation Path: IETF RFC 5448[yy] clause 3.3

	Information Element
	Value/remark
	Comment
	Condition

	AT_KDF
	'0001 1000'B
	24
	

	Length
	'0000 0001'B
	1
	

	KDF
	'0000 0000 0000 0001'
	1: EAP_AKA'
	


Table 4.7.3.1-04: AT_KDF_INPUT_Def
	Derivation Path: IETF RFC 5448[yy] clause 3.2

	Information Element
	Value/remark
	Comment
	Condition

	AT_KDF_INPUT
	'0001 0111'B
	23
	

	Length
	Set to the Length of attribute AT_KDF_INPUT in 4 bytes
	
	

	Actual Network Name Length
	Set to the actual length of 'Network Name' in bytes excluding any appended all zero bytes at end
	
	

	Network Name
	Value generated according to TS 24.501 [28] clause 9.12.1 and shall be a multiple of 4 bytes (appended with 1,2 or 3 bytes of all zero bits when necessary)
	
	


 Table 4.7.3.1-05: AT_MAC_Def
	Derivation Path: IETF RFC 4187[xx] clause 10.15

	Information Element
	Value/remark
	Comment
	Condition

	AT_MAC
	'0000 1011'B
	11
	

	Length
	'0000 0101'B
	5
	

	Reserved
	'0000 0000 0000 0000'B
	
	

	MAC
	128 bits value generated according to RFC 4187 [XX] subclause 10.15
	
	


Table 4.7.3.1-06: AT_RES_Def
	Derivation Path: IETF RFC 4187[xx] clause 10.08

	Information Element
	Value/remark
	Comment
	Condition

	AT_RES
	'0000 0011'B
	3
	

	Length
	Set to Length of AT_RES attribute in 4 bytes.
	1 byte
	

	RES_LENGTH
	Set to the actual length of 'RES' in bytes excluding any appended all zero bytes at end
	
	

	RES
	RES* value calculated according to TS 24.501 [28] clause 9.11.3.17, possibly appended with 1,2 or 3 bytes of all zero bits to make lenght multiple of 4 bytes.
	
	


Table 4.7.3.1-07: AT_AUTS_Def
	Derivation Path: IETF RFC 4187[xx] clause 10.08

	Information Element
	Value/remark
	Comment
	Condition

	AT_AUTS
	'0000 0100'B
	4
	

	Length
	'0000 0100'B
	4
	

	AUTS
	14 octets RES* value not checked
	
	


4.7.3.2
EAP-AKA' messages
Table 4.7.3.2-01: EAP-Request/AKA'-Challenge
	Derivation Path: IETF RFC 4187[xx] clause 9.3, RFC 3748[zz] clause 4

	Information Element
	Value/remark
	Comment
	Condition

	Code
	1
	Request
	

	Length
	Set to length of EAP packet
	
	

	Data  {
	
	
	

	  AT_RAND
	AT_RAND_Def
	
	

	  AT_AUTN
	AT_AUTN_Def
	
	

	  AT_KDF
	AT_KDF_Def
	
	

	  AT_KDF_INPUT
	AT_KDF_INPUT_Def
	
	

	  AT_MAC
	AT_MAC_Def
	
	

	}
	
	
	


Table 4.7.3.2-02: EAP-Response/AKA'-Challenge
	Derivation Path: IETF RFC 4187[xx] clause 9.4, RFC 3748[zz] clause 4

	Information Element
	Value/remark
	Comment
	Condition

	Code
	2
	Response
	

	Length
	Set to length of EAP packet
	
	

	Data  {
	
	
	

	  AT_Res
	AT_Res_Def
	
	

	  AT_MAC
	AT_MAC_Def
	
	

	}
	
	
	


Table 4.7.3.2-03: EAP-Succes
	Derivation Path: IETF RFC 4187[xx] clause 6.3.4, RFC 3748[zz] clause 4

	Information Element
	Value/remark
	Comment
	Condition

	Code
	3
	Success
	

	Length
	Set to length of EAP packet
	
	

	Data  {
	
	
	

	}
	
	
	


Table 4.7.3.2-04: EAP-Response/AKA-Authentication-Reject
	Derivation Path: IETF RFC 4187[xx] clause 9.5, RFC 3748[zz] clause 4

	Information Element
	Value/remark
	Comment
	Condition

	Code
	4
	Failure
	

	Length
	Set to length of EAP packet
	
	

	Data  {
	
	
	

	}
	
	
	


Table 4.7.3.2-05: EAP-Response/AKA-Synchronization-Failure
	Derivation Path: IETF RFC 4187[xx] clause 9.6, RFC 3748[zz] clause 4

	Information Element
	Value/remark
	Comment
	Condition

	Code
	4
	Failure
	

	Length
	Set to length of EAP packet
	
	

	Data  {
	
	
	

	  AT_AUTS
	AT_AUTS_Def
	
	

	}
	
	
	


Table 4.7.3.2-06: EAP-Failure
	Derivation Path: IETF RFC 4187[xx] clause 6.3.3, RFC 3748[zz] clause 4

	Information Element
	Value/remark
	Comment
	Condition

	Code
	4
	Failure
	

	Length
	Set to length of EAP packet
	
	

	Data  {
	
	
	

	}
	
	
	


4.8.3.1
General

See clause 4.9.1 in 3GPP TS 36.508 [2] for the definition of test algorithm for

-
authentication via EPC;

-
authentication via 5GC using 5G AKA based primary authentication and key agreement procedure.
-
authentication via 5GC using EAP-AKA' based primary authentication and key agreement procedure, further the Derivation of MSK, EMSK and other keys shaall be as derived as clause 3.3 of IETF RFC 5448[yy], using Key derivation function HMAC-SHA-256 algorithm.

4.8.3.2
Default parameters for the test USIM and ISIM

Same as clause 4.9.2 in 3GPP TS 36.508 [2] for

-
authentication via EPC;

-
authentication via 5GC using 5G AKA based primary authentication and key agreement procedure.
-
authentication via 5GC using EAP-AKA' based primary authentication and key agreement procedure.

4.8.3.3
Default settings for the Elementary Files (EFs)

Same as clause 4.9.3 in 3GPP TS 36.508 [2] for

-
authentication via EPC;

-
authentication via 5GC using 5G AKA based primary authentication and key agreement procedure.
-
authentication via 5GC using EAP-AKA' based primary authentication and key agreement procedure.
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