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1
Introduction
At RAN5#86 several CRs have been agreed regarding the MCPTT user authentication and related PIXITs.
The CRs have been based on an offline discussion document ("MCPTT test model and PIXIT issues - r1.doc") analysing the MCPTT user authentication.
This document continues the analysis (mainly) for the MCPTT Service Authorization and Key Generation procedure (36.579-1 Table 5.3.2.3-2).
All core spec references in this document refer to the latest release of Rel-15 by the creation time of this document (March 2020) unless stated otherwise for a particular context. 

2
Issues related to MCPTT Service Authorization and Key Generation
2.1
Common issues
This clause describes common issues affecting more than a single message or a single header field of a message.

2.1.1
Common SIP issues
2.1.1.1
Parameters depending on ISIM/USIM

Parameters like the home domain name may be stored on an ISIM, but are derived from the IMSI in case that there is no ISIM. In general these parameters are not MCX specific and e.g. the home domain does not need to be the domain name of the MCX organisation.

Proposal 2.1.1.1-1:
Non-MCX specific parameters shall be used in MCX similar to what is defined for IMS in 34.229-1 and 34.229-3. In detail
-
px_MCX_SIP_HomeDomain_A shall be used as home domain name for SIP registration
-
px_MCX_SIP_PrivateUserId_A shall be used as private user id for SIP Authorization
-
px_MCX_SIP_PublicUserId_A_1 shall be used as default public user id
An additional PIXIT px_MCX_SIP_RegistrationWithTemporaryIdentities shall be used in TTCN to distinguish whether or not the parameters used in SIP registration shall be derived from the IMSI (e.g. when the UE has a USIM only) whether the above PIXITs shall be used.
2.1.1.2
URIs used in UE originate SIP requests
Core specs distinguish the application layer (MC services) from SIP layer ( UE originate SIP requests may address the SIP core or entities of the application layer and other MCX entities. E.g. the SIP REGISTER according to Step 1a1 of Table 5.3.2.3-2 addresses the SIP core (see 33.180 Figure 5.1.3.2.2-1) whereas the SIP PUBLISH of Step 1b1 addresses a particular MC service function of the MCX server.
Furthermore in REGISTER requests the From-/To-URIs are the same (RFC 3261 clause 10.2) and according to 24.229 clause 5.1.1.2.1 (referred to from 24.379 clause 7.2.1) From-/To-URIs are “the public user identity to be registered”
Conclusion 2.1.1.2-1:
When addressing the SIP core, Request-URI and To-URI are application independent SIP URIs whereas when addressing an application service, Request-URI and To-URI are application specific public service ids (PSIs) as defined in 23.228 clauses 4.3.6 and 5.4.12. 
In addition the From/To-URI of a REGISTER request cannot be application specific but shall be a valid public user id of the subscriber (as stored on the ISIM, if any, or a temporary public user id otherwise)
Issue 2.1.1.2-1a:
36.579-1 Table 5.5.2.13-1 (SIP REGISTER) specifies Request-URI to be service specific.
Proposal 2.1.1.2-1a:
Request-URI in 36.579-1 Table 5.5.2.13-1 (SIP REGISTER) to be specified as
“SIP URI of the home domain name (px_MCX_SIP_HomeDomain_A) if available at the UE or derived from the IMSI otherwise”
(see also proposal 2.1.1.1-1)
Issue 2.1.1.2-1b:
For initial registration (condition SIP_REGISTER_INITIAL) 36.579-1 Table 5.5.2.13-1 (SIP REGISTER) specifies the From-URI as service specific.
NOTE: Affects initial registration rather than MCPTT Service Authorization and Key Generation.
Proposal 2.1.1.2-1b: From-URI in 36.579-1 Table 5.5.2.13-1 (SIP REGISTER) to be specified as
“Default public user id (px_MCX_SIP_PublicUserId_A_1) if available at the UE or derived from the IMSI otherwise” 
(see also proposal 2.1.1.1-1)
Issue 2.1.1.2-1c:
36.579-1 Table 5.5.2.11-1 (SIP PUBLISH) specifies the same (MC service specific) values for the To-URI as already specified for the Request-URI.
Proposal 2.1.1.2-1c: To-URI in Table 5.5.2.11-1 shall refer to Request-URI to avoid duplication of hard-coded values.

Issue 2.1.1.2-1d:
36.579-1 Table 5.5.2.11-1 (SIP PUBLISH) specifies MC service specific PIXITs to be used as Request-URI and To-URI but it is not specified anywhere how the UE knows about these values (NOTE: in a real network it is not the UE’s choice but the UE need to use the right value).
Proposal 2.1.1.2-1d:
It shall be clarified by UE/SS vendors how UEs are configured with the appropriate PSIs according to operator requirements.

MCX specific core specs (e.g. 24.379) do not specify any MC service specific From-URIs for UE originate SIP requests.
Assumption 2.1.1.2-2: If not stated otherwise in any MCX specific specs, the common rules for SIP signalling according to 24.229 and related RFCs (RFC 3261, RFC 3903, …) apply for From headers in UE originate SIP requests and therefore the From-URIs are service independent public user ids
Conclusion 2.1.1.2-2: With the above assumption the default public user id shall be used in From header of SUBSCRIBE and PUBLISH requests during MCPTT Service Authorization and Key Generation.
NOTE: In case of no ISIM the UE gets assigned the default public user id as the first public user id in the list of URIs provided by the Associated-URI header of the initial registration’s 200 OK (still missing in Table 5.5.2.17.1.2-1, see Issue 2.2.4-2); in case of ISIM this default URI shall be the same as the default public user id as stored on the ISIM.
Issue 2.1.1.2-2a:
36.579-1 Table 5.5.2.11-1 (SIP PUBLISH) specifies the From-URI to be service dependent (px_MCPTT/MCVideo/MCData_Client_A_ID)
Proposal 2.1.1.2-2a:
From-URI in 36.579-1 Table 5.5.2.11-1 (SIP PUBLISH) to be specified as default public user id (px_MCX_SIP_PublicUserId_A_1)
Issue 2.1.1.2-2b:
36.579-1 Table 5.5.2.14-1 (SIP SUBSCRIBE) specifies the From-URI to be service dependent (px_MCPTT/MCVideo/MCData_Client_A_ID)

Proposal 2.1.1.2-2b: From-URI in 36.579-1 Table 5.5.2.14-1 (SIP SUBSCRIBE) to be specified as default public user id (px_MCX_SIP_PublicUserId_A_1)

SIP authentication according to 24.229 is performed between the UE and the SIP core, i.e. it cannot be MC service specific and similar parameters shall be used as in 34.229-1.
Issue 2.1.1.2-3:
36.579-1 Table 5.5.2.13-1 (SIP REGISTER) specifies Authorization with username, realm and digest-uri being MC service specific.
NOTE: This issue affects initial registration procedure and MCPTT Service Authorization and Key Generation procedure.
Proposal 2.1.1.2-3a:
username shall be changed to 
“Private user id (px_MCX_SIP_PrivateUserId_A_1) if available at the UE or derived from the IMSI otherwise”
Proposal 2.1.1.2-3b:
realm shall be changed for condition SIP_REGISTER_INITIAL to
“same home domain name as used in Request-URI”
Proposal 2.1.1.2-3c: digest-uri shall be changed to
“same SIP-URI as used as Request-URI”
2.1.1.3
P-Asserted-Identity in SIP PUBLISH and SIP SUBSCRIBE
During initial registration and authorization according to current 36.579-1 the UE shall include a P-Asserted-Identity header in the SIP PUBLISH (Table 5.3.2.3-2 step 1b1) and in the SIP SUBSCRIBE (Table 5.3.2.3-2 step 3 and 13).
Nevertheless the core specs do not mention any P-Asserted-Identity to be included in a request sent by an MCPTT client (24.379 clauses 7.2.1A, 7.2.2 and 7.2.3 for PUBLISH; 24.484 clause 6.3.13.3.2 for SUBSCRIBE). 
In addition according to 24.229 clause 5.1.2A.1.1: 
"In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header field in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-Identity header field) within the IM CN subsystem"
And according to RFC 3325 clause 9.1 
"The P-Asserted-Identity header field is used among trusted SIP entities (typically intermediaries) to carry the identity of the user sending a SIP message as it was verified by authentication" 
and clause 9.2 
"The P-Preferred-Identity header field is used from a user agent to a trusted proxy to carry the identity the user sending the SIP message wishes to be used for the P-Asserted-Header field value that the trusted element will insert".
( In general an MCX client does not include any P-Asserted-Identity in the PUBLISH or SUBSCRIBE but instead it may include a P-Preferred-Identity which may be used by the SIP core to assign an asserted identity (which then may be evaluated by the MCX server as according to 24.379 clause 7.3 and 24.484 clause 6.3.13.3.2).
Issue 2.1.1.3-1:
In 36.579-1 Table 5.5.2.11-1 and Table 5.5.2.14-1 a UE is expected to include a P-Asserted-Identity header in SIP PUBLISH and SIP SUBSCRIBE even though there is no requirement or justification in core specs.

Proposal 2.1.1.3-1:
P-Asserted-Identity header to be removed from Table 5.5.2.11-1 (SIP PUBLISH) and Table 5.5.2.14-1 (SIP SUBSCRIBE).
NOTE: 24.484 gives an example in A.2.2 for use of P-Preferred-Identity and P-Asserted-Identity for CMC subscribing to and obtaining MCPTT configuration documents.
2.1.1.4
Max-Forwards header in SIP DL requests

Issue 2.1.1.4-1:
36.579-1 specifies for SIP DL requests a Max-Forwards value of 70 referring to RFC 3261. Nevertheless according to RFC 3261 clause 8.1.1.6 a Max-Forwards value of 70 is recommended to be used by the originating UAC, i.e. in a real network the value is decremented by every hop until the request arrives at the UE. 
( 70 is not a realistic value for DL requests to the UE under test, when simulated network or remote entities obey to the recommended start value of 70.

Proposal 2.1.1.4-1:
Max-Forwards values in DL requests shall be reduced to realistic values.
Especially for the NOTIFY the value shall be 68 i.e. as reduced by 2 hops as according to the Via header (with 2 entities in addition to the originator)

2.1.2
XCAP URIs to retrieve configuration documents
RFC 4825 specifies XCAP URIs and XCAP document URIs.

2.1.2.1
Configuration management (24.484)
For subscription to configuration management documents according to 24.484 clause 6.3.13.2.2 the UE needs to create relative XCAP URIs to be used as uri attributes in the resource-lists entries. 
In general the URIs are

a) addressing user specific documents
AUID & "/users/" & XUI & "/" & optionally further path segments, the document name or reference to an element 
b) addressing global documents
AUID & "/global/" & optionally further path segments, the document name or reference to an element
with 

AUID:
Application Unique ID

XUI:

user's XCAP user id

A URI with trailing "/" addresses a collection of documents (RFC 5875 clause 4.1), i.e. all documents in the given branch and its sub-branches are addressed. 

The AUIDs of the MCPTT configuration management documents are defined in 24.484 clauses 8.2.2.9, 8.3.2.9 and 8.4.2.9. According to 24.484 clause 8.4.2.9 the service configuration document is a global document (i.e. the document URI has a "global" path segment) whereas according to clause 8.2.2.9 and 8.3.2.9 the UE configuration document and user profile are no global documents (i.e. the document URIs have a "users" path segment) 
Issue 2.1.2.1-1:
uri attributes in SUBSCRIBE's resource-lists body
The current 36.579-1 specifies resource-lists' entries to be "resource-lists/ue_configuration.xml/", "resource-lists/ue_user_profile.xml/" and "resource-lists/ue_service_configuration.xml/" which are obviously no correct XCAP URIs.
But 24.484 is also not clear about what exactly shall be addressed by uris in the resource-lists body for (initial) subscription to configuration documents (24.484 clause 6.3.13.2.2).

Issue 2.1.2.1-1a:
subscription to UE configuration 
According to 24.484 clause 8.2.2.8 there is no specific document name to be used.
According to 24.484 clause 8.2.2.12 the UE may subscribe to the collection of documents but it is not specified that the UE has to do this.
At least in Rel-16 of 24.484 clause 8.2.1A specifies the UE instance id (MCSUEID) as sub-branch in a user's UE configuration document tree. 
( The UE may either subscribe to the user's document collection or to the collection of documents in the MCSUEID sub-branch.
In the first case the network needs to know the MCSUEID in the responding NOTIFY whereas in the latter case the UE specifies the MCSUEID (instance id derived from the UE's IMEI).
Assumption 2.1.2.1-1a: If the UE is not configured otherwise, for (initial) subscription to the UE configuration document the UE shall address 
-
either the collection of all documents for a given user 
-
or the collection of all documents for a UE's instance id (MCSUEID) and a given user, 
i.e. the URI in the SUBSCRIBE's resource-lists is  
-
either 

"org.3gpp.mcptt.ue-config/users/" & XUID & "/" 
-
or 


"org.3gpp.mcptt.ue-config/users/" & XUID & "/" & MCSUEID & "/"
Proposal 2.1.2.1-1a:
Core groups to confirm and clarify whether both options shall be supported or only one of both.

Issue 2.1.2.1-1b:
subscription to User profile 
According to 24.484 clause 8.3.2.8 the document name is just partly specified as in general the UE does not know the profile-index (or at least it is not clear where the UE should know the profile-index from).
According to 24.484 clause 8.3.2.12 the UE may subscribe to the collection of documents but it is not specified that the UE has to do this.

Assumption 2.1.2.1-1b: If the UE is not configured otherwise, for (initial) subscription to the User profile document the UE shall address the collection of all documents for a given user (rather than a single document):



"org.3gpp.mcptt.user-profile/users/" & XUI & "/"
Proposal 2.1.2.1-1b:
Core groups to confirm.

Issue 2.1.2.1-1c:
subscription to service configuration 
According to 24.484 clause 8.4.2.8 the document name is well defined; 24.484 clause 8.4.2.12 does not mention the possibility to address a collection of documents.

Assumption 2.1.2.1-1c: For (initial) subscription to the service configuration document the UE shall not address a collection of documents but directly address the service configuration document:



"org.3gpp.mcptt.service-config/global/service-config.xml"
Proposal 2.1.2.1-1c:
Core groups to confirm.

Issue 2.1.2.1-2:
In Rel-16 24.484 specifies the MCPTT ID to be used as XUI for subscription to UE configuration document and user profile (clause 8.2.1A and 8.3.1A), but for Rel ≤ 15 this is not specified yet.

Assumption 2.1.2.1-2: For Rel ≤ 15 the UE needs somehow to be configured with the XUI to be used for user specific XCAP URIs 
( the UE can be configured with an XUI being the same as the MCPTT ID

Proposal 2.1.2.1-2:
The MCPTT ID shall be used as XUI for user specific XCAP URIs.

The SS sends the XCAP URIs of the particular configuration documents to the UE in the NOTIFY associated to the initial SUBSCRIBE (24.484 clause 6.3.13.3.2.2).

Issue 2.1.2.1-3:
XCAP URIs in NOTIFY's xcap-diff body
36.579-1 Table 5.5.2.8-1specifies a MIME body part " XCAP root uri" even though it shall be an xcap-diff body with appropriate XCAP URIs (see Issue 2.2.3-3).
Issue 2.1.2.1-3a:
36.579-1 Table 5.5.2.8-1specifies " XCAP root uri" for the respective configuration documents: 
-
"uri:xcap_root.mcptt-op.gov:resource-lists"
-
"uri:xcap_root.mcvideo-op.gov:resource-lists"
-
"uri:xcap_root.mcdata-op.gov:resource-lists"
These URIs a obviously no valid XCAP URIs.
Proposal 2.1.2.1-3a:
Document URIs in the NOTIFY's xcap-diff body shall be 
-
AUID & "/users/" & XUID & "/" & MCSUEID & "/mcptt-ue-configuration.xml"
-
AUID & "/users/" & XUID & "/mcptt-user-profile-" & profile-index & ".xml"
-
AUID & "/global/service-config.xml".
Issue 2.1.2.1-3b:
If the UE does not provide the MCSUEID as part of the uri attribute for the UE configuration in the SUBSCRIBE's resource-lists body (see Issue 2.1.2.1-1a), it is not clear where the CMS knows the UE's MCSUEID (i.e. the UE's IMEI) from.
NOTE: There seems to be no requirements in core specs that the UE shall provide its instance id e.g. as parameter in the Contact header (what would be a way to get the instance id).

Proposal 2.1.2.1-3b: Core groups to clarify which value to be used as MCSUEID in the XCAP URI for the UE configuration document.

In addition to the above there are further assumptions:

Assumption 2.1.2.1-4: The SS may arbitrarily select a profile-index for the user profile configuration provided to the UE (i.e. there are no restrictions accordingly).
Assumption 2.1.2.1-5: The XCAP root URI used in the NOTIFY's xcap-diff body and in the request URIs of the HTTP GET requests to retrieve the configuration documents, is the same as the CMSXCAPRootURI (24.483 clause 8.2.9C) contained in the <CMS-XCAP-root-URI> element of the initial UE configuration.

Assumption 2.1.2.1-6: The Request URI in HTTP GET requests to retrieve configuration documents is the concatenation of the XCAP root URI (CMSXCAPRootURI) with the respective (relative) uri provided in the NOTIFY's message body.

2.1.2.2
Group management (24.481)

24.481 clause 6.3.13.2.1 specifies the subscription to group management documents. 
According to 24.481 clause 7.2.3 the AUID of the MCPTT group configuration is defined in OMA OMA-TS-XDM_Group-V1_1_1 as "org.openmobilealliance.groups". 

According to 24.481 clause 7.2.10.2 the group configuration documents are in a "byGroupID" subdirectory of the "global" branch and the document names are the respective group IDs (with group ID being MCS group ID according to 24.481 clause 6.3.13.2.1).

According to 24.481 clause 6.3.13.2.1 "… the GMC shall include one <entry> element for each document or element to be subscribed to …"; ( when the GMC belongs to more than one group there is one entry for each group.

24.481 clause 6.3.13.2.1 specifies that the GMC may subscribe to MCS group documents, to <GKTPs> elements of one or more MCS GKTP documents or to both of them.

Issue 2.1.2.2-1:
uri attributes in SUBSCRIBE's resource-lists body: group ID(s)
24.481 is not clear about where the UE gets the group ID(s) from and how many groups the UE shall subscribe to. 
The groups may 
-
e.g. be specified in the <OnNetwork.MCPTTGroupInfo> branch of the user profile (with the group ID as given by the respective entries), but this is not specified in the core specs, or 
-
the MCS group IDs are configured at the UE "by other means", i.e. not by any configuration document but e.g. by the user.
In addition it is not clear when/whether a GMC client subscribes to <GKTPs> elements of a MCS GKTP document.

Proposal 2.1.2.2-1:
Core groups to clarify mandatory and optional behaviour during the initial MCPTT Service Authorization and Key Generation procedure (i.e. which group documents or elements the UE shall subscribe to, which group documents or elements the UE may optionally subscribe to and where the respective information comes from).

Working assumption 2.1.2.2-1: 
The UE in general subscribes to exactly one group during initial MCPTT Service Authorization and Key Generation procedure but not to any <GKTPs> elements of a MCS GKTP document. 
NOTE 1: This is in line with current 36.579-1.
NOTE 2: It is assumed that the UE is configured (or triggered) with an MSC group ID accordingly (if this requires additional MMI interaction, this may need to be added to the initial MCPTT Service Authorization and Key Generation procedure).
px_MCPTT_Group_A_ID shall be used as MCS group ID of the document to be subscribed to (in accordance to 36.579-1).
Issue 2.1.2.2-2:
Initial notification for group configuration documents
The core specs do not clearly specify the contents of an initial NOTIFY, but according to RFC 5875 clause 4.1 "the notifier sends the first notification in response to the subscription, and this first notification MUST contain the URLs of the documents and XCAP component contents that are part of the subscription". 

Assumption 2.1.2.2-2a: There shall be (exactly) one initial NOTIFY containing the xcap-diff document with URIs as in the SUBSCRIBE's resource-lists body.

Assumption 2.1.2.2-2b: The xcap-diff document for initial notification lists the documents as contained in the SUBSCRIBE's resource-lists (i.e. at least when there are no <GKTPs> elements of a MCS GKTP document, the URIs in the NOTIFY's xcap-diff are the same as in the SUBSCRIBE's resource-lists) and in general (common test scenarios) it does not indicate any changes of group management documents.
( For working assumption 2.1.2.2-1 there is one entry with the URI being the same as in the SUBSCRIBE.
Issue 2.1.2.2-3:
HTTP GET request(s) for group configuration document(s)
According to 24.481 clause 6.3.13.2.1 the GMC "Upon receiving a SIP NOTIFY request … shall handle the SIP NOTIFY request according to IETF RFC 5875". 
According to RFC 5875 clause 4.8 after initial notification the subscriber "will typically start an unconditional HTTP GET request for those resources".

Assumption 2.1.2.2-3: The UE sends one HTTP GET request for every document included in the initial notification (i.e. based on Working assumption 2.1.2.2-1 there will be one HTTP GET).

In addition to the above:

Assumption 2.1.2.2-4: The XCAP root URI used in the NOTIFY's xcap-diff body and in the request URIs of the HTTP GET requests to retrieve the configuration documents, is the same as the GMSXCAPRootURI (24.483 clause 8.2.9B) contained in the <GMS-XCAP-root-URI> element of the initial UE configuration.

2.1.3
Confidentiality and Integrity Protection for XML Documents
Clause 6.6 in 24.379 describes Confidentiality and Integrity Protection for XML documents or entries of XML documents in MCX SIP signalling. Clause 4.8 lists which attributes and entries of the XML documents shall be ciphered if confidentiality protection is enabled. Clause 6.6.3.1 lists which XML documents shall be integrity protected if integrity protection is enabled. 

24.484 clauses 6.6.2.3 and 6.6.3.3 refer to the <integrity-protection> and <confidentiality-protection> elements of the Service Configuration document in 24.484 to determine whether or not integrity/confidentiality shall be applied. Nevertheless at the beginning of the MCPTT Service Authorization and Key Generation procedure the UE has not received any Service Configuration document yet. ( the UE does not know about how the <integrity-protection> and <confidentiality-protection> elements will be set in the Service Configuration document.

In the <on-network> element of the MCS UE initial configuration document there are elements <integrity-protection-enabled> and <confidentiality-protection-enabled> (24.484 clause 7.2.2.1) but it is not specified in which context these parameters exactly shall be applied.
Issue 2.1.3-1:
It is not clear from the core specs what the exact criteria are to apply integrity/confidentiality protection before the UE has retrieved the Service Configuration document (i.e. whether or not to expect integrity/confidentiality protection in the REGISTER/PUBLISH at step 1a1/1b1 and SUBSCRIBE at step 3).

Assumption 2.1.3-1: When the UE has not gotten any Service Configuration document yet, the <integrity-protection-enabled> and <confidentiality-protection-enabled> elements of the UE initial configuration document shall determine whether or not integrity/confidentiality protection to be applied.

Proposal 2.1.3-1:
Core groups to clarify.
In addition 24.484 clause 6.3.13.2.2 specifies confidentiality protection and integrity protection to be applied for configuration management subscription "if identity hiding is required"

Issue 2.1.3-2:
It is not clear what exactly "if identity hiding is required" means in this context (there is no entity in any configuration document accordingly).

Assumption 2.1.3-2: Confidentiality protection and integrity protection shall be applied for configuration management subscription depending on whether or not integrity/confidentiality protection are enabled (see Assumption 2.1.3-1).

Proposal 2.1.3-2:
Core groups to clarify.
With the above assumptions and MCS UE initial configuration as according to 36.579 Table 5.5.8.1-1 and the Service Configuration according to 36.579 Table 5.5.8.4-1 integrity/confidentiality protection is always enabled for conformance testing.

Issue 2.1.3-3:
Confidentiality protection is not considered in any message content for XML documents in 36.579 yet.

Proposal 2.1.3-3:
XML document contents in 36.579 to be extended to specify which elements and how these elements shall be confidentiality protected. 

33.180 clause 9.3.4.1 clarifies that only element content encryption and URI attribute encryption are supported.
( In general confidentiality protection can be applied on a MIME body in following ways:

a) Content encryption of the XML document's root element
b) Content encryption of other elements (below the root element)

c) URI attribute encryption of URI attributes contained in the XML document (especially when there are URI attributes only to be encrypted)
NOTE: In general for a) and b) the resulting XML document will not be valid according to the XML schema of the original document anymore (see https://www.w3.org/TR/xmlenc-core1/ clause 4.1). Option b) may be used to achieve the resulting XML document to be valid, but the decryptor (system simulator, TTCN) cannot rely on it.

24.379 describes Content Encryption for XML elements in clause 6.6.2.3.3 which is specified in detail in 24.379 annex F for the XML schemas which are defined there (e.g. MCPTT info). But there is no clear specification how the client shall apply confidentiality protection for resource-lists or how the server shall apply confidentiality protection for xcap-diff documents:
Issue 2.1.3-3a:
Confidentiality protection of resource-lists (in SIP SUBSCRIBE)
Regarding confidentiality protection of resource-lists the client procedures in 24.484 clause 6.3.13.2.2 and 24.481 clause 6.3.13.2.1 refer to 24.379 without specifying exactly whether and at which level the client shall apply content encryption or whether the client may apply Attribute URI Encryption on the URIs contained in the resource-lists.
The server procedures in 24.484 clause 6.3.13.3.2.2 and 24.481 clause 6.3.13.3.2.2 specify how the server shall handle <EncryptedData> elements in a received resource-lists MIME body (and they do not say anything about potential Attribute URI Encryption).
( It needs to be considered that the UE applies element content encryption but it is not specified at which level the UE applies element content encryption or whether the UE may use Attribute URI Encryption instead of element content encryption.
Proposal 2.1.3-3a:
When receiving resource-lists in UL the confidentiality protection is expected as element content encryption. The encryption shall be expected for the root element or any child element so that all sensitive attributes and elements are protected.
Attribute URI Encryption is FFS and core groups may need to clarify whether it is applicable.
Issue 2.1.3-3b:
Confidentiality protection of xcap-diff documents (in SIP NOTIFY)
Core specs do not say anything at all about how confidentiality protection shall be applied on xcap-diff documents.

Proposal 2.1.3-3b:
xcap-diff documents sent in DL shall be confidentiality protected by content encryption of the root element.
Issue 2.1.3-4:
Integrity protection is not considered in the MIME bodies of SIP messages containing XML documents yet.

Proposal 2.1.3-4:
MIME Messages containing XML body parts which need to be integrity protected to be enhanced with Signature body part (as defined in 24.379 F.6)

2.2
Message specific issues

2.2.1
SIP PUBLISH (36.579-1 Table 5.5.2.11-1)
Issue 2.2.1-1:
Expires header:
According to 24.379 clause 7.2.1A the Expires value shall be the highest value defined for Expires header field but Table 5.5.2.11-1 specifies "600000"

Proposal 2.2.1-1:
Expires value of "600000" to be replaced by "4294967295"
Issue 2.2.1-2:
Event header:
According to 24.379 clause 7.2.1A the Event header field shall be set to the "poc-settings" but Table 5.5.2.11-1 specifies "presence" without any condition
(NOTE: according to RFC 3903 (clause 4.1) a PUBLISH includes a single Event header field, i.e. indicates one event only)
Proposal 2.2.1-2:
Branch to be added for condition CONFIG with Event header field being "poc-settings"
Issue 2.2.1-3:
P-Preferred-Service header:
Core spec references are missing for P-Preferred-Service
Proposal 2.2.1-3:
Core spec references to be added for P-Preferred-Service:
MCPTT:

TS 24.379 clause 7.2.1A
MCVideo:

TS 24.281 clause 7.2.1A
MCData:

TS 24.282 clause 7.2.1A
Issue 2.2.1-4:
Accept header:
The 200 OK at step 2 of 36.579-1 Table 5.3.2.3-2 does not expect any message body what is in line with RFC 4354 clause 5.15 ( There is no appropriate media-range which could be specified in an Accept header of the SIP PUBLISH
Proposal 2.2.1-4:
Accept header to be removed from Table 5.5.2.11-1 for condition CONFIG
NOTE: According to common rules this means that the Accept header is treated as "any value if present", i.e. it is ignored by TTCN. 

Issue 2.2.1-5:
Message body:
According to 24.379 clause 7.2.2 the message body shall contain an
-
application/vnd.3gpp.mcptt-info+xml MIME body
-
application/poc-settings+xml MIME body (missing in the prose)
-
application/mikey MIME body (if confidentiality or integrity protection is enabled)
In addition according to RFC 6665 clause 3.2.1 there is exactly one Event header which contains "poc-settings" according to 24.379 clause 1.2.1A (see issue 2.2.1-2) ( The UE cannot send a single PUBLISH request for more than one even package and therefore no other MIME bodies shall be contained (apart from the signature's MIME body; see issue 2.1.3-4)
Proposal 2.2.1-5:
For condition CONFIG a MIME body for poc-settings shall be added (referring to a new default message content according to RFC 4354 clause 6.1 with extension according to 24.379 clause 7.4.1.2); the PIDF MIME body shall not be included for condition CONFIG.
Issue 2.2.1-6:
poc-settings:
According to 24.379 clause 7.2.2 the poc-settings MIME body shall contain a <selected-user-profile-index> element set to the user-profile-index of the selected MCPTT user profile. Nevertheless at the point in time when step 1b1 of Table 5.3.2.3-2 happens the UE has not gotten any user profile yet and therefore it may not know any user-profile-index.
NOTE: The selected-user-profile-index is mandatory in the XSD for extension of the poc-settings according to 24.379 Table 7.4.1.2.2-2.
( the UE needs to retrieve the user profile before sending the SIP PUBLISH containing the index of the (selected) profile.
Proposal 2.2.1-6a:
The message sequence of the MCPTT Service Authorization and Key Generation procedure needs to be restructured so that the Configuration management subscription and notification procedure and the Group document subscription and notification procedure can happen in parallel to the MCPTT Service Authorization and therefore the UE can retrieve the user-profile before sending the SIP PUBLISH.
NOTE: The change of message sequence is not shown in this document. 
Proposal 2.2.1-6b:
To ensure that the UE uses the correct profile-index a value different from 0 or 1 shall be used, as 0 and 1 may be default values.

2.2.2
SIP SUBSCRIBE (36.579-1 Table 5.5.2.14-1)
Issue 2.2.2-1:
Request URI for condition CONFIG:
According to 24.484 clause 4.2.2 and clause 6.3.13.2.2 the UE subscribes to multiple documents simultaneously using the subscription proxy function and therefore the Request-URI shall be "the configured public service identity for performing subscription proxy function of the CMS". Nevertheless this PSI is not specified anywhere else in detail, especially not in the initial UE configuration document (where only the URI of the CMS is given).
Assumption 2.2.2-1: The Request-URI for condition CONFIG shall be the SIP URI of the CMS's domain name as given in the initial UE configuration document (NOTE: According to 23.003 clause 13.5 a PSI is a SIP URI or a Tel URI, i.e. it is a SIP URI in case of the CMS).
Proposal 2.2.2-1a:
For condition CONFIG the Request-URI in Table 5.5.2.14-1 shall be the SIP URI corresponding to <cms> in the initial UE configuration document (i.e. "sip:" & tsc_MCX_CMS_Hostname)
Proposal 2.2.2-1b:
Core groups shall clarify that per default the UE shall use the SIP URI of the CMS's domain name as given in the initial UE configuration document as PSI of the CMS's subscription proxy function or - if this is not applicable – it shall be clarified how else the UE shall construct the PSI.

Issue 2.2.2-2:
Request URI for condition GROUPCONFIG:
According to 24.481 clause 6.3.13.2.1 the UE "shall set the Request-URI to the configured public service identity for performing subscription proxy function of the GMS".
( The Request URI shall be the <GMS-URI> as configured in the initial UE configuration, but it is not service specific as in 36.579-1 Table 5.5.2.14-1.
NOTE: According to 23.003 clause 13.5 the PSI is a SIP-URI, i.e. it shall be configured in the initial UE configuration as SIP-URI already.

Proposal 2.2.2-2:
Request-URI for condition GROUPCONFIG to be the same as <GMS-URI> in the initial UE configuration (tsc_MCX_GMSURI).
Issue 2.2.2-3:
To header:
In general according to RFC 8.1.1.1 "The initial Request-URI of the message SHOULD be set to the value of the URI in the To field". This means that in general the To-URI and the Request-URI are the same.

Proposal 2.2.2-3:
To-URI shall refer to Request-URI rather than being a duplication.

Issue 2.2.2-4:
Accept header:
In 36.579-1 the media-range in the Accept header is "application/pidf+xml" even though according to RFC 5875 clause 4.4 it shall be "application/xcap-diff+xml" (if present).

Proposal 2.2.2-4:
Media-range in the Accept header of 36.579-1 Table 5.5.2.14-1 to be changed to "application/xcap-diff+xml" for condition CONFIG and GROUPCONFIG.
Issue 2.2.2-5:
Message body:
According to 24.484 clause 6.3.13.2.2 and 24.481 (clause 6.3.13.2.1 the message body shall contain an:
-
application/resource-lists+xml MIME body
-
application/vnd.3gpp.mcptt-info+xml MIME body
-
application/mikey MIME body 

(if confidentiality or integrity protection is enabled; see Assumption 2.1.3-2)
( For condition CONFIG/GROUPCONFIG similar to what is stated for Issue 2.2.1-5, no other MIME bodies shall be contained (apart from the signature's MIME body; see issue 2.1.3-4)
Proposal 2.2.2-5:
For condition CONFIG the message body shall contain MIME bodies for resource-lists, mcptt-info, mikey and the signature; other MIME bodies as for simple-filter shall not be included.
Issue 2.2.2-5a:
The entries in the resource-lists document may be in any order.

Proposal 2.2.2-5a:
Clarification to be added to 36.579-1 Table 5.5.3.3.1-1.

Issue 2.2.2-6:
mcptt-info:
Neither 24.484 (clause 6.3.13.2.2) nor 24.481 (clause 6.3.13.2.1) does mandate any mcptt-client-id to be contained in the SUBSCRIBE's mcptt-info.
Proposal 2.2.2-6:
New condition added to 36.579-1 Table 5.5.3.2.1-1 with mcptt-client-id being mandatory for condition CONFIG only for SIP REGISTER and SIP PUBLISH.

2.2.3
SIP NOTIFY (36.579-1 Table 5.5.2.8.1)
Issue 2.2.3-1a:
Contact header: contact address
36.579-1 Table 5.5.2.8-1 specifies the MC service's servers as contact address. Nevertheless the subscription is with the CMS/GMS i.e. the contact address shall be an address of the CMS/GMS.
(see also example 24.484 Table A.2.2-7)
Proposal 2.2.3-1a:
The Contact shall indicate a SIP URI of the CMS/GMS for condition CONFIG/GROUPCONFIG: 
"sip:" & tsc_MCX_CMS_Hostname/tsc_MCX_GMS_Hostname
Issue 2.2.3-1b:
Contact header: contact parameters
36.579-1 Table 5.5.2.8-1 specifies feature parameters to be included even though it is a DL message sent by a network entity and none of the core specs (e.g. 24.484, 24.379, RFC 5875) mandate any feature parameters to be included in the NOTIFY.
Proposal 2.2.3-1b:
Contact parameters to be removed from Table 5.5.2.8-1.
Issue 2.2.3-2:
Via header
36.579-1 Table 5.5.2.8-1 specifies the 2nd (last) entry as "scscf.3gpp.org". Nevertheless for condition CONFIG/GROUPCONFIG the message is originated by the CMS/GMS therefore the last entry shall be a CMS's/GMS's address.
Proposal 2.2.3-2:
As the Route header of the SUBSCRIBE specifies "scscf.3gpp.org" to be included in the route there shall be a 3rd entry in the Via header with the CMS's/GMS's address (tsc_MCX_CMS_Hostname/tsc_MCX_GMS_Hostname).
(see also example 24.484 Table A.2.2-8)
Issue 2.2.3-3:
Message-Body for condition CONFIG
The message-body for condition CONFIG in 36.579-1 Table 5.5.2.8-1 is specified as "XCAP root uri" with Content-Type "application/pidf+xml". Nevertheless according to RFC 5875 clause 4.6 the NOTIFY message body shall be "application/xcap-diff+xml" per default and shall contain an XCAP diff document according to RFC5874.
NOTE 1: Currently there is no message content for xcap-diff in 36.579-1 at all.
NOTE 2: The message body does not contain any further (MIME) body and there is no signature as xcap-diff is not listed in 24.379 clause 6.6.3.1 ( the SIP message body is not MIME.
Proposal 2.2.3-3:
SIP Content-Type to be changed to "application/xcap-diff+xml". Message body containing XCAP diff document with 3 entries for the XCAP document URIs of the configuration documents (see Proposal 2.1.2.1-3a).
Message content for xcap-diff shall be specified in new clause 5.5.3.13.
Issue 2.2.3-4:
Message-Body for condition GROUPCONFIG
36.579-1 Table 5.5.2.8-1 specifies the message-body to contain a MIKEY MIME body for CSK download what obviously is not applicable for (initial) notification about the group configuration documents.
Proposal 2.2.3-4:
SIP Content-Type to be change to "application/xcap-diff+xml". Message body containing XCAP diff document with entries for each group which has been contained in the SUBSCRIBE's resource-lists body (see 2.1.2.2).
Message content for xcap-diff shall be specified in new clause 5.5.3.13.
2.2.4
SIP 200 OK (36.579-1 Table 5.5.2.17.1-2)
Issue 2.2.4-1:
Contact header in 200 OK for SIP PUBLISH:
Neither 24.379 nor RFC 3903 (mainly clause 6, item 6) mentions any requirement to include a Contact header in the 200 OK response for SIP PUBLISH.
Proposal 2.2.4-1:
Contact header to be removed for condition PUBLISH-RSP
Issue 2.2.4-2:
P-Associated-URI header in 200 OK for SIP REGISTER :
200 OK for REGISTER shall contain a P-Associated-URI header with list of IMPUs with default IMPU at first (see 24.229 clauses 5.4.1.2.2F, 5.2.2.1)
Proposal 2.2.4-2:
P-Associated-URI to be added for condition REGISTER-RSP with single entry 

Issue 2.2.4-3:
SIP-ETag header in 200 OK for SIP PUBLISH:
According to RFC 3903 clause 4.1 the 200 OK for PUBLISH shall contain a SIP-ETag header.
Proposal 2.2.4-3:
SIP-ETag header to be added with condition PUBLISH-RSP
Issue 2.2.4-4:
Contact header in 200 OK for SIP SUBSCRIBE:
36.579-1 Table 5.5.2.17.1.2-1 specifies the MC service's servers as contact address for the 200 OK for SIP SUBSCRIBE. Nevertheless the subscription is with the CMS/GMS i.e. the contact address shall an address of the CMS (see also example 24.484 Table A.2.2-4) or an address of the GMS. 
Proposal 2.2.4-4:
The Contact header of the 200 OK for SIP SUBSCRIBE shall indicate a SIP URI of the CMS/GMS for condition CONFIG/GROUPCONFIG: 



"sip:" & tsc_MCX_CMS_Hostname/tsc_MCX_GMS_Hostname
2.2.5
MCPTT Info (36.579-1 Table 5.5.3.2.1-1)
Issue 2.2.5-1:
mcptt-client-id:
For condition CONFIG the mcptt-client-id is specified as "ID token as assigned to the UE by Token Response" whereas according to 24.579 clauses 7.2.1 and 7.2.2 it shall be the MCPTT client ID (being defined in 24.379 clause 4.10)

Proposal 2.2.5-1:
mcptt-client-id to be set to the MCPTT client ID as assigned by the MCPTT client. 
The SS shall check the MCPTT client ID to be a valid UUID URN as according to RFC 4122 (urn:uuid:XXXXXXXX-YYYY-ZZZZ-yyyy-zzzzzzzzzzzz) when it is sent by the UE for the first time in a test case, and check the MCPTT client ID to be all the same in subsequent messages.

2.2.6
MIKEY I_MESSAGE for CSK Upload (36.579-1 Table 5.5.9.1-1)
Issue 2.2.6-1:
IDRr payload:
According to 33.180 clause 5.2.2: "The terminating entity's URI is added to the recipient field (IDRr) of the message", but it is not clearly specified what exactly the "terminating entity's URI" is. 
33.180 clause 5.4 defines an "MCX Server Domain Security Identifier (MDSI)" to be used in the IDRr payload of a MIKEY message for CSK upload. But it is not defined also, what exactly this MDSI is (i.e. whether it is the URI of the "participating MCPTT function" in 24.379) and where a UE knows it from.
Assumption 2.2.6-1: "terminating entity" is assumed to be the "participating MCPTT/MCVideo/MCData function" according to e.g. 24.379/281/282 and the URI to be used in the IDRr payload is the same as e.g. in the Request line of the SIP PUBLISH message at step 1b1 of Table 5.3.2.3-2.
This implies that the MDSI is the same as the URI addressing a particular MC service function.
Proposal 2.2.6-1:
Core groups to clarify that in case of CSK upload "MDSI" is the URI of the "participating MCPTT/MCVideo/MCData function" at the MCX server, which is endpoint of signalling for a particular MCX user service authorization.
Issue 2.2.6-2:
IDRkmsi/IDRkmsr payload:
According to 33.180 E.4.1 "For CSK upload, … The message shall also include IDRkmsi and IDRkmsr that contains the URI of the KMS used by the initiating user and MCX Domain respectively". Nevertheless there may be different the format/content for the KMS's URI.
Assumption 2.2.6-2a: The KSM URI used in the IDRkmsi payload is the same as the KmsUri provided in the keyset of the respective MC service (36.579-1 Table 5.3.2.3-1 step 14).
Assumption 2.2.6-2b: In general for conformance testing the initiator (UE) and responder (MCX server) of the CSK upload use the same KMS
( IDRkmsi and IDRkmsr have the same content
Proposal 2.2.6-2a:
Use of tsc_MCX_KMS_Hostname in Table 5.5.9.1-1's IDRkmsi and IDRkmsr payload
Proposal 2.2.6-2b:
Core groups to clarify which information a UE shall use to retrieve the KSM URI to be used in IDRkmsi and IDRkmsr; especially in case of different KMSs it shall be clarified where the UE may get the IDRkmsr from.
2.2.7
HTTP GET (36.579-1 Table 5.5.4.2-1)

Issue 2.2.7-1:
36.579-1 Table 5.5.4.2-1 specifies PIXITs as Request URIs of the HTTP GET request for conditions UECONFIG, UEUSERPROF, UESERVCONFIG, GROUPCONFIG. 
Nevertheless the Request URIs shall be constructed as shown in clause 2.1.2.
Proposal 2.2.7-1:
Request URIs shall be constructed according to assumption 2.1.2.1-6 and assumption 2.1.2.2-4.
Issue 2.2.7-2:
It is not obvious in the core specs (e.g.24.484) that the CMC shall provide an access-token whenever requesting a configuration document. Nevertheless when the UE comes up with an access token it can be assumed that this is done in the same way as in the POST request, i.e. the access token is carried in the Authorization header rather than in the message body.
Assumption 2.2.7-2: The UE includes an access-token in every GET request for a configuration document. The access-token shall be contained in an Authorization header in the same way as in the POST request (36.679-1 Table 5.5.4.3-1) for condition KMSINIT, KMSKEY (see R5-200385) 

Proposal 2.2.7-2:
Authorization header to be added to 36.579-1 Table 5.5.4.2-1 for conditions UECONFIG, UEUSERPROF, UESERVCONFIG, GROUPCONFIG and Content-Type and Message-Body to be removed for these conditions.

2.2.8
HTTP 200 OK (36.579-1 Table 5.5.4.2-1)

Issue 2.2.8-1:
R5-200301 has changed the media-type for condition GROUPCONFIG to "application/vnd.3gpp.GMOP+xml" but according to OMA-TS-XDM_Group-V1_1 clause 5.1.5 the Group Document shall have the MIME type "application/vnd.oma.poc.groups+xml".
Proposal 2.2.8-1:
media-type to be changed to "application/vnd.oma.poc.groups+xml" for condition GROUPCONFIG.

2.3
Naming of PIXITs for common identifiers
There are PIXITs defined in clause 9 of 36.579-5 to configure common identities being defined by core specs: 

Issue 2.3-1:
Even though 23.280 clause 8.1.2 uses the term "MC service user identity" as synonym for "MC service ID" in general core spec use "MCPTT ID", "MCVideo ID" and "MCData ID" for a respective MC service ID. This should be reflected in the corresponding PIXIT definitions.

Proposal 2.3-1:
px_MCPTT/MCVideo/MCData_User_A_ID to be renamed to px_MCPTT/MCVideo/MCData_ID_User_A.

Issue 2.3-2:
Public Service Identities (PSIs) are defined in general in 23.228 and 23.003. For MCX 23.179 specifies "Public service identity is used as the identifier to route SIP signalling for the MCPTT system" with reference to 23.228. 
24.379 clause 4.2 defines PSIs to be used for MCPTT. As conclusion SIP requests use PSIs as URIs to address a particular MC service function rather than a server name (in fact an MCX server may host different MC services).
( PIXIT names px_MCPTT/MCVideo/MCData_Server_A_URI are misleading..

Proposal 2.3-2:
px_MCPTT/MCVideo/MCData_Server_A_URI to be renamed to px_MCPTT/MCVideo/MCData_PublicServiceId_A.
The PIXIT descriptions shall be
“Public service identity (PSI) according to TS 23.228 clauses 4.3.6 and 5.4.12 and to 23.003 clause 13.5. The PSI shall be the SIP URI of a subdomain of the organisation's home domain (px_MCX_DomainName_Organization_A).”
NOTE: the PSIs are defined by the network (but not by the UE); therefore there is no need to consider a potential Tel-URI and a PSI typically has no user information.
Issue 2.3-3:
According to RFC 4825 clause 6.1 XCAP Root: 
"It is RECOMMENDED that it be equal to xcap.domain, where domain is the domain of the provider".
( px_MCPTT_CMSXCAPRootURI and px_MCPTT_GMSXCAPRootURI can be replaced by constants.
Proposal 2.3-3:
px_MCPTT_CMSXCAPRootURI and px_MCPTT_GMSXCAPRootURI to be replaced by
-
tsc_MCX_CMSXCAPRootURI := "xcap." & tsc_MCX_CMS_Hostname
-
tsc_MCX_GMSXCAPRootURI := "xcap." & tsc_MCX_GMS_Hostname
Annex A

MCX user authentication
A.1
PIXITs used during MCPTT Service Authorization and Key Generation
A.1.1
PIXITs to be modified
The following table lists PIXITs which are defined in clause 9 of 36.579-5 already and shall be modified.
	PIXIT
	Action
	Comment

	px_MCPTT_User_A_ID
	to be renamed to px_MCPTT_ID_User_A
	→ Proposal 2.3-1

	px_MCVideo_User_A_ID
	to be renamed to px_MCVideo_ID_User_A
	→ Proposal 2.3-1

	px_MCData_User_A_ID
	to be renamed to px_MCData_ID_User_A
	→ Proposal 2.3-1

	px_MCPTT_Server_A_URI
	to be renamed to px_MCPTT_PublicServiceId_A
	→ Proposal 2.3-2

	px_MCVideo_Server_A_URI
	to be renamed to px_MCVideo_PublicServiceId_A
	→ Proposal 2.3-2

	px_MCData_Server_A_URI
	to be renamed to px_MCData_PublicServiceId_A
	→ Proposal 2.3-2

	px_MCPTT_CMSXCAPRootURI
	to be replaced by tsc_MCX_CMSXCAPRootURI := "xcap." & tsc_MCX_CMS_Hostname
	→ Proposal 2.3-3

	px_MCPTT_GMSXCAPRootURI
	to be replaced by tsc_MCX_GMSXCAPRootURI := "xcap." & tsc_MCX_GMS_Hostname
	→ Proposal 2.3-3


A.1.2
New PIXITs
	PIXIT
	Type
	Default Value
	Description
	Comment

	px_MCX_SIP_PublicUserId_A_1
	charstring
	
	(First) public user id of the SIP subscriber (user A) as stored in the HSS and on the ISIM, if the UE has an ISIM
	→ Proposal 2.1.1.1-1

	px_MCX_SIP_PrivateUserId_A
	charstring
	
	Private user id of the SIP subscriber (user A) as stored in the HSS and on the ISIM, if the UE has an ISIM
	→ Proposal 2.1.1.1-1

	px_MCX_SIP_HomeDomain_A
	charstring
	
	Home domain name of the SIP subscriber (user A) as stored in the HSS and on the ISIM, if the UE has an ISIM
	→ Proposal 2.1.1.1-1

	px_MCX_SIP_RegistrationWithTemporaryIdentities 
	boolean
	
	If true the UE shall derive the public used if, private user id and home domain name from the IMSI for SIP registration
	→ Proposal 2.1.1.1-1


A.2
MCPTT Service Authorization and Key Generation 
(36.579-1 Table 5.3.2.3-2)

The below table shows the expected behaviour for the MCPTT Service Authorization and Key Generation taking into consideration the proposals and assumptions made in this document.
	Step
	Message / Procedure
	
	Endpoint
	Comment

	1a1
	SIP REGISTER
	→
	SIP-core/MCX server
	according to 33.180 Figure 5.1.3.2.2-1 the REGISTER is sent to the SIP-core (step 5) and the MCX relevant information (IMPU, Access token) is forwarded to the MCX server (step 9)
NOTE 1: IMPU to MCPTT ID association is described in 33.180 clause 5.1.3 (and even not explicitly mentioned this requires an IMPU to be used in From/To header
NOTE 2: The Access token contains the MCPTT Id (see e.g. 24.379 clause 7.2.1 NOTE 2 and 33.180 Table 5.1.2.1-1) so that the MCX server can associate the public user id (IMPU contained in From/To header) to the MCPTT id (see e.g. 24.379 clause 7.2.3)

	
	Request-URI
	Depending on the UE configuration: 

SIP URI of the home domain name (px_MCX_SIP_HomeDomain_A) if available at the UE or derived from the IMSI otherwise
	
	
	Same for initial REGISTER, subsequent REGISTER or re-REGISTER (24.229 clauses 5.1.1.1A, 5.1.1.4.1 f); RFC 3261 clause 10.2)
PROSE ISSUE ( Proposal 2.1.1.2-1a

	
	Via
	Single entry with UE’s IP address (or FQDN if configured)
	
	
	24.229 clause 5.1.1.4.1 d);

NOTE: in contrast to the common TTCN implementation the UE’s FQDN is not the same as the home domain name (assumption: so far in IMS the has always used the IP address, as it has not assigned any FQDN)

	
	From
	same value as in the initial REGISTER
	
	
	In initial REGISTER (condition SIP_REGISTER_INITIAL) the From-URI shall be

“Default public user id (px_MCX_SIP_PublicUserId_A_1) if available at the UE or derived from the IMSI otherwise”

( As the From-URI is an IMPU it is independent from any application service 

(24.229 clause 5.1.1.4.1, RFC 3261 clause 10.2)
PROSE ISSUE for condition SIP_REGISTER_INITIAL ( Proposal 2.1.1.2-1b
NOTE: when there are several IMPUs on the SIM card and no specific IMPU is explicitly chosen (e.g. by the user) the UE shall use the first in the list (default IMPU); see 31.103 clause 4.2.4 or IR.92 clause 2.2.1.

	
	To
	same value as in From-header
	
	
	24.229 clause 5.1.1.4.1

	
	Contact
	
	
	
	

	
	
addr-spec
	UE’s IP address (or FQDN if configured) + 
protected server port of the UE
	
	
	NOTE: Similar as for the Via entry, as the UE in general does not have assigned an FQDN, in practice the UE will come up with its IP address

	
	
parameters
	depending on the service requested by the UE
	
	
	as according to 36.579-1

	
	Expires
	"600000"
	
	
	as according to 36.579-1

	
	Require
	"sec-agree"
	
	
	as according to 36.579-1

	
	Proxy-Require
	"sec-agree"
	
	
	as according to 36.579-1

	
	Supported
	"path", "timer"
	
	
	as according to 36.579-1

	
	Cseq
	any value
	
	
	as according to 36.579-1

	
	Call-ID
	any value
	
	
	as according to 36.579-1

	
	Security-Client
	as specified in Table 5.5.2.13-1
	
	
	as according to 36.579-1

	
	Security-Verify
	as specified in Table 5.5.2.13-1
	
	
	as according to 36.579-1

	
	Authorization
	as specified in Table 5.5.2.13-1 but with 
	
	
	24.229 clause 5.1.1.5.1

	
	
username
	Private user id (px_MCX_SIP_PrivateUserId_A_1) if available at the UE or derived from the IMSI otherwise
	
	
	value of the private user identity (according to 24.229 clause 5.1.1.5.1)

PROSE ISSUE ( Proposal 2.1.1.2-3a

	
	
realm
	same value as received in the realm directive in the WWW Authenticate header sent by SS
	
	
	PROSE ISSUE for condition SIP_REGISTER_INITIAL ( Proposal 2.1.1.2-3b

	
	
digest-uri
	same SIP-URI as used as Request-URI
	
	
	SIP URI of the home domain name 
PROSE ISSUE ( Proposal 2.1.1.2-3c

	
	Max-Forwards
	any value
	
	
	as according to 36.579-1

	
	P-Access-Network-Info
	Access network + Cell Id
	
	
	as according to 36.579-1

	
	Content-Type
	"multipart/mixed"
	
	
	as according to 36.579-1

	
	Content-Length
	present for TCP otherwise optional
	
	
	as according to 36.579-1

	
	Message-body
	MIME body
	
	
	24.379 clause 7.2.1

	
	
MCPTT Info
	(Table 5.5.3.2.1-1 for MCPTT)
	
	
	

	
	

mcptt-access-token
	access_token as received in Token response

containing mcptt_id
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3)

	
	

mcptt-client-id
	MCPTT client ID as per 24.379 clause 4.10 and RFC 4122 clause 4.2: During a test case the UE shall use one and the same MCPTT client ID in all UL messages
	
	
	TTCN shall store the MCPTT client IDs in global variables to ensure that only one value is used per client;

TTNC shall check the format to be as specified in RFC 4122 clause 4.1.2
PROSE ISSUE 1 ( to be encrypted (Proposal 2.1.3-3)
PROSE ISSUE 2 ( Proposal 2.2.5-1

	
	
MIKEY Message
	(Table 5.5.9.1-1) providing (among other):
	
	
	

	
	

IDRi payload
	MCPTT ID, MCVideo ID, MCData ID depending on the service:
px_MCPTT_User_A_ID or

px_MCVideo_User_A_ID or

px_MCData_User_A_ID
	
	
	MC Service user ID:

According to 33.180 E.4.1 the IDRi payload shall contain the MC Service user ID associated with the initiating user; the MC Service user ID is the MCPTT ID, MCVideo ID, MCData ID depending on the service (see NOTE in 33.180 E.4.1)

	
	

IDRr payload
	terminating entity's URI: MC service specific PSI
px_MCPTT_PublicServiceId_A or

px_MCVideo_PublicServiceId_A or

px_MCData_PublicServiceId_A
	
	
	(see Issue 2.2.6-1)

	
	

IDRkmsi payload
	tsc_MCX_KMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.6-2a

	
	

IDRkmsr payload
	tsc_MCX_KMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.6-2a

	
	
Signature
	MIME body with XML schema for integrity protection according to 24.379 F.6 with entry for MCPTT Info
	
	
	PROSE ISSUE ( Proposal 2.1.3-4

	1b1
	SIP PUBLISH
	→
	MCX server
	if there is no REGISTER at step 1a1;

according to 33.180 Figure 5.1.3.2.3-1 the MCX server is the end point (in contrast to the REGISTER at step 1a1)

The PUBLISH request is not sent within a dialog (as there is none) and does not establish any dialog (RFC 3903 clause 4)

	
	Request-URI
	MC service specific public service id (PSI):

px_MCPTT_PublicServiceId_A or

px_MCVideo_PublicServiceId_A or

px_MCData_PublicServiceId_A
	
	
	public service identity (PSI) identifying the participating MCPTT function serving the MCPTT user (according to 24.379 clause 7.2.1A): PSI is defined in 23.228 (being referred by 23.179 clause 8.2) in clauses 4.3.6 and 5.4.12 and in 23.003 clause 13.5.

PIXITs to be renamed (see A.1.1)

	
	Route
	
	
	
	Route header as specified for all requests other than REGISTER in 24.229 clause 5.1.2A.1.1
(( is the same as e.g. for SUBSCRIBE)

	
	
addr-spec[1]
	P-CSCF address and port 
	
	
	P-CSCF address as assigned by NAS signalling or P-CSCF discovery;

	
	
addr-spec[2]
	"scscf.3gpp.org"
	
	
	value(s) received in the Service-Route header field saved from the 200 (OK) response to the last (re-) registration ((24.229 clause 5.1.2A.1.1)

	
	Via
	Single entry with UE’s IP address (or FQDN if configured)
	
	
	(see REGISTER at step 1a1)

	
	From
	default public user id (px_MCX_SIP_PublicUserId_A_1)
	
	
	Public user id as registered during initial registration: Default IMPU on ISIM and/or default public user id as received in the P-Associated-URI header of the initial registration’s 200 OK
PROSE ISSUE ( Proposal 2.1.1.2-2a

	
	To
	same URI as used as Request URI
	
	
	PROSE ISSUE ( Proposal 2.1.1.2-1c

	
	Expires
	4294967295
	
	
	Maximum value according to 24.379 clause 7.2.1A

PROSE ISSUE ( Proposal 2.2.1-1

	
	CSeq
	any value
	
	
	as according to 36.579-1

	
	Call-ID
	any value
	
	
	as according to 36.579-1

	
	Max-Forwards
	any value
	
	
	as according to 36.579-1

	
	P-Access-Network-Info
	Access network + Cell Id
	
	
	as according to 36.579-1

	
	Event
	"poc-settings"
	
	
	According to 24.379 clause 7.2.1A
PROSE ISSUE ( Proposal 2.2.1-2

	
	P-Preferred-Service
	"urn:urn-7:3gpp-service.ims.icsi.mcptt" or 

"urn:urn-7:3gpp-service.ims.icsi.mcvideo" or 

"urn:urn-7:3gpp-service.ims.icsi.mcdata"
	
	
	

	
	Accept
	any value if present 
(i.e. all specific values in Table 5.5.2.11-1 shall be for condition "NOT CONFIG" only)
	
	
	PROSE ISSUE ( Proposal 2.2.1-4

	
	P-Asserted-Identity
	to be removed (i.e. any value if present)
	
	
	PROSE ISSUE ( Proposal 2.1.1.3-1

	
	Content-Type
	"multipart/mixed"
	
	
	as according to 36.579-1

	
	Content-Length
	present for TCP otherwise optional
	
	
	as according to 36.579-1

	
	Message-body
	MIME body
	
	
	24.379 clause 7.2.1A

PROSE ISSUE: PIDF MIME body to be removed according to Proposal 2.2.1-5

	
	
MCPTT Info
	see REGISTER request at step 1a1
	
	
	(see REGISTER request at step 1a1)

	
	
PoC Settings
	according to 24.379 clause 7.2.2 
	
	
	RFC 4354 clause 6.1, 24.379 clause 7.4.1.2
PROSE ISSUE ( Proposal 2.2.1-5

	
	

answer-mode
	"auto-answer" or "manual-answer"
	
	
	Assumption: The UE is somehow configured for one or the other mode

	
	

selected-user-profile-index
	user-profile-index as in the user profile (see Proposal 2.2.1-6a)
	
	
	

	
	
MIKEY Message
	see REGISTER request at step 1a1
	
	
	(see REGISTER request at step 1a1)

	
	
Signature
	see REGISTER request at step 1a1
	
	
	(see REGISTER request at step 1a1)

	2
	SIP 200 OK 
	←
	SIP-core/MCX server
	

	
	Via
	same as received in the request
	
	
	as according to 36.579-1

	
	From
	same as received in the request
	
	
	as according to 36.579-1

	
	To
	same as received in the request; 
To-tag assigned by the SS
	
	
	as according to 36.579-1


	
	Expires
	same value as in the request 
	
	
	as according to 36.579-1; only in response to PUBLISH

(Mandatory according to RFC 3903 clause 6, item 6)

	
	Contact
	same URI as in Contact header of the REGISTER;

MC service specific parameters: 


"+g.3gpp.mcptt" or


"+g.3gpp.mcvideo" or


"+g.3gpp.mcdata.sds"
	
	
	in response to REGISTER-RSP: as according to 36.579-1

	
	
	not present for condition PUBLISH-RSP
(i.e. PUBLISH-RSP condition to be removed)
	
	
	PROSE ISSUE for condition PUBLISH-RSP ( Proposal 2.2.4-1

	
	Call-ID
	same as received in the request
	
	
	as according to 36.579-1

	
	CSeq
	same as received in the request
	
	
	as according to 36.579-1

	
	Service-Route
	"scscf.3gpp.org"
	
	
	in response to REGISTER: as according to 36.579-1:

to be used e.g. in the Route header of an initial INVITE

	
	P-Associated-URI
	default public user id (px_MCX_SIP_PublicUserId_A_1)
	
	
	in response to REGISTER

PROSE ISSUE for condition REGISTER-RSP ( Proposal 2.2.4-2

	
	SIP-ETag
	unique value arbitrarily generated by the SS
	
	
	PROSE ISSUE for condition PUBLISH-RSP ( Proposal 2.2.4-3

	3
	SIP SUBSCRIBE
	→
	SIP-core/CMS
	24.484 clause 6.3.13.2.2

	
	Request-URI
	SIP URI of the CMS's domain name:
"sip:" & tsc_MCX_CMS_Hostname 
	
	
	PROSE ISSUE for condition CONFIG ( Proposal 2.2.2-1a

	
	Route
	
	
	
	Route header as specified for all requests other than REGISTER in 24.229 clause 5.1.2A.1.1

	
	
addr-spec[1]
	P-CSCF address and port 
	
	
	P-CSCF address as assigned by NAS signalling or P-CSCF discovery;

	
	
addr-spec[2]
	"scscf.3gpp.org"
	
	
	value(s) received in the Service-Route header field saved from the 200 (OK) response to the last (re-) registration ((24.229 clause 5.1.2A.1.1)

	
	Via
	Single entry with UE’s IP address (or FQDN if configured)
	
	
	(see REGISTER at step 1a1)

	
	From
	default public user id (px_MCX_SIP_PublicUserId_A_1)
	
	
	Public user id as registered during initial registration: Default IMPU on ISIM and/or default public user id as received in the P-Associated-URI header of the initial registration’s 200 OK

PROSE ISSUE ( Proposal 2.1.1.2-2b

	
	To
	same URI as used as Request URI
	
	
	PROSE ISSUE ( Proposal 2.2.2-3

	
	Contact
	
	
	
	

	
	
addr-spec
	UE’s IP address (or FQDN if configured) + 
protected server port of the UE
	
	
	(see REGISTER at step 1a1)

	
	
parameters
	depending on the service requested by the UE
	
	
	as according to 36.579-1

	
	Expires
	any value
	
	
	as according to 36.579-1

	
	Require
	"sec-agree"
	
	
	as according to 36.579-1

	
	Proxy-Require
	"sec-agree"
	
	
	as according to 36.579-1

	
	Cseq
	any value
	
	
	as according to 36.579-1

	
	Call-ID
	any value
	
	
	as according to 36.579-1

	
	Max-Forwards
	any value
	
	
	as according to 36.579-1

	
	P-Access-Network-Info
	Access network + Cell Id
	
	
	as according to 36.579-1

	
	Event
	"xcap-diff"
	
	
	as according to 36.579-1 for condition CONFIG

According to 24.484 clause 6.3.13.3.2.2

	
	Accept
	"application/xcap-diff+xml"
	
	
	PROSE ISSUE for condition CONFIG ( Proposal 2.2.2-4

	
	P-Preferred-Service
	"urn:urn-7:3gpp-service.ims.icsi.mcptt" or 

"urn:urn-7:3gpp-service.ims.icsi.mcvideo" or 

"urn:urn-7:3gpp-service.ims.icsi.mcdata"
	
	
	

	
	P-Asserted-Identity
	to be removed (i.e. any value if present)
	
	
	PROSE ISSUE ( Proposal 2.1.1.3-1

	
	Content-Type
	"multipart/mixed"
	
	
	as according to 36.579-1

	
	Content-Length
	present for TCP otherwise optional
	
	
	as according to 36.579-1

	
	Message-body
	MIME body
	
	
	24.484 clause 6.3.13.2.2
PROSE ISSUE: SIMPLE FILTER MIME body to be removed according to Proposal 2.2.2-5

	
	
MCPTT Info
	
	
	
	PROSE ISSUE ( Proposal 2.2.2-6 (no mcptt-client-id)

	
	

mcptt-access-token
	access_token as received in Token response
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3)

	
	
Resource-lists
	
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3, 2.1.3-3a)

PROSE ISSUE ( Entries may be in any order (Proposal 2.2.2-5a)

	
	

uri[1]
	AUID & "/users/" & XUID & "/" [& MCSUEID & "/"]
	
	
	PROSE ISSUE ( Assumption 2.1.2.1-1a
AUID: "org.3gpp.mcptt.ue-config" or "org.3gpp.mcvideo.ue-config" or "org.3gpp.mcdata.ue-config"

XUID: SIP URI of px_MCPTT/MCVideo/MCData_User_A_ID (PROSE ISSUE ( Proposal 2.1.2.1-2)

MCSUEID: Instance id of the UE (derived from the IMEI according to 23.003 clause 13.8)

	
	

uri[2]
	AUID & "/users/" & XUID & "/" 
	
	
	PROSE ISSUE ( Assumption 2.1.2.1-1b

AUID: "org.3gpp.mcptt.user-profile" or "org.3gpp.mcvideo.user-profile" or "org.3gpp.mcdata.user-profile"

XUID: SIP URI of px_MCPTT/MCVideo/MCData_User_A_ID (PROSE ISSUE ( Proposal 2.1.2.1-2)

	
	

uri[3]
	AUID & "/global/service-config.xml"
	
	
	PROSE ISSUE ( Assumption 2.1.2.1-1c

AUID: "org.3gpp.mcptt.service-config" or "org.3gpp.mcvideo.service-config" or "org.3gpp.mcdata.service-config"

	
	
MIKEY Message
	see REGISTER request at step 1a1
	
	
	(see REGISTER request at step 1a1)

	
	
Signature
	see REGISTER request at step 1a1
	
	
	(see REGISTER request at step 1a1)

	4
	SIP 200 OK 
	←
	SIP-core/CMS
	

	
	Via
	same as received in the request
	
	
	as according to 36.579-1

	
	Record-Route
	
	
	
	

	
	
addr-spec[1]
	P-CSCF address  
	
	
	as according to 36.579-1

	
	From
	same as received in the request
	
	
	as according to 36.579-1

	
	To
	same as received in the request; 
To-tag assigned by the SS
	
	
	as according to 36.579-1

	
	Expires
	same value as in the request 
	
	
	as according to 36.579-1

	
	Contact
	
	
	
	

	
	
addr-spec
	"sip:" & tsc_MCX_CMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.4-4

	
	Call-ID
	same as received in the request
	
	
	as according to 36.579-1

	
	CSeq
	same as received in the request
	
	
	as according to 36.579-1

	5
	SIP NOTIFY
	←
	SIP-core/CMS
	

	
	Request-URI
	same URI as the UE has provided earlier in the Contact header of the SUBSCRIBE (step 4)
	
	
	as according to 36.579-1

	
	Via
	
	
	
	

	
	
addr-spec[1]
	P-CSCF address and protected server port of the SS
	
	
	as according to 36.579-1

	
	
addr-spec[2]
	“scscf.3gpp.org“
	
	
	as according to 36.579-1

	
	
addr-spec[3]
	tsc_MCX_CMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.3-2

	
	From
	same as To header of the SUBSCRIBE but with To-tag as assigned to the dialog
	
	
	as according to 36.579-1

	
	To
	same as From header of the SUBSCRIBE 
	
	
	as according to 36.579-1

	
	Call-Id
	same as in SUBSCRIBE
	
	
	as according to 36.579-1

	
	Cseq
	value of CSeq sent by the SS within its previous request in the same dialog but increased by one
	
	
	as according to 36.579-1

	
	Contact
	
	
	
	

	
	
addr-spec
	"sip:" & tsc_MCX_CMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.3-1a

	
	
parameters
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.3-1b

	
	Event
	"xcap-diff"
	
	
	

	
	Max-Forwards
	67
	
	
	PROSE ISSUE ( Proposal 2.1.1.4-1

	
	Subscription-State
	"active", "7200"
	
	
	as according to 36.579-1

	
	Content-Type
	"application/xcap-diff+xml" 
	
	
	PROSE ISSUE ( Proposal 2.2.3-3

	
	Content-Length
	length of message-body 
	
	
	as according to 36.579-1

	
	Message-body
	
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3, 2.1.3-3b)

	
	
xcap-diff
	
	
	
	PROSE ISSUE ( Proposal 2.2.3-3

	
	

xcap-root
	same URI as <CMS-XCAP-root-URI> element of the initial UE configuration (tsc_MCX_CMSXCAPRootURI)
	
	
	( Assumption 2.1.2.1-5

	
	

document[1]
	
	
	
	

	
	


sel
	AUID & "/users/" & XUID & "/" & MCSUEID & "/mcptt-ue-configuration.xml"
	
	
	PROSE ISSUEs ( Proposal 2.1.2.1-3a;
as the document name is not specified in 24.484 clause 8.2.2.8, "mcptt-ue-configuration.xml" is chosen;

see SIP SUBSCRIBE (step 3) for AUID, XUID and MCSUEID

	
	


new-etag
	arbitrary value
	
	
	

	
	


previous-etag
	same as new-etag
	
	
	According to the example in 24.484 Table A.2.3-7 new-etag and previous-etag have identical values and as there is no list of instructions it indicates that "this is the reference XML diff document"; RFC 5874 is not clear about this.

Nevertheless it should not harm to use the same values for new-etag and previous-etag in this context.

	
	

document[2]
	
	
	
	

	
	


sel
	AUID & "/users/" & XUID & "/mcptt-user-profile-" & profile-index & ".xml" 
	
	
	PROSE ISSUEs ( Proposal 2.1.2.1-3a;
profile-index is the same as in the <user-profile-index> attribute of the corresponding document (value may be arbitrarily selected by TTCN see assumption 2.1.2.1-4);

see SIP SUBSCRIBE (step 3) for AUID and XUID

	
	


new-etag
	arbitrary value (different than for document[1])
	
	
	

	
	


previous-etag
	same as new-etag
	
	
	(see document[1])

	
	

document[3]
	
	
	
	

	
	


sel
	AUID & "/global/service-config.xml"
	
	
	PROSE ISSUEs ( Proposal 2.1.2.1-3a;
see SIP SUBSCRIBE (step 3) for AUID

	
	


new-etag
	arbitrary value (different than for document[1] and [2])
	
	
	

	
	


previous-etag
	same as new-etag
	
	
	(see document[1])

	6
	SIP 200 OK 
	→
	SIP-core/CMS
	

	
	Via
	same as received in the request
	
	
	as according to 36.579-1

	
	From
	same as received in the request
	
	
	as according to 36.579-1

	
	To
	same as received in the request; 
To-tag assigned by the SS
	
	
	as according to 36.579-1

	
	Call-ID
	same as received in the request
	
	
	as according to 36.579-1

	
	CSeq
	same as received in the request
	
	
	as according to 36.579-1

	7
	HTTP GET
	→
	CMS
	Request for MCPTT UE configuration 

	
	Request-URI
	"/" & tsc_MCX_CMSXCAPRootURI & "/" & 
AUID & "/users/" & XUID & "/" & MCSUEID & 
"/mcptt-ue-configuration.xml"
	
	
	PROSE ISSUE ( Proposal 2.2.7-1
AUID, XUID and MCSUEID as for document [1] in message body of NOTIFY

	
	Cache-Control
	"no-cache"
	
	
	as according to 36.579-1

	
	Authorization
	
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	
authentication-scheme
	"bearer"
	
	
	

	
	
parameter
	access_token as received in Token response
	
	
	

	
	Content-Type
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	Message-body
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	8
	HTTP 200 OK 
	←
	CMS
	

	
	Cache-Control
	"no-store"
	
	
	as according to 36.579-1

	
	Pragma
	"no-cache"
	
	
	as according to 36.579-1

	
	Content-Length
	length of message-body 
	
	
	as according to 36.579-1

	
	Content-Type
	"application/org.3gpp.mcptt-ue-config+xml"
	
	
	as according to 36.579-1

	
	Message body
	MCPTT UE configuration (Table 5.5.8.2-1)
	
	
	as according to 36.579-1

	9
	HTTP GET
	→
	CMS
	Request for MCPTT user profile

	
	Request-URI
	"/" & tsc_MCX_CMSXCAPRootURI & "/" & 
AUID & "/users/" & XUID & 
"/mcptt-user-profile-" & profile-index & ".xml" 
	
	
	PROSE ISSUE ( Proposal 2.2.7-1
AUID, XUID and profile-index as for document [2] in message body of NOTIFY

	
	Cache-Control
	"no-cache"
	
	
	as according to 36.579-1

	
	Authorization
	
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	
authentication-scheme
	"bearer"
	
	
	

	
	
parameter
	access_token as received in Token response
	
	
	

	
	Content-Type
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	Message-body
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	10
	HTTP 200 OK 
	←
	CMS
	

	
	Cache-Control
	"no-store"
	
	
	as according to 36.579-1

	
	Pragma
	"no-cache"
	
	
	as according to 36.579-1

	
	Content-Length
	length of message-body 
	
	
	as according to 36.579-1

	
	Content-Type
	"application/vnd.3gpp.mcptt-user-profile+xml"
	
	
	as according to 36.579-1

	
	Message body
	User profile (Table 5.5.8.3-1)
	
	
	as according to 36.579-1

	11
	HTTP GET
	→
	CMS
	Request for MCPTT service configuration

	
	Request-URI
	"/" & tsc_MCX_CMSXCAPRootURI & "/" & 
AUID & "/global/service-config.xml"
	
	
	PROSE ISSUE ( Proposal 2.2.7-1
AUID as for document [3] in message body of NOTIFY

	
	Cache-Control
	"no-cache"
	
	
	as according to 36.579-1

	
	Authorization
	
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	
authentication-scheme
	"bearer"
	
	
	

	
	
parameter
	access_token as received in Token response
	
	
	

	
	Content-Type
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	Message-body
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	12
	HTTP 200 OK 
	←
	CMS
	

	
	Cache-Control
	"no-store"
	
	
	as according to 36.579-1

	
	Pragma
	"no-cache"
	
	
	as according to 36.579-1

	
	Content-Length
	length of message-body 
	
	
	as according to 36.579-1

	
	Content-Type
	"application/vnd.3gpp.mcptt-service-config+xml"
	
	
	as according to 36.579-1

	
	Message body
	Service configuration (Table 5.5.8.4-1)
	
	
	as according to 36.579-1

	13
	SIP SUBSCRIBE
	→
	SIP-core/GMS
	24.481 clause 6.3.13.2.1

	
	Request-URI
	tsc_MCX_GMSURI
	
	
	PROSE ISSUE for condition GROUPCONFIG ( Proposal 2.2.2-2

	
	Route
	
	
	
	(see SUBSCRIBE at step 3)

	
	
addr-spec[1]
	P-CSCF address and port 
	
	
	

	
	
addr-spec[2]
	"scscf.3gpp.org"
	
	
	

	
	Via
	Single entry with UE’s IP address (or FQDN if configured)
	
	
	(see SUBSCRIBE at step 3)

	
	From
	default public user id (px_MCX_SIP_PublicUserId_A_1)
	
	
	(see SUBSCRIBE at step 3)

	
	To
	same URI as used as Request URI
	
	
	(see SUBSCRIBE at step 3)

	
	Contact
	
	
	
	

	
	
addr-spec
	UE’s IP address (or FQDN if configured) + 
protected server port of the UE
	
	
	(see SUBSCRIBE at step 3)

	
	
parameters
	depending on the service requested by the UE
	
	
	as according to 36.579-1

	
	Expires
	any value
	
	
	as according to 36.579-1

	
	Require
	"sec-agree"
	
	
	as according to 36.579-1

	
	Proxy-Require
	"sec-agree"
	
	
	as according to 36.579-1

	
	Cseq
	any value
	
	
	as according to 36.579-1

	
	Call-ID
	any value
	
	
	as according to 36.579-1

	
	Max-Forwards
	any value
	
	
	as according to 36.579-1

	
	P-Access-Network-Info
	Access network + Cell Id
	
	
	as according to 36.579-1

	
	Event
	"xcap-diff"
	
	
	as according to 36.579-1 for condition GROUPCONFIG

According to 24.484 clause 6.3.13.3.2.2

	
	Accept
	"application/xcap-diff+xml"
	
	
	PROSE ISSUE for condition GROUPCONFIG ( Proposal 2.2.2-4

	
	P-Preferred-Service
	"urn:urn-7:3gpp-service.ims.icsi.mcptt" or 

"urn:urn-7:3gpp-service.ims.icsi.mcvideo" or 

"urn:urn-7:3gpp-service.ims.icsi.mcdata"
	
	
	

	
	P-Asserted-Identity
	to be removed (i.e. any value if present)
	
	
	PROSE ISSUE ( Proposal 2.1.1.3-1

	
	Content-Type
	"multipart/mixed"
	
	
	as according to 36.579-1

	
	Content-Length
	present for TCP otherwise optional
	
	
	as according to 36.579-1

	
	Message-body
	MIME body
	
	
	24.484 clause 6.3.13.2.2

PROSE ISSUE: SIMPLE FILTER MIME body to be removed according to Proposal 2.2.2-5

	
	
MCPTT Info
	
	
	
	PROSE ISSUE ( Proposal 2.2.2-6 (no mcptt-client-id)

	
	

mcptt-access-token
	access_token as received in Token response
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3)

	
	
Resource-lists
	
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3, 2.1.3-3a)

	
	

uri[1]
	"org.openmobilealliance.groups/global/byGroupID/" & px_MCPTT_Group_A_ID
	
	
	PROSE ISSUE ( Working assumption 2.1.2.2-1


	
	
MIKEY Message
	see REGISTER request at step 1a1
	
	
	(see SUBSCRIBE at step 3)

	
	
Signature
	see REGISTER request at step 1a1
	
	
	(see SUBSCRIBE at step 3)

	14
	SIP 200 OK 
	←
	SIP-core/GMS
	

	
	Via
	same as received in the request
	
	
	as according to 36.579-1

	
	Record-Route
	
	
	
	

	
	
addr-spec[1]
	P-CSCF address  
	
	
	as according to 36.579-1

	
	From
	same as received in the request
	
	
	as according to 36.579-1

	
	To
	same as received in the request; 
To-tag assigned by the SS
	
	
	as according to 36.579-1

	
	Expires
	same value as in the request 
	
	
	as according to 36.579-1

	
	Contact
	
	
	
	

	
	
addr-spec
	"sip:" & tsc_MCX_GMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.4-4

	
	Call-ID
	same as received in the request
	
	
	as according to 36.579-1

	
	CSeq
	same as received in the request
	
	
	as according to 36.579-1

	15
	SIP NOTIFY
	←
	SIP-core/GMS
	

	
	Request-URI
	same URI as the UE has provided earlier in the Contact header of the SUBSCRIBE (step 14)
	
	
	as according to 36.579-1

	
	Via
	
	
	
	

	
	
addr-spec[1]
	P-CSCF address and protected server port of the SS
	
	
	as according to 36.579-1

	
	
addr-spec[2]
	“scscf.3gpp.org“
	
	
	as according to 36.579-1

	
	
addr-spec[3]
	tsc_MCX_GMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.3-2

	
	From
	same as To header of the SUBSCRIBE but with To-tag as assigned to the dialog
	
	
	as according to 36.579-1

	
	To
	same as From header of the SUBSCRIBE 
	
	
	as according to 36.579-1

	
	Call-Id
	same as in SUBSCRIBE
	
	
	as according to 36.579-1

	
	Cseq
	value of CSeq sent by the SS within its previous request in the same dialog but increased by one
	
	
	as according to 36.579-1

	
	Contact
	
	
	
	

	
	
addr-spec
	"sip:" & tsc_MCX_GMS_Hostname
	
	
	PROSE ISSUE ( Proposal 2.2.3-1a

	
	
parameters
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.3-1b

	
	Event
	"xcap-diff"
	
	
	

	
	Max-Forwards
	67
	
	
	PROSE ISSUE ( Proposal 2.1.1.4-1

	
	Subscription-State
	"active", "7200"
	
	
	as according to 36.579-1

	
	Content-Type
	"application/xcap-diff+xml" 
	
	
	PROSE ISSUE ( Proposal 2.2.3-4

	
	Content-Length
	length of message-body 
	
	
	as according to 36.579-1

	
	Message-body
	
	
	
	PROSE ISSUE ( to be encrypted (Proposal 2.1.3-3, 2.1.3-3b)

	
	
xcap-diff
	
	
	
	PROSE ISSUE ( Proposal 2.2.3-4

	
	

xcap-root
	same URI as <GMS-XCAP-root-URI> element of the initial UE configuration (tsc_MCX_GMSXCAPRootURI)
	
	
	→ Assumption 2.1.2.2-4

	
	

document[1]
	
	
	
	→ Assumption 2.1.2.2-2a

	
	


sel
	"org.openmobilealliance.groups/global/byGroupID/" & px_MCPTT_Group_A_ID
	
	
	PROSE ISSUE ( Assumption 2.1.2.2-2b

	
	


new-etag
	arbitrary value
	
	
	

	
	


previous-etag
	same as new-etag
	
	
	(see NOTIFY at step 4)

	16
	SIP 200 OK 
	→
	SIP-core/GMS
	

	
	Via
	same as received in the request
	
	
	as according to 36.579-1

	
	From
	same as received in the request
	
	
	as according to 36.579-1

	
	To
	same as received in the request; 
To-tag assigned by the SS
	
	
	as according to 36.579-1

	
	Call-ID
	same as received in the request
	
	
	as according to 36.579-1

	
	CSeq
	same as received in the request
	
	
	as according to 36.579-1

	17
	HTTP GET
	→
	GMS
	Request for Group configuration with group ID px_MCPTT_Group_A_ID

	
	Request-URI
	"/" & tsc_MCX_GMSXCAPRootURI & "/" & 
"org.openmobilealliance.groups/global/byGroupID/" & px_MCPTT_Group_A_ID
	
	
	PROSE ISSUE ( Proposal 2.2.7-1

	
	Cache-Control
	"no-cache"
	
	
	as according to 36.579-1

	
	Authorization
	
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	
authentication-scheme
	"bearer"
	
	
	

	
	
parameter
	access_token as received in Token response
	
	
	

	
	Content-Type
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	
	Message-body
	not present
	
	
	PROSE ISSUE ( Proposal 2.2.7-2

	18
	HTTP 200 OK 
	←
	GMS
	

	
	Cache-Control
	"no-store"
	
	
	as according to 36.579-1

	
	Pragma
	"no-cache"
	
	
	as according to 36.579-1

	
	Content-Length
	length of message-body 
	
	
	as according to 36.579-1

	
	Content-Type
	"application/vnd.oma.poc.groups+xml"
	
	
	PROSE ISSUE ( Proposal 2.2.8-1

	
	Message body
	MCPTT Group Configuration (Table 5.5.7.1-1)
	
	
	as according to 36.579-1
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