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9.1.1.4
5G AKA based primary authentication and key agreement / 5G-AKA related procedures 

9.1.1.4.1
Test Purpose (TP)

(1)

with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST with invalid MAC code }

    then { the UE sends an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #20 "MAC failure" }

            }

(2)

with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST with the "separation bit" in the AMF field of AUTN supplied by the core network is set to 0 }

    then { the UE sends an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #26 "non-5G authentication unacceptable" }

            }

(3)

with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST with the sequence number SQN to be out of range }

    then { the UE sends an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM }

            }

(4)

with { the UE in 5GMM-REGISTERED-INITIATED state }

ensure that {

  when { the SS initiates a 5G AKA based primary authentication and key agreement procedure by sending AUTHENTICATION REQUEST }

    then { the UE process the 5G authentication challenge data and respond with an AUTHENTICATION RESPONSE message }

            }

(5)

with { the UE in 5GMM-REGISTERED-INITIATED state and sends out an AUTHENTICATION RESPONSE message }

ensure that {

  when { the SS proceeds with the registration procedure }

    then { the UE consider the authentication procedure complete and succeed }

            }

9.1.1.4.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.501 clauses 5.4.1.3.3, 5.4.1.3.6, 5.4.1.3.7. Unless otherwise stated these are Rel-15 requirements.

[TS 24.501, clause 5.4.1.3.3]

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.1.3.5, the UE shall process the 5G authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful 5G authentication challenge, the new KAMF calculated from the 5G authentication challenge data shall be stored in a new 5G NAS security context in the volatile memory of the ME.

[TS 24.501, clause 5.4.1.3.6]

In the 5G authentication challenge, the UE shall check the 5G authentication challenge data (RAND, AUTN and ngKSI) received in the AUTHENTICATION REQUEST message to verify authenticity of the 5G core network.

The ME shall check that ngKSI received in the AUTHENTICATION REQUEST message is not already in use. The ME shall forward the RAND and AUTN to the USIM to check.

The UE may reject the core network due to an incorrect AUTN or ngKSI parameter. If the UE has to reject the 5G authentication challenge, the UE shall return AUTHENTICATION FAILURE message to the network with a cause value indicating the reason for the failure (see 3GPP TS 33.501 [24]).

Incorrect 5G authentication challenge data contains four possible causes for authentication failure:

a)
MAC code failure:


If the UE finds the MAC code (supplied by the core network in the AUTN parameter) to be invalid, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #20 "MAC failure". The UE shall then follow the procedure described in subclause 5.4.1.3.7, item c.

b)
Non-5G authentication unacceptable:


If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is set to 0, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #26 "non-5G authentication unacceptable" (see subclause 6.1.3 in 3GPP TS 33.501 [24]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item d.

... 

d)
SQN failure:


If the UE finds the sequence number SQN (supplied by the core network in the AUTN parameter) to be out of range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #21 "synch failure" and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [23]). The UE shall then follow the procedure described in subclause 5.4.1.3.7, item f.

[TS 24.501, clause 5.4.1.3.7]

c)
Authentication failure (5GMM cause #20 "MAC failure").


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #20 "MAC failure" according to subclause 5.4.1.3.6, to the network and start timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.

NOTE 1:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC failure", the network may also terminate the 5G AKA based primary authentication and key agreement procedure (see subclause 5.4.1.3.5).


If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should terminate the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).


If the network is validated successfully (an AUTHENTICATION REQUEST message that contains a valid SQN and MAC is received), the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


If the UE receives the second AUTHENTICATION REQUEST message, and the MAC value cannot be resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning, or if the message contains a UMTS authentication challenge, the UE shall follow the procedure specified in item d. If the SQN is invalid, the UE shall proceed as specified in item f.
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Figure 5.4.1.3.7.1: Authentication failure during 5G AKA based primary authentication and key agreement procedure

d)
Authentication failure (5GMM cause #26 "non-5G authentication unacceptable").


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #26 "non-5G authentication unacceptable", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may initiate the identification procedure described in subclause 5.4.3. This is to allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUTI originally used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.

NOTE 2:
Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication unacceptable", the network may also terminate the 5G AKA based primary authentication and key agreement procedure (see subclause 5.4.1.3.5).


If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should terminate the 5G AKA based primary authentication and key agreement authentication procedure by sending an AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).

...

f)
Authentication failure (5GMM cause #21 "synch failure").


The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #21 "synch failure", to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with the 5GMM cause #21 "synch failure", the network shall use the returned AUTS parameter from the authentication failure parameter IE in the AUTHENTICATION FAILURE message, to re-synchronise. The re-synchronisation procedure requires the AMF to delete all unused authentication vectors for that SUPI and obtain new vectors from the UDM/AUSF. When re-synchronisation is complete, the network shall initiate the 5G AKA based primary authentication and key agreement procedure. Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3520, if running.

NOTE 4:
Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with 5GMM cause #21 "synch failure", the network may terminate the 5G AKA based primary authentication and key agreement procedure by sending an AUTHENTICATION REJECT message.


If the network is validated successfully (a new AUTHENTICATION REQUEST message is received which contains a valid SQN and MAC) while T3520 is running, the UE shall send the AUTHENTICATION RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.


Upon receipt of an AUTHENTICATION REJECT message, the UE shall perform the actions as specified in subclause 5.4.1.3.5.

9.1.1.4.3
Test description

9.1.1.4.3.1
Pre-test conditions

System Simulator:

-
NR cell A.

UE:

-
None.

Preamble:

-
the UE is in state Switched OFF (state 0N-B) according to TS 38.508-1 [4].

9.1.1.4.3.2
Test procedure sequence

Table 9.1.1.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2-4
	The UE establishes RRC connection and initiates registration procedure by executing steps 2-4 of Table 4.5.2.2-2 in TS 38.508-1 [4].
	-
	-
	-
	-

	5
	The SS transmits an AUTHENTICATION REQUEST message which contains an invalid MAC code.
	<--
	AUTHENTICATION REQUEST
	-
	-

	6
	Check: Does the UE respond with an AUTHENTICATION FAILURE message with 5GMM cause "MAC failure"?
	-->
	AUTHENTICATION FAILURE
	1
	P

	7
	SS transmits a correct AUTHENTICATION REQUEST message with RAND different to the one send in Step 5
	<--
	AUTHENTICATION REQUEST
	-
	-

	8
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES* that is equal to the XRES* calculated in the SS?
	-->
	AUTHENTICATION RESPONSE
	4
	P

	9
	SS transmits a NAS SECURITY MODE COMMAND message including the ngKSI of the new 5G NAS security context (as provided in step 7), to proceed with the registration procedure.
	<--
	SECURITY MODE COMMAND
	-
	-

	10
	Check: Does the UE respond with NAS SECURITY MODE COMPLETE message integrity protected and ciphered with the new 5G NAS security context identified by the ngKSI received in the SECURITY MODE COMMAND message in step 9.
	-->
	SECURITY MODE COMPLETE
	5
	P

	11-16
	Steps 10-15 of the generic procedure (TS 38.508-1 Table 4.5.2.2-2 [4]) are executed to successfully complete the registration procedure.
	-
	-
	-
	-

	17
	Switch off UE in RRC_CONNECTED as described in TS 38.508-1 [4] subclause 4.9.6.3
	-
	-
	-
	-

	18-21
	Steps 1-4 above are repeated
	-
	-
	-
	-

	22
	SS transmits an AUTHENTICATION REQUEST message with "separation bit" in the AMF field is 0.
	<--
	AUTHENTICATION REQUEST
	-
	-

	23
	Check: Does the UE respond with an AUTHENTICATION FAILURE message, with 5GMM cause " Non-5G authentication unacceptable "?
	-->
	AUTHENTICATION FAILURE
	2
	P

	24
	SS transmits a correct AUTHENTICATION REQUEST message with RAND different to the one send in Step 22
	<--
	AUTHENTICATION REQUEST
	-
	-

	25
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES* that is equal to the XRES* calculated in the SS?
	-->
	AUTHENTICATION RESPONSE
	4
	P

	26
	Steps 8-15 of the generic procedure (TS 38.508-1 Table 4.5.2.2-2 [4]) are executed to successfully complete the registration procedure.
	-
	-
	-
	-

	27
	Switch off UE in RRC_CONNECTED as described in TS 38.508-1 [4] subclause 4.9.6.3
	-
	-
	-
	-

	28-31
	Steps 1-4 above are repeated
	-
	-
	-
	-

	32
	SS transmits AUTHENTICATION REQUEST message with the AMF field in the IE "Authentication parameter AUTN" set to "AMFRESYNCH" value to trigger SQN re-synchronisation procedure in test USIM
	<--
	AUTHENTICATION REQUEST
	-
	-

	33
	Check: Does the UE respond with an AUTHENTICATION FAILURE message, with 5GMM cause "Synch failure" and Authentication failure parameter?
	-->
	AUTHENTICATION FAILURE
	3
	P

	34
	SS transmits a correct AUTHENTICATION REQUEST message with RAND different to the one send in Step 32.
	<--
	AUTHENTICATION REQUEST
	-
	-

	35
	Check: Does the UE respond with a correct AUTHENTICATION RESPONSE message with RES* that is equal to the XRES* calculated in the SS?
	-->
	AUTHENTICATION RESPONSE
	4
	P

	36-43
	Steps 8-15 of the generic procedure (TS 38.508-1 Table 4.5.2.2-2 [4]) are executed to successfully complete the registration procedure.
	-
	-
	-
	-


9.1.1.4.3.3
Specific message contents

Table 9.1.1.4.3.3-1: AUTHENTICATION RESPONSE (step 8, step 25 and step 35，Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-2

	Information Element
	Value/remark
	Comment
	Condition

	Authentication response parameter
	RES* equal to the XRES* calculated in the SS with the parameters provided/indicated in the AUTHENTICATION REQUEST
	
	


Table 9.1.1.4.3.3-2: AUTHENTICATION REQUEST (step 5, Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-1

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	Invalid MAC
	SS shall calculate the correct MAC value as specified in TS 33.102 and use any different value, e.g. correct_MAC+5.
	


Table 9.1.1.4.3.3-3: AUTHENTICATION FAILURE (step 6, Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-4

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0001 0100'B
	MAC failure
	


Table 9.1.1.4.3.3-4: AUTHENTICATION REQUEST (step 22, Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-1

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	"separation bit"=0
	The "separation bit" in the AMF field of AUTN supplied by the core network is 0.
	


Table 9.1.1.4.3.3-5: AUTHENTICATION FAILURE (step 23, Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-4

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0001 1010'B
	Non-5G authentication unacceptable
	


Table 9.1.1.4.3.3-6: AUTHENTICATION REQUEST (step 32, Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-1

	Information Element
	Value/remark
	Comment
	Condition

	Authentication parameter AUTN
	AMF field set to "AMFRESYNCH",

AMFRESYNCH = '1111 1111 1111 1111'B
	AMFRESYNCH see TS 34.108, 8.1.2.2
	


Table 9.1.1.4.3.3-7: AUTHENTICATION FAILURE (step 33, Table 9.1.1.4.3.2-1)

	Derivation Path: 38.508, Table 4.7.1-4

	Information Element
	Value/remark
	Comment
	Condition

	5GMM cause
	'0001 0101'B
	Synch failure
	

	Authentication failure parameter
	AUTS
	AUTS see TS 34.108, 8.1.2.2
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