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8.2
External function definitions

The SS shall implement the external functions specified in TS 36.523-3 [12] subclause 8.2.

The following external functions shall also be implemented by the SS.

	TTCN-3 External Function

	Name
	fx_NG_NasIntegrityAlgorithm

	Description
	Apply integrity protection algorithm on a given octetstring

	Parameters
	NAS PDU
	octetstring according to TS 24.501 [26], clause 4.4.3.3 this shall include octet 7 to n of the security protected NAS message, i.e. the sequence number IE and the NAS message IE

	
	Integrity Algorithm
	4 bits as defined in TS 24.501 [26], clause 9.11.3.34

	
	KNASint
	Integrity key

	
	NAS COUNT
	as documented in TS 24.501 [26]

	
	BEARER Id
	fix value of '00000'B for 3GPP access and '00001'B for non-3GPP access

	
	Direction
	UL: 0
DL: 1
(acc. to TS 33.501 [25], clause D.3.1)

	Return Value
	Message Authentication Code (4 octets)


	TTCN-3 External Function

	Name
	fx_NG_NasCiphering

	Description
	Apply ciphering on a given octetstring

	Parameters
	NAS PDU
	octetstring

	
	Ciphering Algorithm
	4 bits as defined in TS 24.501 [26], clause 9.11.3.34

	
	KNASenc
	Ciphering Key

	
	NAS COUNT
	as documented in TS 24.501 [26]

	
	BEARER Id
	fix value of '00000'B for 3GPP access and '00001'B for non-3GPP access

	Return Value
	ciphered octet string


	TTCN-3 External Function

	Name
	fx_NG_NasDeciphering

	Description
	Apply deciphering on a given octetstring

	Parameters
	ciphered NAS PDU
	octetstring

	
	Ciphering Algorithm
	4 bits as defined in TS 24.501 [26], clause 9.11.3.34

	
	KNASenc
	Ciphering Key

	
	NAS COUNT
	as documented in TS 24.501 [26]

	
	BEARER Id
	fix value of '00000'B for 3GPP access and '00001'B for non-3GPP access

	Return Value
	deciphered octet string


	TTCN-3 External Function

	Name
	fx_EAP_KeyDerivationFunction

	Description
	The PRF’ function for Hashing algorithms as defined in RFC 5448 [27] clause 3.4.1.
The SHA-256 encoding algorithm is used as KEY Description Function

	Parameters
	KDF
	KDF_HMAC_SHA_256 (no other KDF defined yet)

	
	Key
	bit key

	
	String
	string being constructed acc. to RFC 5448 [27] clause 3.3

	Return Value
	1664 bit derived key


	TTCN-3 External Function

	Name
	fx_NR_AsIntegrityAlgorithm

	Description
	Apply integrity protection algorithm on a given octetstring

	Parameters
	PDCP PDU
	octetstring

	
	Integrity Algorithm
	3 bits as defined in TS 33.501 [25]

	
	KRRCint
	Integrity key

	
	PDCP COUNT
	octetstring, length 4

	
	BEARER Id
	the value of the DRB identity minus one

	
	Direction
	UL: 0
DL: 1
(acc. to TS 33.501 [25], clause D.3)

	Return Value
	Message Authentication Code (4 octets)


9
IXIT proforma

9.1
Introduction

The partial IXIT proforma contained in the present document is provided for completion, when the related Abstract Test Suite(s) is(are) to be used against the Implementation Under Test (IUT).

The completed partial IXIT will normally be used in conjunction with the completed ICS, as it adds precision to the information provided by the ICS.
The PIXITs specified in TS 36.523-3 [12] subclause 9.1 apply. Additional 5GS PIXITs are specified in the following subclauses.
9.2
E-UTRA and NR PIXIT


Table 9.2-1: EUTRA and NR PIXIT

	Parameter Name
	Parameter Type
	Default Value
	Supported Values
	Description

	px_ENDC_BandCombination
	ENDC_BandCombination_Type
	DC_1A_n28A
	
	Band combination for EN-DC test case

	px_ENDC_SecondayBandCombination
	ENDC_BandCombination_Type
	DC_1A_n77A
	
	Secondary band combination for EN-DC test case

	px_NR_CipheringAlgorithm
	CipheringAlgorithm
	nea2
	
	Ciphering Algorithm (see Note 1)

	px_NR_IntegrityProtAlgorithm
	IntegrityProtAlgorithm
	nia2
	
	Integrity Algorithm (see Note 1)

	px_NR_PrimaryBand
	integer
	1
	
	NR primary band

	px_NR_PrimaryBandDeltas
	DeltaValues_Type
	
	
	∆(f) in dB for NR primary band test frequencies NRf1, NRf2, NRf3 and NRf4 (see Notes 2, 3)

	px_NR_SecondaryBand
	integer
	2
	
	NR secondary band

	px_NR_SecondaryBandDeltas
	DeltaValues_Type
	
	
	∆(f) in dB for NR secondary band test frequencies NRf1, NRf2, NRf3 and NRf4 (see Notes 2, 3)

	NOTE 1:
Unless specified otherwise in the test case prose, the null algorithm shall not be used for verification.

NOTE 2:
∆(f) is defined in TS 38.508-1 [5] subclause 6.1.3.4.

NOTE 3:
For some NR bands, less than 4 test frequencies are defined, see TS 38.508-1 [5] subclause 6.2.3.


9.3
5GC PIXIT

Table 9.3-1: Void
	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	




Table 9.3-2: 5GC PIXIT

	Parameter Name
	Parameter Type
	Default Value
	Supported Values
	Description

	px_NAS_5GC_AuthenticationType
	NAS_5GC_AKA_Type
	AKA_5G
	AKA_5G, AKAP_EAP
	NAS 5GC Authentication type

	
	
	
	
	

	px_NAS_5GC_CipheringAlgorithm
	B4_Type
	‘0010’B
	
	NAS 5GC Ciphering Algorithm (see Note 1)

	px_NAS_5GC_IntegrityProtAlgorithm
	B4_Type
	‘0010’B
	
	NAS 5GC Integrity Algorithm (see Note 1)

	px_NAS_5GC_XRES_Length
	integer 
	16
	
	NAS 5GC XRES length, in octets, used in Authentication

	NOTE 1:
Unless specified otherwise in the test case prose, the null algorithm shall not be used for verification.


