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5
MCPTT Client Configuration
Editor's Note: Sections 5-7 are the sections intended to contain the TCs specification. The structure and content, at this moment of time, are preliminary and may change in the future.

5.1
Configuration / Authentication / User Authorisation / UE Configuration / User Profile
5.1.1
Test Purpose (TP)

(1)

with { UE (MCPTT Client) attached to EPS services }

ensure that {

  when { the MCPTT User activates an MCPTT application and requests MCPTT initialisation }

    then { UE (MCPTT Client) performs MCPTT User Authentication, key management, configuration management, group management and service authentication }

            }
5.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TR 24.980 clauses 4.2.1 and 4.3.1, TS 24.482 clause 6.2.1 and Annex A.2.1.2, TS 24.484 clauses 4.2.1, 4.2.2, 6.2.2, 6.3.1.1, 6.3.2.1, 6.3.2.2, 6.3.13.2.1 and 6.3.13.2.2, TS 24.481 clauses 6.2.2.2, 6.2.3, 6.3.3.2.1, 6.3.3.2.2 and 6.3.13.2.1, TS 24.379 clauses 7.2.1. 7.2.1A, 7.2.2 and 7.2.3. Unless otherwise stated these are Rel-13 requirements.
[TR 24.980, clause 4.2.1]
The MCPTT UE follows the SIP registration procedures defined in 3GPP TS 24.229 [4]. In addition, when the conditions for performing IMS registration in bullets 2, 3, 4, 5 and 6 in subclause L.3.1.2 of 3GPP TS 24.229 [4] evaluate to true, the MCPTT UE registers with the IMS.
[TR 24.980, clause 4.3.1]
The MCPTT UE follows the procedures defined in 3GPP TS 24.229 [4] and 3GPP TS 33.203 [7] for authentication with IMS Authentication and Key Agreement (IMS-AKA), Sec-Agree and IPSec. The MCPTT UE supports integrity protection.

[TS 24.482, clause 6.2.1]
Upon an indication from the MCPTT client to initiate MCPTT user authentication, the IdM client shall perform the user authentication procedure according to 3GPP TS 33.179 [2] with the following clarifications:

1)
shall establish a TLS tunnel to the authorisation endpoint of the IdM server as specified in 3GPP TS 33.179 [2] using the configured URL of the authorisation endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSAuthEndpoint" leaf node defined in 3GPP TS 24.383 [11] and the clarifications in annex A;

2)
shall generate an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP GET request method according to IETF RFC 2616 [4];

b)
shall include the configured parameter IdM client id as the client_id parameter specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and

NOTE 1:
The configuration of client_id is specified in 3GPP TS 24.383 [11].

c)
shall include the remaining required parameters as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and

3)
shall send the HTTP GET request method towards the IdM server.

NOTE 2:
The OpenID Connect 1.0 [6] specification allows for an alternative mechanism for sending the OIDC Authentication request message using an HTTP POST request method which can be used in place of steps 1, 2, and 3 above.

Upon receipt of an HTTP 200 (OK) response from the IdM server, the IdM client:

1)
shall prompt the MCPTT user for their username and password;

NOTE 3:
Other types of authentication are supported and are not defined by the OIDC specifications. 3GPP TS 33.179 [2] has defined username and password as a mandatory authentication method to be supported, hence a procedure to realize that method is included here.

2)
shall generate an HTTP POST request method containing the MCPTT user's username and password; and

3)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Authentication Response message, the IdM client:

1)
shall establish a TLS tunnel to the token endpoint of the IdM server as specified in 3GPP TS 33.179 [2] using the configured URL of the token endpoint of the IdM server as specified in the "/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint" leaf node defined in 3GPP TS 24.383 [11] and the clarifications in annex A;

2)
shall generate an OIDC Token Request message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP POST request method according to IETF RFC 2616 [4]; and

b)
shall include the grant_type parameter set to a value of "authorization_code" and the other required parameters in the entity body of the HTTP POST request method using the using the "application/x-www-form-urlencoded" format as specified in 3GPP TS 33.179 [2]; and

3)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Token Response message, the IdM client:

1)
shall validate the id_token, access_token and refresh token in the received OIDC Token Response message as specified in the OpenID Connect 1.0 [6] specification; and

2)
shall provide the id_token and access_token in the received OIDC Token Response message to the MCPTT client.

NOTE 4:
The method in which the IdM client provides the id_token and access_token to the MCPTT client is implementation specific.

[TS 24.482, Annex A.2.1.2]
The HTTP client in the UE shall establish a TCP connection towards the home HTTP proxy FQDN and the home HTTP proxy port, unless the specific TCP connection is to be used for the IdM client to IdM server procedures described in subclause 6.2 and subclause 6.3 in the present document, in which case the HTTP client shall establish a TCP connection towards the IdM server.

The HTTP client in the UE shall establish a TLS tunnel via the TCP connection as specified in 3GPP TS 33.179 [2]. When establishing the TLS tunnel, the HTTP client in the UE shall act as a TLS client and the UE shall perform the TLS tunnel authentication using the TLS authentication method indicated by the TLS tunnel authentication method parameter according to 3GPP TS 33.179 [2]. The UE shall use the configured TLS tunnel authentication X.509 certificate and the configured TLS tunnel authentication pre-shared key when applicable for the used TLS authentication method. In order to prevent man-in-the-middle attacks, the HTTP client in the UE shall check the home HTTP proxy FQDN against the server's identity as presented in the received server's certificate message if the TCP connection terminates on the HTTP proxy. The HTTP client in the UE shall not check the portion of dereferenced HTTP URL against the server's identity as presented in the received server's certificate message if the TCP connection terminates on the HTTP proxy, but shall do so if the TCP connection terminates on the IdM server.

NOTE:
The TLS tunnel can be terminated in the HTTP proxy (rather than in the HTTP server providing the dereferenced HTTP URL).

The HTTP client in the UE shall send and receive all HTTP messages via the TLS tunnel.

If the HTTP client in the UE has an access token of the "bearer" token type as specified in IETF RFC 6750 [14], the HTTP client in the UE shall include an Authorization header field with the "Bearer" authentication scheme as specified in IETF RFC 6750 [14] in HTTP requests.

[TS 24.484, clause 4.2.1]
In order to obtain access to the MCPTT service the MCPTT UE needs to obtain configuration data either online via the network or offline using some external device (e.g. a laptop). As part of the bootstrap process the MCPTT UE needs to discover either:

1.
the online configuration management server in the network that configures the MPCTT UE initial configuration MO and the default MCPTT user profile configuration MO, then the MCPTT UE:

a)
using the URI of the configuration management server obtained from the MPCTT UE initial configuration MO, obtains:

-
the MCPTT UE configuration document;

-
the MCPTT user profile configuration document; and

-
the MCPTT service configuration document; and

b)
using the URI of the group management server obtained from the MPCTT UE initial configuration MO obtain the MCPTT group document; or

[TS 24.484, clause 4.2.2]
The MCPTT UE contacts the identity management server using the HTTPS URI stored in the MCPTT UE initial configuration MO and performs MCPTT User authentication as specified in 3GPP TS 24.382 [6].

The MCPTT UE, using the MCPTT ID obtained during MCPTT user authentication, subscribes to the MCPTT UE configuration document, the MCPTT user profile configuration document and the MCPTT service configuration document using the procedure for subscribing to multiple documents simultaneously using the subscription proxy function specified in subclause 6.3.13.2.2(i.e., the CMS acts as a Subscription Proxy) and subscribes to the MCPTT group document using the procedure specified in 3GPP TS 24.381 [5]. If these documents have been updated since the current version stored in the MCPTT UE, then the MCPTT UE will receive a SIP NOTIFY request with an XCAP Diff document (see IETF RFC 5875 [11]), in which case the CMC updates its local document copies . Retrieval by the MCPTT UE using the notified HTTPS URI of the MCPTT group document is performed as specified in 3GPP TS 24.381 [5].

[TS 24.484, clause 6.2.2]
The CMC shall send the HTTP request over TLS connection as specified for the HTTP client in the UE in annex A of 3GPP TS 24.382 [6].
[TS 24.484, clause 6.3.1.1]
A CMC shall support subclause 6.1.1 "Document Management" of OMA OMA-TS-XDM_Core-V2_1 [2] and subclause 6.3.13.2.2 for subscribing to configuration management documents.
[TS 24.484, clause 6.3.3.2.1]
In order to retrieve a configuration management document, a GC shall send an HTTP GET request with the Request URI that references the document to be updated to the network according to procedures specified in IETF RFC 4825 [14] "Retrieve a Document".

[TS 24.484, clause 6.3.3.2.2]
In order to retrieve a configuration management document, a CMC shall perform the procedures in subclause 6.3.3.2.1 specified for GC. The CMC shall set the Request-URI of the HTTP GET request to the "CMSXCAPRootURI" configured as per 3GPP TS 24.383 [4] and include the "auid" as per the appropriate application usage in clause 7.

Subclause 7.5 specifies which configuration management documents can be retrieved from the CMS over the CSC-4 reference point.
[TS 24.484, clause 6.3.13.2.1]
This procedure enables the CMC to subscribe to notification of changes of one or more configuration management documents defined in clause 7.

This procedure enables the MCPTT server to subscribe to notification of changes of the MCPTT service configuration document.

[TS 24.484, clause 6.3.13.2.2]
In order to subscribe to Configuration management document, a CMC shall send an initial SIP SUBSCRIBE request to the network according to the UE originating procedures specified in 3GPP TS 24.229 [22] and IETF RFC 5875 [11]. In the initial SIP SUBSCRIBE request, the CMC:

a)
…
b)
if subscription to multiple documents simultaneously using the subscription proxy function is used:

1)
shall include an application/resource-lists+xml MIME body. In the application/resource-lists+xml MIME body, the CMC shall include one <entry> element for each document or element to be subscribed to, such that the "uri" attribute of the <entry> element contains a relative path reference:

A)
with the base URI being equal to the "CMSXCAPRootURI" configured in the CMC as per 3GPP TS 24.383 [4]; and

B)
with the "auid" parameter set to the appropriate application usage identifying a configuration management document as described in clause 7;

2)
shall set the Request-URI to the configured public service identity for performing subscription proxy function of the CMS;

c)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the value of the access token received during authentication procedure as described in 3GPP TS 24.382 [6];

d)
if identity hiding is required:

1)
shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [9] for MCPTT client on the application/vnd.3gpp.mcptt-info+xml MIME body and on the application/resource-lists+xml MIME body; and

2)
shall include an application/mikey MIME body with the CSK as specified in 3GPP TS 24.379 [9];

e)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [22]), in a P-Preferred-Service header field according to IETF RFC 6050 [23]; and

f)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field.

Upon receiving a SIP NOTIFY request associated with a subscription created as result of the sent initial SIP SUBSCRIBE request:

1)
if identity hiding is required, the CMC shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [9] for MCPTT client; and

2)
shall handle the SIP NOTIFY request according to IETF RFC 5875 [11].

[TS 24.481, clauses 6.2.2.2]
In order to address an existing group document defining a group ID known by GC, the GC shall set the Request-URI of an HTTP request to a XCAP URI identifying a group document addressed by a group ID as described in subclause 7.2.10.2, where the group ID is set to the group ID known by GC and where the XCAP root URI is the XCAP root URI configured in the UE.

[TS 24.481, clauses 6.2.3]
The GMC shall send the HTTP request over a TLS connection as specified for the HTTP client in the UE in annex A of 3GPP TS 24.382 [10].

The GMC shall perform the procedures in subclause 6.2.2 specified for GC.
[TS 24.481, clauses 6.3.3.2.1]

In order to retrieve a group document, a GC shall send an HTTP GET request with the Request URI that references the document to be retrieved to the network according to procedures specified in IETF RFC 4825 [22] "Fetch a Document".

[TS 24.481, clauses 6.3.3.2.2]

In order to retrieve a group document, a GMC shall perform the procedures in subclause 6.3.3.2.1 specified for GC.
[TS 24.481, clauses 6.3.13.2.1]

In order to subscribe to notification of changes of:

a)
one or more MCPTT group documents of MCPTT groups identified by MCPTT group IDs;
…
a GMC shall send an initial SIP SUBSCRIBE request to the network according to the UE originating procedures specified in 3GPP TS 24.229 [12] and IETF RFC 5875 [13]. In the initial SIP SUBSCRIBE request, the GMC:

a)
shall include an application/resource-lists+xml MIME body. In the application/resource-lists+xml MIME body, the GMC shall include one <entry> element for each document or element to be subscribed to, such that the "uri" attribute of the <entry> element:

1)
contains a relative path reference:

A)
with the base URI being equal to the XCAP root URI configured in the GMC; and

B)
identifying a group document addressed by a group ID as described in subclause 7.2.10.2 where the group ID is set to the MCPTT group ID; or

2)
contains a relative path reference:

A)
…
B)
…; and

C)
…;

b)
shall set the Request-URI to the configured public service identity for performing subscription proxy function of the GMS;

c)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the value of the access token received during authentication procedure as described in 3GPP TS 24.382 [49];

d)
if identity hiding is required:

1)
shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [5] for MCPTT client on the application/vnd.3gpp.mcptt-info+xml MIME body and on the application/resource-lists+xml MIME body; and

2)
shall include an application/mikey MIME body with the CSK as specified in 3GPP TS 24.379 [5];

e)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [12]), in a P-Preferred-Service header field according to IETF RFC 6050 [14]; and

f)
shall include the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" in the Contact header field.

Upon receiving a SIP NOTIFY request associated with a subscription created as result of the sent initial SIP SUBSCRIBE request:

1)
if identity hiding is required, the GMC shall perform the confidentiality protection procedures and integrity protection procedures defined in 3GPP TS 24.379 [5] for MCPTT client; and

2)
shall handle the SIP NOTIFY request according to IETF RFC 5875 [13].

[TS 24.379, clause 7.2.1]
When the MCPTT client performs SIP registration the MCPTT client shall perform the registration procedures as specified in 3GPP TS 24.229 [4].
The MCPTT client shall include the following media feature tags in the Contact header field of the SIP REGISTER request:

1)
the g.3gpp.mcptt media feature tag; and

2)
the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt".

…

If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has available an access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization;

4)
confidentiality protection is disabled as specified in subclause 6.6.2.3.1; and

5)
integrity protection is disabled as specified in subclause 6.6.3.3.1;
then the MCPTT client shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures, in the SIP REGISTER request.

NOTE 2:
the access-token contains the MCPTT ID of the user.
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has an available access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization; and

4)
either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1;

then the MCPTT client:

1)
…;

2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall encrypt the received access-token using the client server key (CSK) and shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures; and
4)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.6.3.3.3.
[TS 24.379, clause 7.2.1A]

This procedure is only referenced from other procedures.

When populating the SIP PUBLISH request, the MCPTT client shall:

1)
shall set the Request-URI to the public service identity identifying the participating MCPTT function serving the MCPTT user;

2)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9];

3)
shall set the Event header field to the "poc-settings" value; and

4)
shall set the Expires header field according to IETF RFC 3903 [37], to 4294967295, if the MCPTT user is not removing the MCPTT service settings, otherwise to remove the MCPTT service settings the MCPTT client shall set the Expires header field to zero.

[TS 24.379, clause 7.2.2]

If based on implementation the MCPTT client decides to use SIP PUBLISH for MCPTT server settings to also perform service authorization and

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49]; and

2)
has available an access-token;

then the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1 and integrity protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures;

3)
if either confidentiality protection is enabled as specified in subclause 6.6.2.3.1 or integrity protection is enabled as specified in subclause 6.6.3.3.1 shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request;

4)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request an application/vnd.3gpp.mcptt-info+xml MIME body with:
a)
the <mcptt-access-token> element set to the received access-token encrypted using the client server key (CSK), as specified in subclause 6.6.2.3.3; and

b)
the <mcptt-client-id> element set to the encrypted MCPTT client ID of the originating MCPTT client, as specified in subclause 6.6.2.3.3;

5)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:

a)
the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request; and

b)
the <mcptt-client-id> element set to the value of the MCPTT client ID of the originating MCPTT client;
6)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
7)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].

[TS 24.379, clause 7.2.3]
To set, update, remove or refresh the MCPTT service settings, the MCPTT client shall generate a SIP PUBLISH request according 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 4354 [55]. In the SIP PUBLISH request, the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is enabled as specified in subclause 6.6.2.3.1, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with:
a)
the <mcptt-request-uri> element set to the targeted MCPTT ID encrypted using the client server key (CSK), as specified in subclause 6.6.2.3.3; and

b)
the <mcptt-client-id> element set to the encrypted MCPTT client ID of the originating MCPTT client, as specified in subclause 6.6.2.3.3;
3)
if confidentiality protection is disabled as specified in subclause 6.6.2.3.1, shall include an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with:

a)
the <mcptt-request-uri> set to the cleartext targeted MCPTT ID; and

b)
the <mcptt-client-id> element set to the value of the MCPTT client ID of the originating MCPTT client;
4)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting in the <am-settings> element of the poc-settings event package set to the current answer mode setting ("auto-answer" or "manual-answer") of the MCPTT client according to IETF RFC 4354 [55]; and
5)
if integrity protection is enabled as specified in subclause 6.6.3.3.1, shall use the CSK to integrity protect the application/vnd.3gpp.mcptt-info+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.6.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].

On receiving the SIP 200 (OK) response to the SIP PUBLISH request the MCPTT client may indicate to the MCPTT User the successful communication of the MCPTT service settings to the MCPTT server.
5.1.3
Test description

5.1.3.1
Pre-test conditions

System Simulator

-
SS (MCPTT server).
UE

-
The MCPTT client is attached to EPS services.
Table 5.1.3.1-1: UE configuration (MO parameters)
	MO parameter
	Value

	/<x>/OnNetwork/GMSURI
	TBD

	/<x>/OnNetwork/GMSXCAPRootURI
	TBD

	/<x>/OnNetwork/CMSXCAPRootURI
	TBD

	/<x>/OnNetwork/HPLMN/PLMN
	TBD

	/<x>/OnNetwork/HPLMN/Service/MCPTTToConRef/<x>/ConRef
	TBD

	/<x>/OnNetwork/HPLMN/Service/MCCommonCoreToConRef/<x>/ConRef
	TBD

	/<x>/OnNetwork/HPLMN/Service/MCIDMToConRef/<x>/ConRef
	TBD

	/<x>/OnNetwork/AppServerInfo/IDMSAuthEndpoint
	TBD

	/<x>/OnNetwork/AppServerInfo/IDMSTokenEndpoint
	TBD

	/<x>/OnNetwork/AppServerInfo/GMS
	TBD

	/<x>/OnNetwork/AppServerInfo/CMS
	TBD

	/<x>/OnNetwork/AppServerInfo/KMS
	TBD


Preamble

-
The UE is in E-UTRA Registered, Idle Mode state.

5.1.3.2
Test procedure sequence

Table 5.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	A1
	UE (MCPTT Client) establishes a secure TLS tunnel with the SS [IdMS Auth endpoint]. 
Editor’s Note: The exact message order or potential parallel for key management, registration and the retrieval of the configuration documents (groups of steps A, B, C, D, E, F) is tbd. There are also different options for including the token. Hence exact step numbering is TBD.
	-
	-
	-
	-

	A2
	UE sends an OpenID Connect Authentication Request to the SS.
	-->
	OIDC Authentication Request
	-
	-

	A3
	The SS replies to the OIDC Authentication Request message with an HTTP 20  (OK)
Editor’s Note: How to configure the parameters for TLS for the HTTP connections may need to be clarified. 
	<--
	HTTP 200 (OK)
	-
	-

	A4
	User authentication is performed.

NOTE: This is expected to be done via a suitable implementation dependent MMI and does not trigger message. 
	
	
	-
	-

	A5
	The UE sends an HTTP POST Request message to the SS containing user name and password over the TLS connection established to the IdMS Auth endpoint.
	-->
	HTTP POST Request
	-
	-

	A6
	The SS sends an OpenID Connect Authentication Response to the UE containing an authorization code.
	<--
	OIDC Authentication Response [HTTP 302 (Found)]
	-
	-

	A7
	UE (MCPTT Client) establishes a secure TLS tunnel with the SS [IdMS Token endpoint].
Editor’s Note: Exact message(s) is/are TBD.
	-
	-
	-
	-

	A8
	Check: Does the UE send an OpenID Connect Token Request to the SS, passing the authorization code over the TLS connection established to the IdMS Token endpoint.
	-->
	OIDC Token Request
	1
	P

	A9
	The SS sends an OpenID Connect Token Response to the UE containing an id_token and an access token which identify the user of the MCPTT service.
NOTE: The access_token is used by the UE to communicate the identity of the MCPTT user to the MCPTT server. 
	<--
	OIDC Token Response [HTTP 200 (OK)]
	-
	-

	B1
	UE sends a SIP Register message to the SS.
Editor’s Note: Need to determine whether the integrity protection and the confidentiality protection are enabled, and whether the UE knows this when it first IMS registers (IMS Registration is required in order to subscribe to obtain the configuration management documents that indicate whether these protections are enabled).
	-->
	SIP REGISTER
	-
	-

	B2
	The SS sends a SIP Auth_Challenge message to UE that includes parameters IMPI, RAND and AUTN.
	<--
	SIP Auth_Challenge
	-
	-

	B3
	UE verifies Authentication and generates Keys and RES. Check: Does the UE send SIP REGISTER message that includes parameters IMPI, RES and Access Token ?
	-->
	SIP REGISTER
	1
	P

	B4
	The SS sends SIP Auth_OK message
NOTE: 3rd party registration mechanism is used by the SS to obtain the Access token if included. The SS then validates the access token and binds the IMPU and MCPTT ID.
	<--
	SIP Auth OK
	-
	-

	C1
	UE establishes a secure HTTP tunnel using HTTPS between the UE (HTTP client) and the SS.
NOTE: This secure tunnel is also used for HTTP requests in steps D and E.
Editor’s note: It is FFS whether the communication of key management server needs to take place before the SIP Registration in order to obtain the keys for the confidentiality and integrity protection.
	-
	-
	-
	-

	C2
	Check: Does the UE present an access token to the SS over HTTP ?
	-->
	HTTP GET
	1
	P

	C3
	The SS authorizes the user for key management services and replies to the UE with identity specific key information.
	<--
	HTTP 200 (OK)
	-
	-

	D1
	The UE (Configuration Management Client) sends a SIP SUBSCRIBE to the SS containing the access token and a resource list mine body containing a list of the following documents: MCPTT UE Configuration document, MCPTT User Profile Configuration Document, and the MCPTT Service configuration document. The base URI of each list entry is set to the CMS XCAP-ROOT-URI, and the AUID is set to the application usage of the specific document.
	-->
	SIP SUBSCRIBE
	-
	-

	D2
	The SS sends a SIP 200 (OK) message to the UE.
	<--
	SIP 200 (OK)
	-
	-

	D3
	The SS authorizes the user and sends a SIP NOTIFY message to the UE that contains the XCAP-URI of the documents.
	<--
	SIP NOTIFY
	-
	-

	D4
	The UE sends a SIP 200 (OK) message to the SS.
	-->
	SIP 200 (OK)
	-
	-

	D5
	The UE sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT UE Configuration document.
	-->
	HTTP GET
	-
	-

	D6
	The SS authorizes the user and sends the HTTP 200 (OK) message including the MCPTT UE Configuration Document.
	<--
	HTTP 200 (OK)
	-
	-

	D7
	The UE sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the MCPTT User Profile Configuration Document.
	-->
	HTTP GET
	-
	-

	D8
	The SS authorizes the user and sends the HTTP 200 (OK) message including the MCPTT User Profile Configuration Document.
	<--
	HTTP 200 (OK)
	-
	-

	D9
	Check: Does the UE sends an HTTP GET Request message to the SS, that contains the access token and the XCAP-URI of the MCPTT Service Configuration Document ?
	-->
	HTTP GET
	1
	P

	D10
	The SS authorizes the user and sends the HTTP 200 (OK) message including the MCPTT Service Configuration Document.
	<--
	HTTP 200 (OK)
	-
	-

	E1
	The UE (Group Management Client) sends a SIP SUBSCRIBE to the SS, containing the access token and a resource list mine body and a list of the Groups to be obtained. The base URI of each list entry is set to the GMS XCAP-ROOT-URI, and the MCPTT group ID identifies a group document.
	-->
	SIP SUBSCRIBE
	-
	-

	E2
	The SS sends a SIP 200 (OK) message to the UE.
	<--
	SIP 200 (OK)
	-
	-

	E3
	The SS authorizes the user and sends a SIP NOTIFY message to the UE that contains the XCAP-URI of the Group documents.
	<--
	SIP NOTIFY
	-
	-

	E4
	The UE sends a SIP 200 (OK) message to the UE.
	-->
	SIP 200 (OK)
	-
	-

	E5
	Check: Does the UE sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the Group document ‘MCPTT UE Configuration document’?
	-->
	HTTP GET
	1
	P

	E6
	The SS authorizes the user and sends the HTTP 200 (OK) message including the Group Document ‘MCPTT UE Configuration document’. 
	<--
	HTTP 200 (OK)
	-
	-

	E7
	Check: Does the UE sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the Group document ‘MCPTT User Profile Configuration Document’?
	-->
	HTTP GET
	1
	P

	E8
	The SS authorizes the user and sends the HTTP 200 (OK) message including the Group Document ‘MCPTT User Profile Configuration Document’. 
	<--
	HTTP 200 (OK)
	-
	-

	E9
	Check: Does the UE sends an HTTP GET Request message to the SS that contains the access token and the XCAP-URI of the Group document ‘MCPTT Service configuration document’?
	-->
	HTTP GET
	1
	P

	E10
	The SS authorizes the user and sends the HTTP 200 (OK) message including the Group Document ‘MCPTT Service configuration document’. 
	<--
	HTTP 200 (OK)
	-
	-

	F1
	Check: Does the UE sends the SIP PUBLISH message to the SS including the IMPU and Answer-mode indication, and including the access token if not previously included in the SIP REGISTER request message ?
	-->
	SIP PUBLISH
	1
	P

	F2
	The SS, if an access token was included, validates the access token and binds the IMPU and MCPTT ID, stores the MCPTT service setting including the answer-mode indication and sends a SIP 200 (OK) message to the UE.
	<--
	SIP 200 (OK)
	-
	-


5.1.3.3
Specific message contents

Table 5.1.3.3-1: SIP REGISTER (Steps B1 and B3, Table 5.1.3.2-1)

	Header/param
	Cond
	Value/remark
	Rel
	Reference

	Request-Line
	
	
	
	RFC 3261 [15]

	
Method
	
	REGISTER 
	
	

	
Request-URI
	
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or

SIP URI formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
	
	
	
	

	
SIP-Version
	
	SIP/2.0
	
	

	Route 
	
	not present
	
	RFC 3261 [15]

	Via 
	
	
	
	RFC 3261 [15]
RFC 3581 [96]

	
sent-protocol
	
	SIP/2.0/UDP (when using UDP) or

SIP/2.0/TCP (when using TCP)
	
	

	
sent-by
	A1, A3
	IP address or FQDN, port (optional) and not checked 
	
	

	
sent-by
	A2
	IP address or FQDN and , when using UDP, protected server port of the UE
	
	

	
via-branch
	
	value starting with ‘z9hG4bK’
	
	

	
response-port
	A1, A3
	rport (when using UDP)
	
	

	From
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	any IMPU within the set of IMPUs on ISIM (when using ISIM; NOTE 2) or

public user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
addr-spec
	A2
	same public user identity as in initial REGISTER
	
	

	
addr-spec
	A3
	public user identity derived from IMSI
	
	

	
	
	
	
	

	
	
	
	
	

	
tag
	
	must be present, value not checked
	
	

	To
	
	
	
	RFC 3261 [15]

	
addr-spec
	A1
	any IMPU within the set of IMPUs on ISIM (when using ISIM; NOTE 2) or

public user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
addr-spec
	A2
	same public user identity as in initial REGISTER
	
	

	
addr-spec
	A3
	public user identity derived from IMSI
	
	

	
tag
	
	not present
	
	

	Contact
	
	
	
	RFC 3261 [15]
RFC 5627 [61]

	
addr-spec
	A1, A3
	SIP URI with IP address or FQDN and indicating either an unprotected port selected by the UE or no port at all. 
	
	

	
addr-spec
	A2
	SIP URI with IP address or FQDN and protected server port of UE.
	
	

	
c-p-instance
	A4
	+sip.instance="<urn:gsma:imei: (gsma-specifier-defined-substring)>”

where gsma-specifier-defined-substring shall be the IMEI code of the UE, coded as specified in RFC 7254 [122], without optional parameters
	Rel-10
	RFC 7254 [122]

	
expires
	
	600000 (if present)
	
	

	Expires
	
	present if no expires parameter in Contact header
	
	RFC 3261 [15]

	
delta-seconds
	
	600000
	
	

	Require
	A1, A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Proxy-Require
	A1, A2
	
	
	RFC 3261 [15]
RFC 3329 [21]

	
option-tag
	
	sec-agree
	
	

	Supported
	
	
	
	RFC 3261 [15] 

TS 24.229 [10]



	
option-tag
	A4
	Gruu
	
	

	
option-tag
	
	Path
	
	

	CSeq
	
	
	
	RFC 3261 [15]

	
value
	A1, A3
	must be present, value not checked
	
	

	
value
	A2
	must be incremented from the previous REGISTER
	
	

	
method
	
	REGISTER
	
	

	Call-ID
	
	
	
	RFC 3261 [15]

	
callid
	
	value not checked
	
	

	Security-Client
	A1, A2
	
	
	RFC 3329 [21]
RFC 4835 [124]

	
	
	
	
	

	
mechanism-name
	
	ipsec-3gpp
	
	

	
algorithm
	
	hmac-sha-1-96
	
	

	
protocol
	
	esp (if present)
	
	

	
mode
	
	trans (if present)
	
	

	
encrypt-algorithm
	
	des-ede3-cbc or aes-cbc or null
	
	

	
spi-c
	
	SPI number of the inbound SA at the protected client port
	
	

	
spi-s
	
	SPI number of the inbound SA at the protected server port
	
	

	
port-c
	
	protected client port
	
	

	
port-s
	
	protected server port
	
	

	Security-Verify
	A2
	
	
	RFC 3329 [21]

	
sec-mechanism
	A2
	same value as Security Server header sent by SS
	
	

	Security-Verify
	A1, A3
	not present
	
	

	Authorization
	A1
	Digest
	
	RFC 2617 [16]

RFC 3310 [17]

	
username
	A1
	private user identity as stored in EFIMPI (when using ISIM) or

private user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
realm
	A1
	home domain name as stored in EFDOMAIN (when using ISIM) or

home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
nonce
	A1
	set to an empty value
	
	

	
digest-uri
	A1
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
response
	A1
	set to an empty value
	
	

	Authorization
	A2
	Digest
	
	RFC 2617 [16]

RFC 3310 [17]

	
username
	A2
	private user identity as stored in EFIMPI (when using ISIM) or

private user identity derived from IMSI (when no ISIM available on the UICC)
	
	

	
	
	
	
	

	
realm
	A2
	same value as received in the realm directive in the WWW Authenticate header sent by SS
	
	

	
nonce
	A2
	same value as in WWW-Authenticate header sent by SS
	
	

	
opaque
	A2
	same value as sent by the server in “401 Unauthorized for REGISTER”
	
	

	
digest-uri
	A2
	SIP URI formed from home domain name as stored in EFDOMAIN (when using ISIM) or formed from home domain name derived from the IMSI (when no ISIM available on the UICC)
	
	

	
	
	
	
	

	
qop-value
	A2
	auth
	
	

	
cnonce-value
	A2
	value assigned by UE affecting the response calculation
	
	

	
nonce-count
	A2
	counter to indicate how many times UE has sent the same value of nonce within successive REGISTERs, initial value shall be 1
	
	

	
response
	A2
	response calculated by UE
	
	

	
	
	
	
	

	
algorithm
	A2
	AKAv1-MD5
	
	

	
	
	
	
	

	Max-Forwards
	
	
	
	RFC 3261 [15]

	
value
	
	non-zero value
	
	

	P-Access-Network-Info
	A2 
	
	
	RFC 7315 [132]

	
access-net-spec
	A2
	access network technology and, if applicable, the cell ID
	
	

	
	
	
	
	

	Content-Length
	
	header shall be present if the Authorization Token is present (there is a message-body)
	
	RFC 3261 [15]

	
value
	
	length of request body, if such is present
	
	


	Condition
	Explanation

	A1
	Initial unprotected REGISTER (IMS security, A.6a/2 3GPP TS 34.229-2 [5])

	A2
	Subsequent REGISTER sent over security associations (IMS security, A.6a/2 3GPP TS 34.229-2 [5]) 

	A3
	REGISTER for the case UE supports GIBA (A.6a/1 3GPP TS 34.229-2 [5])

	A4
	obtaining and using GRUUs in the Session Initiation Protocol (SIP) (A.4/53 3GPP TS 34.229-2 [5]). Mandatory from Rel-10 onwards.


NOTE 1:
All choices for applicable conditions are described for each header.

NOTE 2:
Public user identity shall be the same for ‘From’ and ‘To’.

Editor’s Note: Additional default messages are TBD.
5.2
MCPTT Client Pre-established Session

FFS
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