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9.2.3.3.1
First Iu mode to S1 mode inter-system change after attach
9.2.3.3.1.1
Test Purpose (TP)

(1)

with { the UE is powered on in UTRAN with a USIM containing valid EPS identities and EPS security context and has attached in UTRAN and activated a PDP context  }

ensure that {

  when { the UE reselects a E-UTRAN cell }

    then { the UE  transmits a TRACKING AREA UPDATE REQUEST message including eKSI stored in the USIM, old GUTI mapped from RAI and P-TMSI, GPRS ciphering sequence number, nonceUE and the UE radio capability information update needed IE, the message is integrity protected using the EPS security context stored in the USIM and encapsulated in an RRCConnectionSetupComplete message with registeredMME set to the MME part of the mapped GUTI }

(2)

with { the UE has performed a TAU procedure in EUTRAN after initial registration at power on in UTRAN  }

ensure that {

  when { the UE reselects a UTRAN cell }

    then { the UE transmits a ROUTING AREA UPDATE REQUEST message including P-TMSI and P-TMSI signature mapped from GUTI, previously allocated P-TMSI as additional mobile identity, RAI where P-TMSI was allocated as additional old routing area identification, eKSI allocated in UTRAN as GPRS ciphering key sequence number, the message is encapsulated in an INITIAL DIRECT TRANSFER message including IDNSS mapped from P-TMSI }

(3)

with { the UE has performed a TAU procedure in EUTRAN after initial registration at power on in UTRAN and has transmitted a ROUTING AREA UPDATE REQUEST message and received an AUTHENTICATION AND CIPHERING REQUSET message }

ensure that {

  when { the UE receives a SECURITY MODE COMMAND message }

    then { the UE transmits a SECURITY MODE COMPLETE and starts performing ciphering an integrity protection using new CK and IK }

(4)

with { the UE has performed initial registration at power on in UTRAN and has EPS security context }

ensure that {

  when { UE performs a TAU procedure in E-UTRAN }

    then { the UE starts performing ciphering an integrity protection using EPS security context }

NOTE:
ISR considered not in the scope of this test case, so it is never activated.

9.2.3.3.1.2
Conformance requirements

<<Unchanged text skipped>>
9.2.3.3.1.3
Test description

9.2.3.3.1.3.1
Pre-test conditions

System Simulator:

-
cell A, cell B and cell 5 (UTRA cell in LAI-1/RAI-1);

-
cell 5 is configured as Serving cell, cell A as Non-Suitable cell. 

-
System information combination 4 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.

NOTE:
For Cell 5, power levels are defined in TS 34.108 subclause 6.1.5 (FDD) or 6.1.6 (TDD).

UE:

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell B using default message contents according to TS 36.508 [18].

NOTE:
Cell B belongs to TAI-2 (unlike cell A).

Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.2.3.3.1.3.2
Test procedure sequence

Table 9.2.3.3.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message on Cell 5
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION AND CIPHERING REQUEST message.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	-
	-

	5
	Void
	-
	-
	-
	-

	6
	Void
	-
	-
	-
	-

	7
	Void
	-
	-
	-
	-

	8
	SS responds with ATTACH ACCEPT message including P-TMSI-1 and RAI-1.
	<--
	ATTACH ACCEPT
	-
	-

	9
	The UE transmits an ATTACH COMPLETE message.
	-->
	ATTACH COMPLETE
	-
	-

	10
	The activation of a PDP context is triggered by MMI or AT command.
	-
	-
	-
	-

	11
	Void
	-
	-
	-
	-

	12
	The SS establishes a radio bearer associated with the requested PDP context.
	-
	-
	-
	-

	13
	The SS releases the RRC connection.
	-
	-
	-
	-

	14
	Cell A is configured as the Serving Cell, Cell 5 is configured as a Suitable Neighbour Cell.
	-
	-
	-
	-

	15
	Check: Does the UE transmit an RRCConnectionRequest with the InitialUE-Identity set to “randomValue” and the establishmentcause set to MO-signalling?
	-
	-
	1
	P

	16
	The SS responds with RRCConnectionSetup.
	-
	-
	
	

	17
	Check: Does the UE transmit an RRCConnectionSetupComplete message with the mmegi and mmec are set to the values derived from the mapped RAI and P-TMSI, and containing a TRACKING AREA UPDATE REQUEST message as described in the specific message contents?

Check2: Does the UE transmit a TRACKING AREA UPDATE REQUEST message integrity protected using IK derived from KASME?
	-->
	TRACKING AREA UPDATE REQUEST
	1, 4 
	P

	18
	The SS responds with a TRACKING AREA UPDATE ACCEPT allocating a new GUTI and TAI list. This message is ciphered and integrity protected using CK and IK derived from KASME.
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	18A
	Check: Does the UE transmit a TRACKING AREA UPDATE COMPLETE message ciphered and integrity protected using CK and IK derived from KASME.
	-->
	TRACKING AREA UPDATE COMPLETE
	4
	P

	19
	The SS releases the RRC connection
	-
	-
	-
	-

	20
	Void
	-
	-
	-
	-

	21
	Cell 5 is configured as the Serving Cell and Cell A is configured as a Non-Suitable Cell as defined in table 6.2.2.1-1 of TS 36.508 [18].
	-
	-
	-
	-

	22
	Void
	-
	-
	-
	-

	23
	Check: Does the UE transmit   a ROUTING AREA UPDATE REQUEST message as specified in the specific message contents included in an INITIAL DIRECTE TRANSFER message with intraDomainNasNodeSelector mapped from GUTI allocated in step 18?
	-->
	ROUTING AREA UPDATE REQUEST
	2
	P

	23AA
	The SS sends an AUTHENTICATION AND CIPHERING REQUEST message to perform a UMTS AKA procedure.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	-
	-

	23AB
	The UE sends an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	-
	-

	23A
	The SS sends a SECURITY MODE COMMAND message to activate integrity protection and ciphering. This message is integrity protected using new IK.
	-
	-
	-
	-

	23B
	Check: Does the UE transmit a SECURITY MODE COMPLETE message integrity protected using new IK?
	-
	-
	3
	P

	24
	The SS transmits a ROUTING AREA UPDATE ACCEPT message (no new P-TMSI nor RAI). This message is ciphered and integrity protected using CK and IK derived at step 23AA.
	<--
	ROUTING AREA UPDATE ACCEPT 
	-
	-

	25
	After the activation time indicated at step 23A, the SS transmits a UE CAPABILITY ENQUIRY message requesting the UE UTRAN capability. This message is ciphered and integrity protected using CK and IK derived at step 23AA.
	-
	-
	-
	-

	26
	Check: Does the UE transmit a UE CAPABILITY INFORMATION message?

Note: the purpose of this message is to show that the UE uses CK and IK derived at step 23AA, and not the CK and IK allocated at step 4.
	-
	-
	3
	P

	27
	The SS transmits a UE CAPABILITY INFORMATION CONFIRM message.
	-
	-
	-
	-

	28
	The SS releases the RRC connection
	-
	-
	-
	-


<<Unchanged text skipped>>
9.2.3.3.4
First S1 mode to Iu mode inter-system change after attach

9.2.3.3.4.1
Test Purpose (TP)

(1)

with { the UE powered on in E-UTRAN with a USIM containing valid E-UTRAN NAS and Security parameters including a valid GUTI, and has successfully performed a combined EPS/IMSI attach or EPS only attach, established PDN connectivity, and performed TRACKING AREA UPDATE REQUEST  }

ensure that {

  when { the UE reselects UTRAN configured in MNO=II and TIN is set to the temporary ID belonging to the currently used RAT (i.e. ISR not active) }

    then { the UE transmits a LOCATION UPDATING REQUEST to the MSC/VLR and derives the IDNNS from the MSC/VLR TMSI, and transmits a ROUTING AREA UPDATE REQUEST message including P-TMSI, P-TMSI signature including the NAS token, and RAI mapped from GUTI, the old routing area identification mapped from the RAI, the GPRS ciphering key sequence number indicating the eKSI associated with the EPS security context. Old P-TMSI signature and Old routing area identification are mapped from the GUTI. The message is encapsulated in an INITIAL DIRECT TRANSFER message including IDNSS mapped from GUTI, START value set to 0 and PLMN identity }

(2)

with { the UE camped on E-UTRAN and has a valid GUTI and P-TMSI }

ensure that {

  when { the UE reselects UTRAN and receives a new P-TMSI as part of the RAU procedure }

    then { the UE uses the new P-TMSI (and not GUTI or old P-TMSI) for subsequent IDNNS network access (e.g. via the Service Request procedure }

           }

(3)

with { the UE has performed a RAU procedure in UTRAN after initial registration at power on in E-UTRAN  }

ensure that {

  when { the UE reselects a E-UTRAN cell with the same LA as previously selected}

    then { the UE transmits a TRACKING AREA UPDATE REQUEST message including eKSI stored in the USIM, old GUTI mapped from RAI and P-TMSI, GPRS ciphering sequence number, nonceUE. The UE encodes the RRC parameters in the RRC Connection Establishment messages correctly (i.e. in the RRCConnectionRequest message, the ue-Identity is set to s-TMSI or "Random value” for pre-Rel-12 UE, or set to randomValue from Rel-12 and onwards UE. The establishmentcause is set to MO-signalling; and, in the RRCConnectionSetupComplete message the selectedPLMN-identity, mmegi and mmec indicate the value of the registered MME when ue-Identity is set to randomValue (e.g. as retrieved from the USIM at power-on, or, as received in the last TRACKING AREA UPDATE ACCEPT message) }

           }

(4)

with { the UE has transmitted a ROUTING AREA UPDATE REQUEST message after initial registration at power on in E-UTRAN }

ensure that {

  when { the UE receives a SECURITY MODE COMMAND message }

    then { the UE transmits a SECURITY MODE COMPLETE and starts performing ciphering an integrity protection using CK' and IK' derived from KASME and UL NAS COUNT }

(5)

with { the UE has received an AUTHENTICATION AND CIPHERING REQUSET message after it has performed ciphering an integrity protection using CK' and IK' derived from KASME and UL NAS COUNT }

ensure that {

  when { the UE receives a SECURITY MODE COMMAND message }

    then { the UE transmits a SECURITY MODE COMPLETE and starts performing ciphering an integrity protection using new CK and IK }

NOTE:
ISR considered not in the scope of this test case, so it is never activated.

9.2.3.3.4.2
Conformance requirements

<<Unchanged text skipped>>
9.2.3.3.4.3
Test description

9.2.3.3.4.3.1
Pre-test conditions

System Simulator:

-
cell A is configured as Serving cell, cell 5 as Non-Suitable cell;

-
cell 5 (belongs to LAI-2) is operating in network operation mode II (No Gs interface present);

-
cell A has the absolute priorities set to LTE.

-
System information combination 4 as defined in TS 36.508[18] clause 4.4.3.1 is used in E-UTRA cells.

NOTE:
For cell 5, power levels are defined in TS 34.108 subclause 6.1.5 (FDD) or 6.1.6 (TDD).

UE:

· the UE is previously registered on UTRAN, and when on UTRAN, the UE is last registered on cell 5 using default message contents according to TS 36.508 [18].

Preamble:

-
the UE is in state Registered Idle Mode (state 2) in cell A according to TS 36.508 [18].

9.2.3.3.4.3.2
Test procedure sequence

Table 9.2.3.3.4.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U – S
	Message
	
	

	1
	The signal strength of Cell 5 is raised to that of the Serving Cell and that of Cell A is lowered to that of a non-Suitable Neighbour Cell as defined in table 6.2.2.1-1 of TS 36.508 [18].
	-
	-
	-
	-

	2
	Void
	-
	-
	-
	-

	3
	Void
	-
	-
	-
	-

	4
	Void
	-
	-
	-
	-

	-
	EXCEPTION: The behaviour in table 9.2.3.3.4.3.2-2 occurs in parallel with step 5
	-
	-
	-
	-

	5
	Check: Does the UE transmit a ROUTING AREA UPDATE REQUEST message on Cell 5 as specified in the specific message contents included in an INITIAL DIRECT TRANSFER message with intraDomainNasNodeSelector mapped from GUTI-1?
	-->
	ROUTING AREA UPDATE REQUEST
	1
	P

	5A
	The SS sends a SECURITY MODE COMMAND message to activate integrity protection and ciphering. This message is integrity protected using IK' derived from KASME and UL NAS COUNT.
	-
	-
	-
	-

	5B
	Check: Does the UE transmit a SECURITY MODE COMPLETE message integrity protected using IK' derived from KASME and UL NAS COUNT?
	-
	-
	4
	P

	6
	The SS transmits a ROUTING AREA UPDATE ACCEPT message with Update result = "RA updated” and new P-TMSI allocated with a different NRI (=IDNNS) to that in the GUTI and the P-TMSI that was stored on the USIM. This message is ciphered and integrity protected using CK' and IK' derived from KASME and UL NAS COUNT.
	<--
	ROUTING AREA UPDATE ACCEPT
	-
	-

	7
	Check: Does the UE transmit a ROUTING AREA UPDATE COMPLETE message ciphered and integrity protected using CK' and IK' derived from KASME and UL NAS COUNT?
	-->
	ROUTING AREA UPDATE COMPLETE
	4
	P

	8
	The SS releases the RRC connection
	-
	-
	-
	-

	9
	The SS transmits Paging with new P-TMSI allocated in step 6 on cell 5 
	<--
	Page
	-
	-

	10
	Check: Does the UE send a Service Request to access the PS domain using IDNNS mapped from the P-TMSI allocated in step 6?
	-->
	SERVICE REQUEST
	2
	P

	10A
	The SS sends an AUTHENTICATION AND CIPHERING REQUEST message to perform a UMTS AKA procedure.
	<--
	AUTHENTICATION AND CIPHERING REQUEST
	-
	-

	10B
	The UE sends an AUTHENTICATION AND CIPHERING RESPONSE message.
	-->
	AUTHENTICATION AND CIPHERING RESPONSE
	-
	-

	11
	The SS sends a SECURITY MODE COMMAND message to activate integrity protection and ciphering. This message is integrity protected using new IK.
	-
	-
	-
	-

	11A
	Check: Does the UE transmit a SECURITY MODE COMPLETE message integrity protected using new IK?
	-
	-
	5
	-

	11B
	The SS transmits a UE CAPABILITY ENQUIRY message requesting the UE UTRAN capability. This message is ciphered and integrity protected using new CK and IK.

Check: Does the UE transmit a UE CAPABILITY INFORMATION message?

Note: the purpose of this message is to show that the UE uses new CK and IK, and not CK' and IK' used in step 7.
	-
	-
	5
	P

	11C
	SS transmits a UE CAPABILITY INFORMATION CONFIRM message
	<--
	UE CAPABILITY INFORMATION CONFIRM
	-
	-

	12
	The SS releases the RRC connection
	-
	-
	-
	-

	12A
	Cell A is configured as the Serving cell and cell 5 is configured as a Suitable Neighbour Cell.
	-
	-
	-
	-

	12 B
	Check: Does the UE transmit an RRCConnectionRequest with the ue-Identity set for pre-Rel-12 UE to s-TMSI or "random value”, and for Rel-12 and onwards UE set to randomValue, the establishmentcause set to MO-signalling?
	-->
	RRCConnectionRequest
	3
	P

	13
	The SS responds with RRCConnectionSetup.
	<--
	RRCConnectionSetup
	-
	-

	14
	Check: Does the UE transmit an RRCConnectionSetupComplete message with the mmegi and mmec set to the values derived from the mapped RAI and P-TMSI and with the gummei type set to mapped when randomValue is incuded in step 12B, otherwise without the registeredMME incuded, and containing a TRACKING AREA UPDATE REQUEST message?
	-->
	RRCConnectionSetupComplete (TRACKING AREA UPDATE REQUEST)
	3
	P

	15
	The SS responds with a TRACKING AREA UPDATE ACCEPT message
	<--
	TRACKING AREA UPDATE ACCEPT
	-
	-

	15A
	UE transmits a TRACKING AREA UPDATE COMPLETE message
	-->
	TRACKING AREA UPDATE COMPLETE
	-
	-

	16
	The SS releases the RRC connection.
	-
	-
	-
	-
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