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1		Introduction
[bookmark: _Toc449541143][bookmark: _GoBack]RAN2 agreed to limit the maximum data rate per UE for integrity protection of DRBs as a Rel-15 UE capability, and sent LS to SA2/SA3/CT1/RAN3 [1]. CT1 replied that it is up to SA2, and willing to incorporate into NAS signalling as RAN2 suggested if required [2]. SA2 also replied that 5GC cannot enforce this new limit because of the possibility that each PDU session is served by different SMFs [3] (thus should be enforced by NG-RAN). SA3 also confirmed that this new capability needs at least integrity protected, so should be part of NAS signalling [4]. 
After these multiple LSes had been communicated between RAN2/SA2/SA3/CT1 over several meetings, the last SA2#127bis finally progressed on how to support the maximum supported IP data rate in their stage-2 specs [5][6]. The relevant section of the latest TS 23.501 [7] is captured in Annex with highlights on parts impacting RAN3. Following these updates from SA2, this contribution further proposes changes on RAN3 interfaces.
2		Discussion
In TS 23.501 [7] and TS 23.502 [8], it is described that the UE provides its maximum supported IP data rate value in 5GSM Capability IE, included in each NAS PDU session establishment request. When establishing a PDU session (or at activation of the user plane of a PDU session), SMF decides whether to integrity protect the user plane, and if it is decided to be “Required” or “Preferred”, SMF provides the value of this maximum supported IP data rate (provided by the UE as part of the 5GSM capability IE) to NG-RAN together with the User Plane Security Enforcement information. The User Plane Security Enforcement information and the maximum supported IP data rate are also communicated from source to target NG-RAN node at handover.
From these descriptions, we can first observe that the maximum supported IP data rate is provided to NG-RAN only when the integrity protection of a PDU session is set to either “Required” or “Preferred”.
Observation 1. The maximum supported IP data rate is provided to NG-RAN only when the integrity protection of a PDU session is set to either “Required” or “Preferred”.
Moreover, we can also observe that this data rate value is moving together with UP Security Enforcement information, which is currently defined as Security Indication IE in NGAP [9], XnAP [10], E1AP [11]. This Security Indication IE is per PDU session information provided from SMF to NG-RAN whether to activate integrity protection or ciphering or not for all DRBs of that PDU session (see its tabular below).
Observation 2. The maximum supported IP data rate moves together with Security Indication IE defined in NGAP, XnAP, and E1AP which tells NG-RAN whether to activate integrity protection or ciphering for the associated PDU session.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	[bookmark: OLE_LINK140][bookmark: OLE_LINK141]ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.


Note that this Security Indication IE has been already addressed into relevant messages on NGAP, XnAP, and E1AP for the support of the standalone operation and MR-DC with 5GC. The following tables summarizes the usage of this IE in NGAP, XnAP, and E1AP.
	Security Indication IE in NGAP TS 38.413 [9]
	Description

	- (O) in PDU Session Resource Setup Request Transfer, which can be included in PDU SESSION RESOURECE SETUP REQUEST; INITIAL CONTEXT SETUP REQUEST; HANDOVER REQUIRED; HANDOVER REQUEST
	Provided to RAN during PDU session establishment and to target gNB during NG Handover

	- (M) in User Plane Security Information IE, which can be optionally included in Path Switch Request Transfer within PATH SWITCH REQUST
	For the target gNB to send the UE's UP security policy received from the source gNB after Xn Handover to the AMF.

	- (O) in Path Switch Request Acknowledge Transfer within PATH SWITCH REQUEST ACKNOWLEDGE
	For AMF to provide the UP security policy to target gNB if there is a mismatch between the locally stored UE's UP security policy and the one received from PATH SWITCH REQUEST.



	Security Indication IE in XnAP TS 38.423 [10]
	Description

	- (O) in PDU Session Resources To Be Setup List, included in in HANDOVER REQUEST; RETRIEVE UE CONTEXT RESPONSE
	Provided to target gNB during Xn Handover and Inactive mobility

	- (O) in PDU Session Resources Setup Info – SN terminated, which can be included in S-NODE ADDITION REQUEST; S-NODE MODIFICATION REQUEST
	For MN to provide the UP security policy to SN for enforcement in case SN decides to realize SN-terminated bearers for PDU session subject to this UP security.



	Security Indication IE in E1AP TS 38.463 [11]
	Description

	- (M) in BEARER CONTEXT SETUP REQUEST
- (O) in BEARER CONTEXT MODIFICATION REQUEST
	Provided to gNB-CU-UP from gNB-CU-CP for UP security enforcement when establishing/modifying Bearer Context. 


Table 1. The usage of Security Indication IE in NGAP [9], XnAP [10], and E1AP [11]
As seen from Table 1, the Security Indication IE has been carefully encoded onto NGAP, XnAP, and E1AP messages so that per PDU session UP security can be continuously enforced along with mobility and DC operation.
Observation 3. Security Indication IE has already been encoded onto relevant NGAP, XnAP, and E1AP messages for support of UP security enforcement in standalone operation and MR-DC with 5GC.
Based on these observations, we can reach to a conclusion that if we encode the maximum supported IP data rate as part of this Security Indication IE, most of the signalling support could be automatically achieved. In doing so, notice that its encoding should be optional within the Security Indication IE, because it is provided only when integrity protection for a PDU session is required or preferred.
Proposal 1. Encode the maximum supported IP data rate within Security Indication IE as optional in NGAP, XnAP, and E1AP.
One aspect that needs further consideration is related to MR-DC with 5GC operation, where the coordination between MN and SN may be required for sharing the limit of an IP-activated PDU session. Currently, MN provides this Security Indication IE to SN during addition or modification procedure for enforcement in case SN decides to realize SN-terminated bearers for the PDU session subject to UP security. If a whole PDU session subject to IP is offloaded to SN, then no coordination is necessary and the maximum IP data rate value propagated to SN together with the Security Indication IE could be helpful for admission control and enforcement from SN side. However, if an IP-activated PDU session is decided to be served by both MN and SN simultaneously, the split of the limit and its negotiation has to be coordinated so that the data rate subject to IP served by both MN and SN does not exceed the maximum value provided from CN.
Such coordination aspect for MR-DC with 5GC is similarly related to UE-AMBR discussion, still pending to be resolved on how to balance the rate limit between MN- and SN-terminated bearers [12]. And note that MR-DC with 5GC is a part of the Rel-15 late drop, so we still have time. Hence, there is no need to rush for the solution and it would be better to wait for the progress of the UE-AMBR coordination strategy and to align principle if possible. Until then, we propose to add a note in XnAP that coordination details of the data rate subject to IP for a PDU session served by both MN and SN are FFS pending the UE-AMBR conclusion.
Proposal 2. Add a note in XnAP that, for a PDU session served by both MN and SN, coordination details on data rate subject to IP are FFS pending UE-AMBR conclusion.
Note that such MN/SN coordination may also impact E1AP because NR-NR DC is also part of the late drop and each node can compose of separate CP and UP entities. Although coordination itself would be communicated between CP entities in different nodes, it is still not clear whether the UP needs to be involved in the coordination process or not when a node is separated into CP and UP. Moreover, once coordinated, the result of the share will have to be propagated to each UP entities for enforcement. This deserves a whole another discussion than what we have proposed, i.e., simply provisioning the maximum supported IP data rate provided by CN, which is perfectly working for the standalone operation. 
Note that the above discussion also applies even when only one node, i.e., either MN or SN, is separated into CP and UP. Therefore, it is also necessary to add a note in E1AP that for a PDU session served by both MN and SN, whether UP needs to be involved during coordination of the data rate subject to IP and how to deliver the coordination result to UP are FFS.
Proposal 3. Add a note in E1AP that, for a PDU session served by both MN and SN, whether UP needs to be involved during coordination of the data rate subject to IP and how to deliver the coordination result to UP are FFS.
3		Conclusions and proposals
Observation 1. The maximum supported IP data rate is provided to NG-RAN only when the integrity protection of a PDU session is set to either “Required” or “Preferred”.
Observation 2. The maximum supported IP data rate moves together with Security Indication IE defined in NGAP, XnAP, and E1AP which tells NG-RAN whether to activate integrity protection or ciphering for the associated PDU session.
Observation 3. Security Indication IE has already been encoded onto relevant NGAP, XnAP, and E1AP messages for support of UP security enforcement in standalone operation and MR-DC with 5GC.
Based on the discussion in the present contribution and the observations above we propose: 
Proposal 1. Encode the maximum supported IP data rate within Security Indication IE as optional in NGAP, XnAP, and E1AP.
Proposal 2. Add a note in XnAP that, for a PDU session served by both MN and SN, coordination details on data rate subject to IP are FFS pending UE-AMBR conclusion.
Proposal 3. Add a note in E1AP that, for a PDU session served by both MN and SN, whether UP needs to be involved during coordination of the data rate subject to IP and how to deliver the coordination result to UP are FFS.
The corresponding TP for NGAP TS 38.413 is provided in Section 5. The corresponding TPs for XnAP 38.423 and E1AP 38.463 are also provided in [13] and [14], respectively.
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5  Text Proporsal for TS 38.413 v0.9.0
----------------------------- First Change ----------------------------------------
[bookmark: _Toc512195106][bookmark: _Toc515287681][bookmark: _Toc515288712][bookmark: _Toc515293682]9.3.1.27	Security Indication
This IE contains the user plane integrity protection indication and confidentiality protection indication which indicates the requirements on UP integrity protection and ciphering for corresponding PDU sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)

	Indicates whether UP integrity protection shall apply, should apply or shall not apply for the concerned PDU session.

	Confidentiality Protection Indication
	M
	
	ENUMERATED (required, preferred, not needed, …)
	Indicates whether UP ciphering shall apply, should apply or shall not apply for the concerned PDU session.

	Maximum Supported Integrity Protected Data Rate
	O
	
	ENUMERATED (64kbps, full data rate)
	Indicates the upper bound of the aggregated data rate of user plane integrity protected data in either UL or DL DRBs.
Value 64kbps means that the aggregated data rate of user plane integrity protected data in either UL or DL cannot exceed 64kbps and so on.
Value full data rate corresponds to the maximum supported bit rate of the UE.



Annex  TS 23.501 related to max supported IP data rate
[bookmark: _Toc517081929]5.4.4b	UE 5GSM Core Network Capability handling
The UE 5GSM Core Network Capability is included in PDU Session Establishment Request.
The UE shall indicate in the UE 5GSM Core Network Capability whether the UE supports:
-	"IP", "IPv4", "IPv6", "IPv4v6" or "Ethernet" PDU Session Type;
-	Reflective QoS;
-	Multi-homed IPv6 PDU Session (only if the Requested PDU Type was set to "IPv6" or "IPv4v6").
The 5GSM Core Network Capability is transferred, if needed, from V-SMF to H-SMF at PDU Session Establishment.
The 5GSM Core Network Capability is also included in the PDU Session Modification if the Reflective QoS and/or Multi-homed IPv6 PDU Session is present, and at inter-system change from EPC to 5GC.
The UE shall provide the UE Integrity Protection Data Rate capability in the 5GSM Capability IE. The UE Integrity Protection Data Rate capability indicates the maximum data rate up to which the UE can support UP integrity protection.
5.10.3	PDU Session User Plane Security
The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:
-	whether UP integrity protection is:
-	Required: for all the traffic on the PDU Session UP integrity protection shall apply.
-	Preferred: for all the traffic on the PDU Session UP integrity protection should apply.
-	Not Needed: UP integrity protection shall not apply on the PDU Session.
-	whether UP confidentiality protection is:
-	Required: for all the traffic on the PDU Session UP confidentiality protection shall apply.
-	Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply.
-	Not Needed: UP confidentiality shall not apply on the PDU Session.
User Plane Security Enforcement information applies only over 3GPP access. Once determined at the establishment of the PDU Session it is provided to the UE and applies for the life time of the PDU Session.
The SMF determines at PDU session establishment a User Plane Security Enforcement information for the user plane of a PDU session based on:
-	subscribed User Plane Security Policy which is part of SM subscription information received from UDM; and
-	User Plane Security Policy locally configured per (DNN, S-NSSAI) in the SMF that is used when the UDM does not provide User Plane Security Policy information.
-	The maximum supported data rate per UE for integrity protection for the DRBs, provided by the UE as part of the 5GSM capability IE during PDU Session Establishment.
The SMF may, based on local configuration, reject the PDU Session Establishment request depending on the value of the maximum supported data rate per UE for integrity protection.
NOTE 1:	Reasons to reject a PDU Session Establishment request can e.g. be that the UP Integrity Protection is determined to be "Required" while the maximum supported data rate per UE for integrity protection is less than the expected required data rate for the DN.
NOTE 2:	The operator can take care to reduce the risk of such rejections when configuring the subscribed User Plane Security Policy for a DNN. For example, the operator may apply integrity protection "Required" only in scenarios where it can be assumed that the UE maximum supported data rate per UE for integrity protection is likely to be adequate for the DN.
The User Plane Security Policy provide the same level of information than User Plane Security Enforcement information.
User Plane Security Policy from UDM takes precedence over locally configured User Plane Security Policy.
The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. If the UP Integrity Protection is deteremied to be "Required" or "Preferred", the SMF also provides the maximum supported data rate per UE for integrity protection as received in the 5GSM capability IE. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. The NG-RAN may also take the maximum supported data rate per UE for integrity protection into account in its decision on whether to accept or reject the establishment of UP resources. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.
NOTE 3:	For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information with UP integrity protection set to "Required" when it cannot negotiate UP integrity protection with the UE.
User Plane Security Enforcement information and the maximum supported data rate per UE for integrity protection is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.
PDU Sessions with the User Plane Security Enforcement set to Required are not hand-over to EPS:
-	In the case of mobility without N26, the UE shall not request to hand-over to EPS a PDU Session with the User Plane Security Enforcement set to Required.
-	In the case of mobility with N26 to EPS, the source NG-RAN ensures that a PDU Session with User Plane Security Enforcement set to Required is not handed-over to EPS.

