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Introduction
At the previous RAN3 meeting, the topic of security for CP/UP separation of CU was discussed. It was agreed to add some text to the TR 38.806 which captured some assumptions and open issues which should be resolved in the work item phase. 
This contribution is addressing these issues and proposes some working assumptions to be captured in the Stage 2 description of the CP/UP separation of the CU. 
The contribution also proposes that an LS shall be sent to SA3 to confirm the working assumptions. 
Discussion
The following topics were identified at the last meeting regarding security for CP/UP separation:
· Security algorithm selection (for UP)
· Security key derivation (for UP)
· PDCP counter wrap around (for UP)
· Counter checks (for UP)
Additionally, some assumptions were made in the TR text such as: 
· [bookmark: _Hlk503192355]The CP/UP separation should not be seen by the NAS layer and should not impact the NAS security solutions;
· The CU-CP should be responsible for control plane security handling.
The topics above are addressed in the following sections.
Security algorithm selection (UP)
Although the security algorithm is executed in the CU-UP we think that the actual selection of the security algorithm is a control plane functionality and should be part of the CU-CP functionality. 
[bookmark: _Toc503191706][bookmark: _Toc503191823][bookmark: _Toc503512977]Selection of security algorithms makes sense to see as a control plane functionality. 
In LTE the same algorithm is used for CP/UP encryption, although this may not be the case for NR we think that regardless of how it is done for NR radio interface it should be possible for the CU-CP to select the UP algorithms. The impacts on E1 from this assumption is that CU-CP needs to inform CU-UP about selected UP security algorithms (e.g., during DRB setup)
Adopting this solution would have no impacts on the radio interface protocols. Which algorithm to use should be part of the normal CU-CP configuration.
[bookmark: _Toc503191707][bookmark: _Toc503191824][bookmark: _Toc503512967]The CU-CP should select the UP-security algorithms and inform CU-UP during DRB setup. Which algorithm to use is based on operator configuration. 
Security key derivation
The agreed text in the TR discusses several methods for security key derivation. The most straight forward solution is that the CU-CP derives all keys and then forward the user plane keys (i.e. Kupenc, Kupint) to the CU-UP during DRB setup. In case the KgNB is changed the CU-CP will provide the CU-UP with new UP keys.
This solution would have no impact on the radio interface and the security of UP will be based on the assumption that the CP is secure. 
[bookmark: _Toc503512978][bookmark: _Toc503191709][bookmark: _Toc503191826]Letting the CU-CP derive the UP keys and forward is in line with current RAN2 radio interface assumptions. 
Additionally, two other solutions are mentioned in the TR:
· The CU-CP forwards the KgNB to CU-UP which derives the keys
· Two keys are used KgNB and KgNB*
These solutions are however in no way more secure than the straight forward solution assuming that the CU-CP forwards the user plane keys to the CU-UP. The reasons for this is that all key material used by the CU-UP is in all solutions anyway available in the CP so all the solutions rely on security of the CP. 
Furthermore, there are drawbacks with the alternative solutions:
· Forwarding KgNB makes the solution less secure since the CU-UP also get access to key material used to derive CP keys.
· Forwarding KgNB* would have an impact on the radio interface protocols.
[bookmark: _Toc503191710][bookmark: _Toc503191827][bookmark: _Toc503512979]There are no security benefits in the CU-CP forwarding the KgNB or KgNB* since all the key material is anyway available in the CU-CP. 
[bookmark: _Toc503191711][bookmark: _Toc503191828][bookmark: _Toc503512980]Forwarding KgNB is less secure than forwarding UP keys only since it exposes CP keys to E1 and CU-UP.
[bookmark: _Toc503191712][bookmark: _Toc503191829][bookmark: _Toc503512981]Forwarding KgNB* introduces extra complexities and has impact to RAN2 protocols. 
If there is really a desire to separate the CP and UP security domains it would be required to adopt some more complex solutions where the 5GC and CU-UP nodes are exchanging security information in a way which cannot be read in the CU-CP. Given however that it was acceptable for DC and EN-DC to adopt a solution where the MeNB handles security for the SgNB we think similar approach should also be acceptable for CU-CP / UP separation (i.e., that the CU-CP handles the security of the CU-UP). It is assumed that the CU-CP should ensure that the same user plane keys are not used in different CU-UPs belonging to different security domains. 
[bookmark: _Toc503191713][bookmark: _Toc503191830][bookmark: _Toc503512982]Letting the CU-CP forward the UP key to the CU-UP is security wise equivalent of the MR-DC solutions, and is therefore likely to be an acceptable solution security wise (SA3 to confirm).
[bookmark: _Toc503191714][bookmark: _Toc503191831][bookmark: _Toc503512968]The CU-CP should derive all keys from the KgNB and then forward the user plane keys (i.e. Kupenc, Kupint) to the CU-UP during DRB setup and at KgNB re-fresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains.
[bookmark: _Toc503191715][bookmark: _Toc503191832][bookmark: _Toc503512969]The agreed solution should be verified with SA3
PDCP COUNT wrap around
PDCP COUNT wrap around is a very rare event (e.g. even a very active UE would have to be in the same place for days and active 24/7 before getting close to sending or receiving 2^32 packets with the same key). With the assumption that the key derivation is performed by the CU-CP it is obvious that the key refresh will be executed by the CU-CP. The CU-CP somehow then need to know when it is time to trigger the refresh. Four solutions are considered:
· CU-CP gets continuous updates on PDCP COUNT status from CU-UP; 
· CU-CP gets updates from DU on transferred packets per DRB enabling the CU-CP to figure out when key refresh is due;
· CU-UP sends a special notification that PDCP COUNT is about to wrap around;
· CU-CP can request a PDCP status report from the CU-UP at any time.
Out of these solutions we think the simplest solution is the CU-CP has a way to request the PDCP status report from the CU-UP at any time. We assume similar mechanism will be needed for packet forwarding at handover as well as to generate X2 reports on packets or amount of traffic delivered over NR. With this assumption the CU-CP should have enough information to trigger key refresh when needed to prevent COUNT wrap around. There is no need for a special notification or monitoring functionality in the CU-UP for PDCP COUNT wrapround.
[bookmark: _Toc503512970][bookmark: _Toc503191716][bookmark: _Toc503191833]The CU-CP should be able to request UL/DL PDCP status report from the CU-UP at any time.
[bookmark: _Toc503512971]The CU-CP should be responsible for triggering key refresh when needed.
[bookmark: _Toc503191717][bookmark: _Toc503191834][bookmark: _Toc503512972]No functionality is needed in CU-UP to monitor or report PDCP COUNT wrap around.
Counter Check
The counter check procedure is supported in EN-DC. It can be triggered either by the en-gNB (via X2) or directly by the eNB. The execution of the counter check is done using LTE RRC. According to 33.401 Counter Check should be triggered when PDCP COUNT reaches a critical checking value. Assuming again that the CU-CP is able to request PDCP status reports from the CU-UP it should be possible for the CU-CP to trigger the Counter Check procedure. 
[bookmark: _Toc503191718][bookmark: _Toc503191835][bookmark: _Toc503512973]Assuming that the CU-CP should be able to request UL/DL PDCP status report from the CU-UP at any time, the CU-CP can be responsible for triggering Counter Check procedures. 
[bookmark: _Toc503191719][bookmark: _Toc503191836][bookmark: _Toc503512974]The CU-CP will be responsible for Counter Check procedures, no specific CU-UP functionality is needed. 
Way forward
[bookmark: _Toc503512975]It is proposed to add the text in section 8 capturing the proposals in this contribution to the stage 2 description for CU/UP separation.
[bookmark: _Toc503512976]An LS should be sent to SA3 to confirm the agreed solution.
Conclusions
In the previous section the following observations and proposals were made:
Observation 1	Selection of security algorithms makes sense to see as a control plane functionality.
Observation 2	Letting the CU-CP derive the UP keys and forward is in line with current RAN2 radio interface assumptions.
Observation 3	There are no security benefits in the CU-CP forwarding the KgNB or KgNB* since all the key material is anyway available in the CU-CP.
Observation 4	Forwarding KgNB is less secure than forwarding UP keys only since it exposes CP keys to E1 and CU-UP.
Observation 5	Forwarding KgNB* introduces extra complexities and has impact to RAN2 protocols.
Observation 6	Letting the CU-CP forward the UP key to the CU-UP is security wise equivalent of the MR-DC solutions, and is therefore likely to be an acceptable solution security wise (SA3 to confirm).

Proposal 1	The CU-CP should select the UP-security algorithms and inform CU-UP during DRB setup. Which algorithm to use is based on operator configuration.
Proposal 2	The CU-CP should derive all keys from the KgNB and then forward the user plane keys (i.e. Kupenc, Kupint) to the CU-UP during DRB setup and at KgNB re-fresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains.
Proposal 3	The agreed solution should be verified with SA3
Proposal 4	The CU-CP should be able to request UL/DL PDCP status report from the CU-UP at any time.
Proposal 5	The CU-CP should be responsible for triggering key refresh when needed.
Proposal 6	No functionality is needed in CU-UP to monitor or report PDCP COUNT wrap around.
Proposal 7	Assuming that the CU-CP should be able to request UL/DL PDCP status report from the CU-UP at any time, the CU-CP can be responsible for triggering Counter Check procedures.
Proposal 8	The CU-CP will be responsible for Counter Check procedures, no specific CU-UP functionality is needed.
Proposal 9	It is proposed to add the text in section 8 capturing the proposals in this contribution to the stage 2 description for CU/UP separation.
Proposal 10	An LS should be sent to SA3 to confirm the agreed solution.

Proposed text to Stage 2
Assumptions regarding the handling of security for CP/UP separation:
· The CU-CP is responsible for all security signaling towards UE and CN and for key derivation. The CU-CP should provide the user plane keys (Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains.
· The CU-CP selects which security algorithms should be used by the CU-UP based on operator configuration.
· The CP/UP separation should not be seen by the NAS layer and should not impact the NAS security solutions.
· The CU-CP should be able to request PDCP status report from the CU-UP at any time.
· The CU-CP should be responsible to trigger Counter Check and trigger key refresh to prevent PDCP COUNT wrap around based. 
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