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1. Introduction
Based on the reply LS from SA3 [1], this paper is to investigate the detailed procedures for supporting security in CU-CP/UP separation. The corresponding proposals are also provided.
2. Discussion
Issue 1: How to support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP
On this issue, RAN3 made a working assumption as follows: 
· WA: Select Opt1 (let CU-CP derive KUPenc, KUPint and forward to CU-UP)

In last meeting, LS was sent to SA3 for confirmation. A reply LS [1] from SA3 has confirmed no problem on RAN3’s working assumption. Therefore, the working assumption can be turned into agreement.
Proposal 1): It is proposed to agree that:
· CU-CP selects which security algorithms should be used by the CU-UP
· CU-CP derives KUPenc and KUPint and then forward them to CU-UP
In last meeting, the initial E1AP procedures were also agreed on Bearer Context Management. Thus, it is necessary to check the specific procedures to carry KUPenc and KUPint for bearer management. 
In the initial bearer setup phase, CU-CP derives the KUPenc and KUPint based on the security key and the selected encryption/integration algorithm. They are included into the BEARER CONTEXT SETUP REQUEST message and sent to the UP. 
On the other hand, the case is also very general that the KUPenc and KUPint should be changed whether triggered by CU-CP or required by CU-UP. Thus, they should also be included in the BEARER CONTEXT MODIFICATION REQUEST message. 
Proposal 2): KUPenc and KUPint shall be included into BEARER CONTEXT SETUP REQUEST message (mandatory IEs) and BEARER CONTEXT MODIFICATION REQUEST message (optional IEs). 

Issue 2: PDCP count wrap around in CU-UP
There exists the case that high volume data packets are provided in CU-UP. Thus it is very possible that PDCP COUNTs wraps around may happen in CU-UP. Thus, CU-UP should be allowed to initiate a procedure for refreshing the security key of CU-UP since it is the node that knows the real situation on data packets. In the legacy DC procedure, SN can trigger the PDCP count wrap around through a SCG change indication in the SN Modification Required message sent to MN. 
So for solving this problem, it should be allowed for CU-UP to trigger the BEARER CONTEXT MODIFICATION REQUIRED procedure with the PDCP Count Wrap Around Indication IE. 
Proposal 3): BEARER CONTEXT MODIFICATION REQUIRED procedure with an indication is used for CU-UP to tell CU-CP that PDCP count is about to wrap around. 

Issue 3: Counter check in CU-UP
In legacy LTE, the Counter check procedure is for eNB to periodically perform the authentication, in which RRC is involved to send and receive signaling to/from UE. 
In the case of CU-CP and CU-UP separation, PDCP-U is located in CU-UP, which should be allowed to trigger the counter check procedure through E1 interface. Then the CU-CP can use RRC message to perform the authentication to UE. 
Proposal 4): CU-UP triggered Counter Check procedure should be defined in E1AP. 

3. Conclusion
In this contribution, the procedures for security Support in CU-CP/UP Separation were investigated. The following proposal is suggested to RAN3:
Proposal 1): It is proposed to agree that:
· CU-CP selects which security algorithms should be used by the CU-UP
· CU-CP derives KUPenc and KUPint and then forward them to CU-UP
Proposal 2): KUPenc and KUPint shall be included into BEARER CONTEXT SETUP REQUEST message (mandatory IEs) and BEARER CONTEXT MODIFICATION REQUEST message (optional IEs). 
Proposal 3): BEARER CONTEXT MODIFICATION REQUIRED procedure with an indication is used for CU-UP to tell CU-CP that PDCP count is about to wrap around. 
Proposal 4): CU-UP triggered Counter Check procedure should be defined in E1AP.  
4. References
[1] R3-181429, “Reply LS to LS on security for CU-CP/UP separation” Nokia
