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1   Introduction
In RAN2 #97bis meeting, RAN2 discussed the security handling for LTE NR DC, and agreed:

· Adopt similar principle for KeNB and S-KeNB handling as for DC in LTE. As a baseline the S-KeNB should be changed when the KeNB is changed.

In RAN2 #98 meeting, RAN2 has reached more conclusion for EN-DC and NGEN-DC, e.g., when SgNB decides to add SCG, the SgNB selects cipheringAlgorithm and integrityProtAlgorithm for SCG SRB and includes them in NR RRC container (SCG Configuration).
However some issue needs further discussion. In this contribution, we would analyze the ones related to RAN3. 

2   Discussion 
With regard to the SCG/SCG split bearer and SCG SRB, the S-KeNB is needed. For DC, the S-KeNB is derived based on the SCG counter and the KeNB used by the MeNB. The SeNB key (S-KeNB) is sent from the MeNB to the SeNB when adding SCG. The MeNB sends the SCG counter to the UE outside the SCG configuration as shown in figure 1 [2]. 
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Figure 1: SeNB encryption/decryption activation [2]
Issue 1: How to send the counter which is used for S-KeNB derivation to the UE?

In LTE DC, although SCG counter and algorithm are provided by the different nodes, but they are contained in the same RRC message. In EN-DC, it was agreed that security algorithm is contained in NR RRC container, thus there are two possible approaches as below:
· Approach 1: same as LTE, i.e. the counter is contained in the MeNB message, and the algorithm is contained in the NR RRC configuration;

Note: need to consider how the UE derives the S-KeNB?

· Approach 2: both the counter and algorithm are contained in the NR RRC configuration.
Note: MeNB should forward the counter to SgNB.
Considering that there is not much difference between approach 1 and 2, we would like to stick to the existing way, i.e. approach 1. The procedure is shown below:
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In this case, SCG counter should be contained in the Master node RRC message.
Issue 2: How can the MeNB know whether the SgNB key shall be refreshed or not since we have the SgNB triggered SN change but the key may not be changed?

Since RAN2 agreed that “For mobility scenarios in LTE-NR tight interworking that involve only a change of the SCG (i.e. no PCell handover and hence no K-eNB change), S-KeNB key refresh is not required if the PDCP anchor point of the SN is not changed.”, that is for SN change, in some cases S-KeNB key refresh is needed, but for some cases not. Our target is to solve the issue how the MeNB knows this.
A straightforward way is that for the SN triggered SN change, the SN indicates whether key refresh is needed or not. If yes, then the MeNB provided the S-KeNB to the SN and also the SCG counter to the UE. 

Proposal: For the SN triggered SN change, the SN should indicate whether key refresh is needed or not. 
3   Conclusion
In this contribution, we discuss the S-KeNB related issues and have the following proposal:
Proposal: For the SN triggered SN change, the SN should indicate whether key refresh is needed or not. 
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