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1   Introduction
The introduction of freqBandIndicatorPriority IE for MFBI was discussed in RAN3#89. However, there is no agreement achieved specially on the ‘criticality’ of the IE. This paper tries to provide further analysis and discussion on usage of the IE.
2   Discussion
The intention of the freqBandIndicatorPriority IE in SIB1 is to provide configurable and flexible band-applying priorities for a cell belonging to multiple frequency bands in RAN2
The  “freqBandIndicatorPriority” configuration will impact the selection result on DL-EARFCN. If the source eNB has not the  “freqBandIndicatorPriority” configuration of the target cell, different selection result between source eNB and target eNB may occur, which will cause different KeNB* calculation in the source eNB and in the UE, and further cause security failure in the target cell. RRC connection reestablishment attempt in different cells will fail.

Therefore, the  “freqBandIndicatorPriority” should be exchanged in X2 Setup and eNB Configuration Update procedures.

Proposal 1: Introduce the freqBandIndicatorPriority in X2 Setup and eNB Configuration update procedures.

The main controversial issue is the criticality of the new IE. The criticality is mainly used for error diagnostics, e.g.:

	10.3.2
Criticality Information

In the S1AP messages there is criticality information set for individual IEs and/or IE groups. This criticality information instructs the receiver how to act when receiving an IE or an IE group that is not comprehended, i.e., the entire item (IE or IE group) which is not (fully or partially) comprehended shall be treated in accordance with its own criticality information as specified in subclause 10.3.4.

In addition, the criticality information is used in case of the missing IE/IE group abstract syntax error (see subclause 10.3.5).


Observation 1:  the purpose of criticality information if for errors handling.
The errors can not be avoided in the actual deployment. Based on the Observation 1, the setting of the criticality should focus on error scenarios.
Proposal 2: The setting of the criticality should focus on error handling.
Based on the proposal 2, the assumption is some errors happened when the eNBs exchanged the new IE, the error could be ‘the IE is not comprehended by the receiving eNB’ or ‘the IE is missing’.
If the receiving node ignores the IEs, the source eNB and target eNB have different understanding of the priority of bands. For example:

-
The source eNB treats EARFCN1 (legacy band) as the highest priority and calculates the KeNB* as

>
KeNB1* = KDF (KeNB, EARFCN1, PCI)

-
The source eNB sends the KeNB1* to target eNB and the target eNB shall use it for security.

-
However, the target eNB selects the EARFCN2 as the target frequency based on the freqBandIndicatorPriority and then the UE shall calculate and use the KeNB2* as

>
KeNB2* = KDF (KeNB, EARFCN2, PCI)

-
The UE can perform RACH successfully and then sends the RRC Reconfiguration Complete massage using KeNB2* to target eNB;

-
The target eNB shall use KeNB1* to perform integrity check in PDCP layer. And then integrity check will fail in the target eNB.

-
The target eNB may trigger intra-cell handover. However, the intra cell handover cannot perform successfully since the integrity check of handover command cannot be successfully in UE side.

-
Then the UE may perform RRC connection reestablishment. However, the RRC connection reestablishment will fail because the short MAC-Is is derived based on KeNB2* and KeNB1* in the target eNB and UE side respectively.

-
Then the UE goes to IDLE mode and the network has no idea why the UE fails since there is no any information provided by the UE about security key.
Based on above analysis, ‘reject’ could be better. Otherwise, in case of errors happen (e.g. transfer syntax error), it is not easy for the network to detect and diagnose the problem.

Proposal 3: ‘reject’ is preferred to diagnose the errors.
3   Conclusion
This paper discusses the the freqBandIndicatorPriority IE for MFBI, and the following proposals are made:
Proposal 1: Introduce the freqBandIndicatorPriority in X2 Setup and eNB Configuration update procedures.
Observation 1:  the purpose of criticality information if for errors handling.
Proposal 2: The setting of the criticality should focus on error handling.
Proposal 3: ‘reject’ is preferred to diagnose the errors.
The corresponding CRs are proposed in [1] and [2].
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