3GPP TSG-RAN WG3 #109-e
R3-204909
August 17th – 28th, 2020 E-Meeting
Title: 
Discussion on user consent for UE location information
Source: 
Huawei
Agenda item:
8.1
Document for:
Discussion and Decision
1. Introduction
In last meeting, RAN2 sent a reply LS [1] to SA5 and copy to RAN3 about the status update of the SON support for NR works. In the LS, RAN2 mentioned an agreement on the user consent for UE location information collection in RLF reporting, CEF reporting and SCG failure reporting which will have impact on RAN3:

	In addition, RAN2 would like to inform SA5 that from RAN2 understanding, network shall not configure UE to report location information for SON/MDT purpose if network doesn’t get the user consent for this UE. The user consent requirement should also be applied to RLF reporting, CEF reporting and SCG failure case.


In this contribution, we will analyse the impacts on RAN3 in order to enforce such RAN2 agreement in rel-16.
2. Discussion
The motivation of applying the user consent for including the location information in RLF report, CEF, and SCG failure report is to avoid any legal security and privacy issue. In last meeting, RAN2 has agreed that network shall not configure UE to report location information in RLF reporting, CEF reporting and SCG failure reporting if the network does not get the user consent for this UE as stated in [1].
Such agreement will also have impact on RAN3 specifications. Because the existing user consent is only applied for UE selection for MDT data collection.

In TS 38.413, the user consent for management based MDT is specified as following:
	8.3.1
Initial Context Setup

……

If the Management Based MDT PLMN List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, use it to allow subsequent selection of the UE for management based MDT defined in TS 32.422 [11].

…..


The usage of existing user consent is also specified clearly in TS 32.422, the related content are cited as following.
	TS 32.422:

4.9.2
Management  based MDT

The following figure summarizes the functionality.
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Figure 4.9.2.1: Example for delivering user consent information in management based MDT

When UE attaches to the network, the UDM shall forward the user consent information, stored in the UDM database, to the corresponding AMF. When the AMF receive the user consent information it shall store it in its subscriber database. 

The AMF shall also check the roaming status of the user. If the user is within his home operator’s PLMNs and the user has given his consent, the AMF shall send the Management based MDT PLMN List IE to the gNB during the UE context setup procedure. Otherwise the AMF shall not send theManagement based MDT PLMN List IE  to the gNB. 

If the result of the roaming status check indicates a home subscriber, AMF shall forward the already stored user consent information to the corresponding gNB as part of Management based MDT PLMN List IE .

When the management based MDT activation is sent to gNB, gNB shall check the availability of the Management based MDT PLMN List IE before making the UE selection. In case the Management based MDT PLMN List IE is not available, the gNB shall not select the UE. In case the Management based MDT PLMN List IE is available, the gNB shall verify if the UE’s RPLMN matches the PLMN where TCE resides – Trace Reference PLMN (PLMN portion of the Trace Reference). In case of a mismatch, the gNB shall not select the UE. The gNB shall forward the received Management based MDT PLMN List IE during Xn based handovers to the target node. The Management based MDT PLMN List IE is stored in the gNB as part of the UE context. If the user consent information is updated while a UE context is already set up in the gNB, the changed user consent should be taken into account in the next call/session setup.


Observation: the current user consent is only used for UE selection in MDT data collection and not covering the RLF, SCG failure and CEF reporting with UE location cases. 
In order to apply user consent checking also to the UE location in RLF, SCG failure and CEF reports, there are 2 options.
· Option 1: To extend the applied scope of the existing user consent.
The change to NGAP protocol may look like:
	8.3.1
Initial Context Setup

……

If the Management Based MDT PLMN List IE is contained in the INITIAL CONTEXT SETUP REQUEST message, the NG-RAN node shall, if supported, use it to allow subsequent selection of the UE for management based MDT and to acquire UE location information in RLF, CEF and SCG failure reporting defined in TS 32.422 [11].

…..


· Option 2: To introduce a new user consent for UE location information (i.e., new IE in Initial UE Context Setup in NGAP).

Option 1 has minimum RAN3 impact and no impact on CN protocols. And update to TS 32.422 is needed to extend the applied scope of the user consent to RLF, CEF and SCG failure reporting cases.

Option 2 is the normal way to introduce a new function in RAN3 specifications. The drawback is that core network protocol impact is unavoidable to transfer this new user consent from UDM to NG-RAN node. Option 2 also increase operators’ efforts to collect the user consent from their customers.

Considering the pros and cons, and the stringent requirement to fix the issue in rel-16, we propose to adopt option 1.
Proposal 1: To extend the scope of current user consent to UE location acquisition in RLF, SCG failure and CEF reporting cases.
Proposal 2: To inform RAN2 and SA5 about RAN3’s decision.
Although RAN2 made such agreement in the scope of NR MDT, we think that the agreement should also be applied to LTE. Therefore we propose to apply the user consent for UE location information acquisition in RLF, CEF, and SCG failure reports to LTE as well.

Proposal 3: To apply the agreement on user consent for UE location information acquisition to LTE as well. 
3. Conclusion
Based on the discussion in this paper, we have the following observations and proposals:
Observation: the current user consent is only used for UE selection in MDT data collection and not covering the RLF, SCG failure and CEF reporting with UE location cases. 

Proposal 1: To extend the scope of current user consent to UE location acquisition in RLF, SCG failure and CEF reporting cases.

Proposal 2: To inform RAN2 and SA5 about RAN3’s decision.
Proposal 3: To apply the agreement on user consent for UE location information acquisition to LTE as well. 
The corresponding CRs are provided in [2] ~ [5].

We also provide a draft LS in [6].
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