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1
Introduction
This paper discusses issues regarding proposals on extending usage of RAN UE ID IE over X2, Xn, and NG interfaces.
2
Discussion

During prior meetings, proposal of extending usage of RAN UE ID IE beyond intra-gNB interfaces has been proposed in [1] R3-201038. The proposal in [1] depicts troubleshooting and correlation of logs before and after a handover has taken place as the main use case. It further suggests that the RAN UE ID would be applicable also at EN-DC scenarios, by utilizing same value at LTE node and 5G nodes, as well as keep the same value during the period in which the UE is in RRC_INACTIVE, with a “timeout” of lifetime of the identifier to be controlled by the initializing node based on implementation and that could reach maximum 65535 mobility/SN addition events before it is refreshed and reinitialized. 
Firstly, the need and use case are highly debatable. Already with existing UE-associated identifiers assign per interface, it is possible to match different interface events for a particular UE. Thus, there is no need to add additional information elements across elements and over multiple messages as it is proposed. Similarly, it is claimed that extending RAN UE ID over further interfaces would make correlation simpler. This is not necessarily true, given that the RAN UE ID was envisioned and introduced in the RAN3 specifications as an optional element, there is no guarantee that it will be made available between interfaces in all cases. In contrast, via a straightforward implementation mechanism, a gNB(-CU-CP) could already instead take existing UE AP already utilized from certain interface and apply the same value when establishing the UE-associated context. That is, correlation of messages across the interfaces is already possible, and can be simplified further via means of implementation.

Observation 1: Correlation of messages across the interfaces is already possible via usage of UE AP identifiers in the existing RAN3 specs.
Observation 2: There is no additional use of RAN UE ID IE on top of what is already possible with UE AP identifiers.
Secondly, in [1] there is ambiguity as what is expected from this extension and whether the intention is to make the value set in RAN UE ID persistent/not-persistent across the network. For example, it is stated that the 64 bits of RAN UE ID allow for any operator-based mechanism to be used to initialize the IE, which by nature does not ensure uniqueness across a RAN or any indication on how a initializing node would understand when to release a value that has been used in the past. Further, it is also stated that the identifier lifetime should be kept short, yet in other areas in the document it indicates that maximum lifetime is implementation based and up to 65535 mobility/SN addition events before being refreshed. These ambiguities raise a number of concerns. Even if the intention of extending the RAN UE ID is meant to be not-persistent, and hence the identifier eventually refreshed upon certain number of mobility events (which can be extremely long based on the proposal in [1]), it is still a severe security concern that a user can be identified over multiple RAN zones simply based on this IE. Furthermore, it adds no value in regard to log correlation, given that correlation of logs is already possible with the existing UE-associated identifiers available at each interface. Moreover, if the proposal is to instead have a persistent (or semi-persistent) value across whole RAN (5G and 4G), this raises even more concerns as it will cause an even more severe security breach, given that a UE will be possible to be backtracked and matched to a given user or subscription, which is not acceptable. Likewise, if the RAN UE ID is made persistent and valid across gNBs, a new mechanism should be in place to guaranty the uniqueness of the ID, and also a new mechanism to release the ID when it is not used anymore. Further, it is also proposed that over NG interface, the RAN UE ID is also included within the INITIAUL UE MESSAGE sent towards the core network. We not only see as serving no purpose (since AMF has no need for such information) but also compromising security by allowing simple matching of 5G-S-TMSI with the RAN UE ID included in the message. 

Observation 3: Persistent or Semi-Persistent allocation of single identifier for a given UE will compromise security for that user and is to be avoided. 

Overall there is no need or justification for extending the RAN UE ID over further interfaces (X2/Xn/NG/air interface), given that it will compromise user security, as well as that the existing IEs available in RAN3 specs can serve the same correlation purpose without any specification impact. 
Proposal 1: RAN3 to agree there is no need to extend the RAN UE ID IE over inter-node interfaces (X2/Xn/NG).
Proposal 2: RAN3 to agree there is no need to extend the RAN UE ID IE over the air interface toward the UE.
4
Conclusions
Observation 1: Correlation of messages across the interfaces is already possible via usage of UE AP identifiers in the existing RAN3 specs.
Observation 2: There is no additional use of RAN UE ID IE on top of what is already possible with UE AP identifiers.
Observation 3: Persistent or Semi-Persistent allocation of single identifier for a given UE will compromise security for that user and is to be avoided. 

Proposal 1: RAN3 to agree there is no need to extend the RAN UE ID IE over inter-node interfaces (X2/Xn/NG).
Proposal 2: RAN3 to agree there is no need to extend the RAN UE ID IE over the air interface toward the UE.
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