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Introduction
During RAN3#107e and RAN2#109e meeting, a lot of agreements have been reached for IP address allocation. Based on the agreements, there are two left issues related to RAN3:

R2 assumes that whether there are any additional scenarios (apart from node integration and recovery from RLF) where an IAB node may need to request one or more IP addresses is left to RAN3.

WA address update list is introduced in RRC signalling, in which each item includes the new IP address and the corresponding old IP address.
In addition, according to the email discussion of IP address allocation, F1-C/U separation for IP address and the IPSec tunnel mode impact on IP address allocation need to be further investigated. In this contribution, we discuss these left issues for IP address allocation and give our considerations.
Discussion
2.1 Whether there are scenarios for IAB node to request IP address after IAB-MT setup

According to RAN2’s agreement, whether there are any additional scenarios (apart from node integration and recovery from RLF) where an IAB node may need to request one or more IP addresses is left to RAN3. So in this section, we will analyze whether there are other scenarios for IAB node to request additional IP address.
Based on the current TS38.473, the DU’s UP IP address add/modify/remove could be realized via the DL UP TNL information change during the UE context setup/modification procedure. In addition, the DU’s CP IP address could be removed via the gNB-DU TNL Association to remove list during the gNB DU configuration update procedure. It means that the number of IP address used by DU may change from time to time and current F1AP spec could support this change. When it comes to IAB network, it is natural to consider that the number of IAB node DU’s address(es) may be changed as well. 
With regard to IPv6 address allocation, IAB node does not need to request additional IP addresses because it can generate new IPv6 addresses based on the IPv6 prefix as it wants. For IAB node supporting IPv4, it needs to indicate the number of IPv4 addresses when requesting IP address. The number of requested IP address just reflects the current need of IAB node, that is IAB node may require additional IP address(es) based on the traffic load. So IAB node should be allowed to request new IPv4 address after integration. Upon receiving such request, donor CU may reconfigure the IPv4 address(es) according to the request.

Proposal 1: It is suggested to allow IAB node to request new IPv4 addresses after IAB-MT setup. 
2.2 F1-C/U separation for IP address
IP address F1-C/U separation has been discussed a lot during RAN3 107 e-meeting. Some companies think it is needed. Their concern is that the F1-C/U traffic may be transmitted over different sub-nets. If the IAB node selects the IP address within CP domain for F1-U packet transmission, this packet may not be able to routed to the CU-UP or it may take longer delay. While the opponents argue that even if UP and CP are on different IP sub-nets, the IP packet should still be routable from both. In our opinion, whether the CP and UP resides in different sub-nets and whether these IP sub-nets are separated depends on the network deployment. It is hard to say which deployment shall be used. However, if RAN does not support IP address allocation with F1-C/U separation, it is possible that routing for the packets will take a longer time and even be dropped. In order to support flexible deployment and reduce the transmission delay on wired network, it is suggested that IP addresses allocated to IAB node is divided into CP domain IP addresses and UP domain IP addresses.
Observation 1: In order to support flexible deployment and reduce the transmission delay on wired network, it is suggested to consider the F1-C/U separation for IP address.

Suppose CP and UP belong to different sub-nets, donor DU may maintain two separate IP address pools, one is for CP and the other is for UP. Donor DU needs to indicate the IP addresses used for CP or for UP respectively when allocating IP address for IAB node. Otherwise, IAB node might use a wrong IP address when encapsulating UL IP packet, resulting in packet discard at the router between donor DU and CU. 

Proposal 2: It is suggested for donor DU to indicate the IP addresses used for CP or UP when allocating IP address for IAB node.
For IPv6 prefix allocation, it was agreed that IAB donor-CU sends IPv6 address request to donor DU and donor DU provides one IPv6 prefix under the assumption of one IPv6 prefix per Donor DU. However, this agreement does not consider CP/UP IP address pools separation. If CP and UP belong to different subnets and donor DU maintains two separate IP address pools, it is reasonable for donor DU to allocate two separate IPv6 prefixes to IAB node.

Proposal 3: For IPv6 address allocation, donor DU should provide two IPv6 prefixes to the IAB node for CP/ UP IP separation scenario.
For IPv4 address allocation, IAB node sends the requested number of IPv4 address to donor CU. Donor CU may then request multiple IPv4 addresses from donor DU by providing the number of the requested IPv4 address, and IAB donor DU provides a list of IPv4 addresses. If CP and UP belong to different sub-nets and donor DU maintains two separate IP address pools, it is necessary for IAB node to indicate the number of CP/UP domain IP addresses, respectively. And donor DU/CU who assigns IP addresses should indicate the IP address list used for CP/UP respectively.

Proposal 4: For IPv4 address allocation, IAB node should indicate the number of IP addresses requested for CP/UP respectively and donor DU/CU who assigns IP addresses should indicate the IP address list used for CP/UP respectively.

2.3 Whether address update list is introduced in RRC signalling
According to RAN3’s agreement, there is a working assumption that address update list is introduced in RRC signalling, in which each item includes the new IP address and the corresponding old IP address. To be specific, donor CU sends an IP address update list to IAB-MT via RRC, where each item of update list includes new address and the corresponding old one. The rationale is that during the migration procedure, such clear update between new one and old one can help both IAB node and IAB donor CU update the established TNL association and GTP-U tunnels. To our understanding, introducing update list is beneficial. Otherwise, IAB node needs to inform donor CU of the modified DL UP TNL Information related to each unreleased GTP tunnels by sending UE CONTEXT MODIFICATION REQUIRED message. Since multiple UEs and IAB-MTs shall connect to the IAB node, the modification work will impose huge overhead and latency. So it is suggested to introduce update list in RRC signaling.

Proposal 5: It is suggested to introduce update list in RRC signaling.

2.4 IPSec tunnel mode impact on IP address allocation
The NDS architecture for IP based protocol (from TS33.210) is illustrated in Figure 1.  If we convert the above figure towards F1 interface, NE A-1 may be the DU and NE B-1 may be the CU if DU and CU reside in different security domains. In this case, security gateways shall be used and only tunnel mode is applicable for NDS/IP inter-domain communication. The SEGs may establish and maintain IPsec secured ESP Security Association. The SEG may be integrated into the NE or may be a standalone device. For the NDS/IP traffic in tunnel mode, the whole IP packet is protected and an outer IP header is added to the encrypted IP packet. For the outer IP header, the IP addresses of SEGs are used.

On the other hand, suppose DU and CU reside in the same security domains, DU and CU may be mapped to NE A-1 and NE A-2 respectively. The optional Zb interface would be used between them. In this case, both tunnel mode and transport mode could be supported. For transport mode, the original IP header is kept and only the payload is encrypted. It should be noted that the support of ESP in Transport mode is only optional. We will focus on the discussion of tunnel mode. 
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Figure 1: NDS architecture for IP-based protocols from TS 33.210

NDS/IP has been designed to protect control plane protocols. However, it is recognized that NDS/IP may also be used to protect GTP-U. RAN3 has already specified the usage of NDS/IP to protect both F1-C and F1-U. According to the latest TS 38.473, the DU and CU may exchange the IPSec tunnel TNL address info during F1 setup and CU/DU configuration update procedure. In addition to the IPSec tunnel TNL address, the GTP TNL address associated with the IPSec tunnel address is also exchanged between CU and DU. Upon receiving such information, the CU/DU may take them into account for IPSec tunnel establishment. 

Observation 2: No matter DU and CU reside in the same or different security domain, the IPSec tunnel mode should be supported. 

Observation 3: For the IPSec tunnel mode, the whole IP packet is security protected and an outer IP header is added to the encrypted IP packet. For the outer IP header, the IP addresses of SEGs are used.
When it comes to IAB network, NE A-1 as shown in Figure 1 may be an IAB node DU/donor DU and NE B-1 may be the donor CU if DU and CU reside in different security domains. Or the DU and CU may be mapped to NE A-1 and NE A-2 respectively in the same security domain. Taking into account the tunnel mode support between F1 interface, the following issues need to be re-considered. 
As we agreed in RAN3#105 bis meeting, the IAB node can obtain IP address via OAM or request IP address from donor CU. Donor CU can allocate IAB node IP address or obtain IAB node IP address from donor DU via F1AP. Donor CU can send IP address to IAB node via RRC. Before we consider IPsec tunnel mode, the IP address allocation mechanism of IAB node DU agreed so far is actually for the GTP TNL address or CP TNL address. Suppose IPSec tunnel mode is implemented between IAB node DU and donor CU, the IPSec TNL address (outer IP address) associated with IAB node DU’s GTP TNL address or CP TNL address (inner IP address) should also be considered.

For the outer IP address, it was agreed during RAN3#107e meeting that the configuration of security layer, discovery of CU-CP and SeGWs, and other IP-based services can be done via the existing solutions (e.g., OAM configuration).  So it is possible for the IAB node MT to obtain the outer IPsec IP address from OAM. From the perspective of donor CU, it should be aware of both the outer IP address and inner IP address(for DL GTP-P/F1-C traffic) of IAB node. This assumption is based on the observation that donor CU should configure the DL mapping rule with outer IP address (i.e. IPSec TNL address) since the donor DU could only detect the outer IP header of DL traffic from donor CU. In this case, it is suggested that the IAB node could send the OAM configured IPsec address for CP to donor CU. On the other hand, since the inner IP address(es) of IAB node may be configured by donor CU, it is likely that the previously agreed GTP/CP TNL address allocation mechanism for IAB node DU could be applied to the IPSec TNL address allocation as well. For example, the IAB node can request IPSec TNL address from donor CU. Donor CU can allocate IPSec TNL address or obtain IPSec TNL address from donor DU via F1AP. Donor CU can send IPSec TNL address to IAB node via RRC. In this way, the IPsec TNL address could be allocated within the same sub-nets of inner IP address, which avoids potential packet discard. 
Observation 4: The IP address allocation mechanism of IAB node DU agreed so far is actually for the GTP TNL address and CP TNL address. Suppose IPSec tunnel mode is implemented between IAB node DU and donor CU, the IPSec TNL address associated with IAB node DU’s GTP/CP TNL address should also be considered. 
Proposal 6:  It is suggested to re-consider the IAB node’s IPSec TNL address allocation. The previously agreed GTP/CP TNL address allocation mechanisms of IAB node could be a baseline. 

Conclusion

In this contribution, we discussed some remaining issues on IP address allocation for the IAB nodes. And we have the following observations and proposals:

Observation 1: In order to support flexible deployment and reduce the transmission delay on wired network, it is suggested to consider the F1-C/U separation for IP address.

Observation 2: No matter DU and CU reside in the same or different security domain, the IPSec tunnel mode should be supported. 

Observation 3: For the IPSec tunnel mode, the whole IP packet is security protected and an outer IP header is added to the encrypted IP packet. For the outer IP header, the IP addresses of SEGs are used.
Observation 4: The IP address allocation mechanism of IAB node DU agreed so far is actually for the GTP TNL address and CP TNL address. Suppose IPSec tunnel mode is implemented between IAB node DU and donor CU, the IPSec TNL address associated with IAB node DU’s GTP/CP TNL address should also be considered. 
Proposal 1: It is suggested to allow IAB node to request new IPv4 addresses after IAB-MT setup. 
Proposal 2: It is suggested for donor DU to indicate the IP addresses used for CP or UP when allocating IP address for IAB node.
Proposal 3: For IPv6 address allocation, donor DU should provide two IPv6 prefixes to the IAB node for CP/ UP IP separation scenario.
Proposal 4: For IPv4 address allocation, IAB node should indicate the number of IP addresses requested for CP/UP respectively and donor DU/CU who assigns IP addresses should indicate the IP address list used for CP/UP respectively.

Proposal 5: It is suggested to introduce update list in RRC signaling.

Proposal 6:  It is suggested to re-consider the IAB node’s IPSec TNL address allocation. The previously agreed GTP/CP TNL address allocation mechanisms of IAB node could be a baseline. 
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