3GPP TSG-RAN3 Meeting #107-bis-e	R3-201972
E-meeting, 20 -30 April 2020
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	38.413
	CR
	0377
	rev
	
	Current version:
	16.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	X
	Core Network
	X



	

	Title:	
	Clarification of Security Result

	
	

	Source to WG:
	Huawei

	Source to TSG:
	[bookmark: _GoBack]RAN3

	
	

	Work item code:
	NR_newRAT-Core
	
	Date:
	2020-04-10

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-16

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	[bookmark: OLE_LINK1]Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
Rel-12	(Release 12)
Rel-13	(Release 13)
Rel-14	(Release 14)
Rel-15	(Release 15)
Rel-16	(Release 16)

	
	

	Reason for change:
	In 9.3.1.59	Security Result, it is described that:
· This IE indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not.

It hints this Security Result IE can only be sent back when the security policy is indicated as “preferred”. But this is not correct understanding since:
· In 9.3.1.60 	User Plane Security Information in PATH SWITCH REQUEST message, the Security Result is mandatory. Hence when the security policy is indicated as “required” or “not preferred”, this secrutiy result should be reported back. 

· It is not clear to which indication (integrity protection or condidentiality protection) the security policy means. In an example, the “Integrity Protection Indication” is indicated as “preferred” while the “Confidentiality Protection Indication” is indicated as “not preferred”, the security result for confidentiality protection is reported also. 

 


	
	

	Summary of change:
	Update the descriptions on security result. 
 


	
	

	Consequences if not approved:
	The descriptions on security result are not correct. 
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[bookmark: _Toc20955223][bookmark: _Toc29503494][bookmark: _Toc36552706][bookmark: _Toc36553865][bookmark: _Toc36554433]9.3.1.59	Security Result
This IE indicates whether the security policy indicated as "preferred" in the Security Indication IE is performed or not.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP integrity protection is performed or not for the concerned PDU session.

	Confidentiality Protection Result
	M
	
	ENUMERATED (performed, not performed, …)
	Indicates whether UP ciphering is performed or not for the concerned PDU session.
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This IE indicates user plane security information related to security policy.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Result
	M
	
	9.3.1.59
	

	Security Indication
	M
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