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Introduction
The intention of this contribution is to clarify the usage and configuration of IE keyToUse.

[bookmark: OLE_LINK16][bookmark: OLE_LINK17][bookmark: OLE_LINK24][bookmark: OLE_LINK41]Consideration on the SCG Split bearer
The description of IE keyToUse in the ASN.1 can be found as follow:
----------------------------------------------- From 38.331 start--------------------------------------------------
[bookmark: _Toc500942743][bookmark: _Toc501138314]–	RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling- and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=					SEQUENCE {
	srb-ToAddModList						SRB-ToAddModList										OPTIONAL, -- Need M
	srb-ToReleaseList						INTEGER (3)												OPTIONAL, -- Need M
	drb-ToAddModList						DRB-ToAddModList										OPTIONAL, -- Need M
	drb-ToReleaseList						DRB-ToReleaseList										OPTIONAL, -- Need M
	securityConfig 							SecurityConfig											OPTIONAL  -- Cond KeyChange
}

SRB-ToAddModList ::=					SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=						SEQUENCE {
	srb-Identity							SRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Cond KeyChange
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}


DRB-ToAddModList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=						SEQUENCE {
	cnAssociation							CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity						INTEGER (0..15),												-- EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC
		sdap-Config								SDAP-Config													-- NGC
	},
	drb-Identity							DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Cond HO
	recoverPDCP								ENUMERATED{true}										OPTIONAL, 		-- Need N
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}

DRB-ToReleaseList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-Identity


SecurityConfig ::=						SEQUENCE {	
[bookmark: _GoBack]	securityAlgorithmConfig					SecurityAlgorithmConfig									OPTIONAL,	-- Need M
	keyToUse								ENUMERATED{keNB, s-KgNB}								OPTIONAL,	-- Need M
	...
}

-- TAG-RADIO-BEARER-CONFIG-STOP
-- ASN1STOP

	RadioBearerConfig field descriptions

	drb-Identity
In case of DC, the DRB identity is unique within the scope of the UE, i.e. an MCG DRB cannot use the same value as a split DRB. For a split DRB the same identity is used for the MCG- and SCG parts of the configuration.

	cnAssociation
Indicates if the bearer is associated with the eps-bearerIdentity (when connected to EPC) or sdap-Config (when connected to 5GC).

	keyToUse
Indicates if the bearer configured with this list is using KeNB or S-KgNB for deriving ciphering and/or integrity protection keys. Network should not configure SRB1 and SRB2 with S-KeNB and SRB3 with KeNB.

	srb-Identity
Value 1 is applicable for SRB1 only.
Value 2 is applicable for SRB2 only.
Value 3 is applicable for SRB3 only.



	Conditional Presence
	Explanation

	KeyChange
	The field is mandatory present in case of with key change, otherwise the field is not present

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or reconfigured with NR PDCP; otherwise the field is optionally present, need M



---------------------------------------------------------------- From 38.331 end --------------------------------------------------
Based on the definition above, some issues are raised for discussion as follow:

ISSUE 1: The condition “KeyChange”
The IE “securityConfig ”, in which IE the “keyToUse” is included, is marked as conditional “KeyChange” and the explanation for “KeyChange” is that “The field is mandatory present in case of with key change, otherwise the field is not present”. However, the S-KgNB may be changed due to the change of sk-Counter. In case the sk-Counter is included but the configuration of SecurityConfig is not changed, the S-KgNB will be updated according to the sk-Counter, but the SecurityConfig shall not be required mandatory present 
Observation 1: In case the sk-Counter is included but the configuration of SecurityConfig is not changed, the S-KgNB will be updated according to the sk-Counter, but the SecurityConfig shall not be required as mandatory present in such case.
Proposal 1: The condition marker “KeyChange” for IE “securityConfig ” should be removed, and the IE securityConfig should be marked as Need M.

ISSUE 2: Validity check on the configuration of IE “keyToUse”
The intention of this issue is to clarify whether UE will do any validity check on the configuration of IE “keyToUse”. Based on the current specs, the “securityConfig ” can be configured for nr-RadioBearerConfig-r15 and nr-RadioBearerConfigS-r15 separately. And the possible configuration of IE “keyToUse” are summarized in the table as follow:
Table 1: possible configuration of IE “keyToUse”
	Configuration
	nr-RadioBearerConfig-r15
	nr-RadioBearerConfigS-r15

	1
	KeNB
	S-KgNB

	2
	KeNB
	KeNB

	3
	S-KgNB
	KeNB

	4
	S-KgNB
	S-KgNB



In the current spec, the only restriction on the configuration of IE “keyToUse” is that “Network should not configure SRB1 and SRB2 with S-KeNB and SRB3 with KeNB.”, and there is no restriction for the DRBs. Since the usage of some of the configuration is not clear and may depend on the implementation, we want to clarify that whether the UE will do extra validity check on the configuration?  In order to avoid ambiguity, we think that UE should not do any extra validity check on the configuration of IE “keyToUse”, unless it has been specified clearly in specs.
Proposal 2: RAN2 is kindly asked to confirm that whether all the configuration listed in the table above is valid. If any invalid configuration is identified, the restriction should be captured in specs explicitly. Besides the restriction specified, the UE should not do any extra validity check by itself.

ISSUE 3: Validity check on the reconfiguration of IE “keyToUse”
Once the IE “keyToUse” is configured, based on the current specs, the reconfiguration of the IE “keyToUse” is allowed. Therefore, we want to clarify that whether there is any restriction (validity check) on the reconfiguration of IE “keyToUse”. 
For example, the nr-RadioBearerConfig-r15 is configured with KeNB at the very beginning, and be reconfigured to S-KgNB later. Or, the nr-RadioBearerConfigS-r15 is configured with S-KgNB at first but be reconfigured to KeNB later.
In order to avoid ambiguity, we think that UE should not do any extra validity check on the reconfiguration of IE “keyToUse”, unless it has been specified clearly in specs.
Proposal 3: RAN2 is kindly asked to confirm that whether all the potential reconfiguration on the IE “keyToUse” is valid. If any invalid reconfiguration is identified, the restriction should be captured in specs explicitly. Besides the restriction specified, the UE should not do any extra validity check by itself.
Conclusion
It is proposed that RAN2 discuss and adopt on following observations and proposals:
ISSUE 1: The condition “KeyChange”
Observation 1: In case the sk-Counter is included but the configuration of SecurityConfig is not changed, the S-KgNB will be updated according to the sk-Counter, but the SecurityConfig shall not be required as mandatory present in such case.
Proposal 1: The condition marker “KeyChange” for IE “securityConfig ” should be removed, and the IE securityConfig should be marked as Need M.

ISSUE 2: Validity check on the configuration of IE “keyToUse”
Proposal 2: RAN2 is kindly asked to confirm that whether all the configuration listed in the table below is valid. If any invalid configuration is identified, the restriction should be captured in specs explicitly. Besides the restriction specified, the UE should not do any extra validity check by itself.
Table: possible configuration of IE “keyToUse”
	Configuration
	nr-RadioBearerConfig-r15
	nr-RadioBearerConfigS-r15

	1
	KeNB
	S-KgNB

	2
	KeNB
	KeNB

	3
	S-KgNB
	KeNB

	4
	S-KgNB
	S-KgNB



Proposal 3: RAN2 is kindly asked to confirm that whether all the potential reconfiguration on the IE “keyToUse” is valid. If any invalid reconfiguration is identified, the restriction should be captured in specs explicitly. Besides the restriction specified, the UE should not do any extra validity check by itself.
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Annex Proposed changes on the removal of condition marker “KeyChange”
–	RadioBearerConfig
The IE RadioBearerConfig is used to add, modify and release signalling- and/or data radio bearers. Specifically, this IE carries the parameters for PDCP and, if applicable, SDAP entities for the radio bearers.
RadioBearerConfig information element
-- ASN1START
-- TAG-RADIO-BEARER-CONFIG-START

RadioBearerConfig ::=					SEQUENCE {
	srb-ToAddModList						SRB-ToAddModList										OPTIONAL, -- Need M
	srb-ToReleaseList						INTEGER (3)												OPTIONAL, -- Need M
	drb-ToAddModList						DRB-ToAddModList										OPTIONAL, -- Need M
	drb-ToReleaseList						DRB-ToReleaseList										OPTIONAL, -- Need M
	securityConfig 							SecurityConfig											OPTIONAL  -- Need MCond KeyChange
}
 /*omitted*/

	Conditional Presence
	Explanation

	KeyChange
	The field is mandatory present in case of with key change, otherwise the field is not present

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or reconfigured with NR PDCP; otherwise the field is optionally present, need M



