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Introduction
This contribution is related to the Issues #I019 and #I070 in RIL38.331 and also discussed Issues #37 and #I039 in RIL36.331.
In this contribution, the 4 issues are further discussed. 
Discussion
Issue#I019 (RIL38.331): Duplicate configuration of lower layers to perform Security Update
	I019
	1>  for all radio bearers configured with S-KgNB:
2>  configure lower layers to apply the KRRCint key, i.e. the integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>  configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure.
The above should be removed since the configuration of the lower layers should be done in the DRB/SRB-ToAddMod in the radioBearerConfig.  Otherwise there will be a duplication of the same action as in 5.3.5.6.5 (DRB) and 5.3.5.6.3 (SRB):

2>  if reestablishPDCP is set
3>  configure the PDCP entities of this RadioBearerConfig to apply the ciphering algorithm and KUPenc key associated with the KeNB/S-KgNB as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
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	Remove
1>  for all radio bearers configured with S-KgNB:
2>  configure lower layers to apply the KRRCint key, i.e. the integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>  configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure.




As explained in the issue list, during an sk-counter update, there are 2 places where the new key is configured to the PDCP entity for the radio bearer, once during the reception of the sk-counter and another time when the PDCP is re-established for a radio bearer. Only 1 needs to be kept in our view. 

Since the new key should only be applied at the point where the PDCP is re-established, hence the one in the drb/srb-ToAddMod in Section 5.3.5.6.5 should be kept, while the one in Security Key Update Section 5.3.5.8 should be removed.  

Hence the resolution is as follow:

Proposal#1: Remove the paragraph below in Section 5.3.5.8:
[bookmark: _Toc500942639][bookmark: _Toc501138203]5.3.5.8	Security key update 
Upon reception of sk-Counter the UE shall:
Editor’s Note: FFS: Consider mentioning that this corresponds to SCG-counter in 33.401.
Editor’s Note: FFS reference to 33.401 correct?
1>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [32];
1>	derive the the KRRCenc and KUPenc key as specified in TS 33.401 [32];
1>	derive the KRRCint key as specified in TS 33.401 [32];
1>	for all radio bearers configured with S-KgNB:
2>	configure lower layers to apply the KRRCint key, i.e. the integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure.

Issue#I070 (RIL38.331): Condition on the including the SecurityConfig and reestablishPDCP in RadioBearerConfig
	I070
	KeyChange	The field is mandatory present in case of with key change, otherwise the field is not present
Does key change cover the initial configuration case? Or PDCP version change from LTE to NR?
	2
	For PDCP version chagne from LTE to NR, security capability, if it is optional present, then do we need to mention the algorith handling in 5.3.5.6.3?
For initial configuration, the security must be present. 
Suggest
The field is mandatory present in case of with key change or upon setup of a radio bearer, otherwise the field is not present



The KeyChange condition below is applied in 2 places in the RadioBearerConfig:
(A)
securityConfig				SecurityConfig						OPTIONAL  -- Cond KeyChange

(B)
reestablishPDCP				ENUMERATED{true}					OPTIONAL, -- Cond KeyChange

For (A), the KeyChange condition will have to include also the case when a radio bearer is setup as the UE needs to know which security configuration is used for the new radio bearer. Also it needs to be provided when the key-to-use for a radio bearer changes (e.g. MN terminated bearer <-> SN terminated bearer change). Whereas for (B), the KeyChange condition is only applied when there is a change of security key update (e.g. inter-eNB handover, SN change or MN <-> SN terminated bearer change).   The table in the Annex shows all the scenarios that require securityConfig and reestablishPDCP to be included.

Based on the table in the Annex, we think that the condition for (A) is more a network constraint as it describes when the network should provide the keyToUse and/or securityAlgorithmConfig. 
Hence for (A), it is proposed to make the changes as follow:
securityConfig				SecurityConfig						OPTIONAL  -- Need SCond KeyChange

SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig			SecurityAlgorithmConfig		OPTIONAL,	-- Need SM
	keyToUse						ENUMERATED{keNB, s-KgNB}	OPTIONAL,	-- Need SM
	...
}

Include the network constraint to the field descriptions for securityAlgorithmConfig and keytToUse
	securityConfig
When the field is not included,  the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers listed in this radioBearerConfig.

	keyToUse
Indicates if the bearer configured with this list is using KeNB or S-KgNB for deriving ciphering and/or integrity protection keys. Network should not configure SRB1 and SRB2 with S-KeNB and SRB3 with KeNB. Network should configure field upon setup of a radio bearer and when a termination point for radio bearer is changed. In the case of with key change (i.e. SN change, SN addition and MN HO), network may configure the field. In other cases, the network does not configure the field, When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers listed in this radioBearerConfig.

	securityAlgorithmConfig
Indicates security algorithm used by the radio bearer(s) in the drb-ToAddModList and/or srb-ToAddModList.
. Network should configure field upon setup of a radio bearer and when a termination point for radio bearer is changed. In the case of with key change (i.e. SN change, SN addition and MN HO), network may configure the field. In other cases, the network does not configure the field, When the field is not included,  the UE shall continue to use the currently configured security algorithm for the radio bearers listed in this radioBearerConfig.



	Conditional Presence
	Explanation

	KeyChange
	The field is mandatory present in case of with key change, otherwise the field is not present

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or reconfigured with NR PDCP; otherwise the field is optionally present, need M




Proposal#2: The condition of the presence of keyToUse and securityAlgorithmConfig should be updated as follow:
securityConfig				SecurityConfig						OPTIONAL  -- Need SCond KeyChange

SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig			SecurityAlgorithmConfig		OPTIONAL,	-- Need SM
	keyToUse						ENUMERATED{keNB, s-KgNB}	OPTIONAL,	-- Need SM
	...
}

Include the network constraint to the field descriptions for securityAlgorithmConfig and keytToUse
	securityConfig
When the field is not included,  the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers listed in this radioBearerConfig.

	keyToUse
Indicates if the bearer configured with this list is using KeNB or S-KgNB for deriving ciphering and/or integrity protection keys. Network should not configure SRB1 and SRB2 with S-KeNB and SRB3 with KeNB. Network should configure field upon setup of a radio bearer and when a termination point for radio bearer is changed. In the case of with key change (i.e. SN change, SN addition and MN HO), network may configure the field. In other cases, the network does not configure the field, When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers listed in this radioBearerConfig.

	securityAlgorithmConfig
Indicates security algorithm used by the radio bearer(s) in the drb-ToAddModList and/or srb-ToAddModList.
Network should configure field upon setup of a radio bearer and when a termination point for radio bearer is changed. In the case of with key change (i.e. SN change, SN addition and MN HO), network may configure the field. In other cases, the network does not configure the field, When the field is not included,  the UE shall continue to use the currently configured security algorithm for the radio bearers listed in this radioBearerConfig.



	Conditional Presence
	Explanation

	KeyChange
	The field is mandatory present in case of with key change, otherwise the field is not present

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or reconfigured with NR PDCP; otherwise the field is optionally present, need M



Based on the table in the Annex, the condition for (B) should also be captured as a network constraint and should be included in the field description as follow: 

Proposal#3: The condition for the reestablishPDCP should be removed and added to a field description as follow:

SRB-ToAddModList ::=					SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=						SEQUENCE {
	srb-Identity							SRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need SCond KeyChange
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}


DRB-ToAddModList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=						SEQUENCE {
	cnAssociation							CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity						INTEGER (0..15),												-- EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC
		sdap-Config								SDAP-Config													-- NGC
	},
	drb-Identity							DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need SCond HO
	recoverPDCP								ENUMERATED{true}										OPTIONAL, 		-- Need N
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}

	reestablishPDCP
Indicates whether the PDCP entity of DRB or SRB is to be re-established. Network should only set this field in case of with key change (i.e. SN change, MN HO and S-KgNB refresh) and change of termination point between MN and SN for a DRB.   



Issue#I037 (RIL36.331): When the sk-Counter is first sent to the UE
	I037
	There is an agreement:
The MN should always provide SK counter to the UE and SKgNB and security capability to SN at SN addition (even if no SCG anchored bearers are setup) in order to enable SRB3 to be setup based on SN decision.

This has been reflected in the reviewed specification as:
E-UTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3.

As a result, there is possibility that the sk-Counter is sent to the UE and new S-KgNB key being generated without being used by the UE (i.e. no SRB3 and DRB using S-KgNB is established)
The general principle is that the network provides the configuration only when needed. We should follow that. 
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	Rephrase:
EUTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3 when a radio bearer using S-KgNB is established.

Furthermore, there is a need for the MN to know whether SRB3 is established. An indication can be added to the scg-Config INM for this purpose during SN addition.



This issue is on when the sk-Counter is first sent to the UE. With the agreement below:

The MN should always provide SK counter to the UE and SKgNB and security capability to SN at SN addition (even if no SCG anchored bearers are setup) in order to enable SRB3 to be setup based on SN decision.

This has been reflected in the reviewed specification Section 5.3.1.2 as:
E-UTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3.

As a result, there is possibility that the sk-Counter is sent to the UE and new S-KgNB key being generated without being used by the UE (i.e. no SRB3 and DRB using S-KgNB is established). Considering that SRB3 or SN terminated DRB always is set up over MN, it is possible for MN to provide the sk-Counter only when these bearers are actually established.  Based on the principle that there should not be any hanging configuration in the UE, it is proposed that the specification is changed to that the sk-Counter is only provided to the UE when a radio bearer is first setup which has KeytoUse set to S-KgnB:

EUTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3 when a radio bearer using S-KgNB is established.
A consequence of this is that there is a need for the MN to be aware (in the case no SCG DRB is established) whether SN establishes a SRB3 during SN addition (or SN change). It is thus proposed to include a new indication in the SCG-Config inter-node message.

Proposal#4: In order to prevent hanging sk-Counter at the UE, the sk-Counter should only be sent to the UE when a radio bearer is first setup which has KeytoUse set to S-KgnB.  The corresponding change is as follow:

EUTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3 when a radio bearer using S-KgNB is established.

Proposal#5: In order for the MN eNB to know whether to send the sk-Counter, a new indication is added to the SCG-Config inter-node message to inform MN whether SRB3 is to be established.

Issue#I039 (RIL36.331): Naming of the RadioBearerConfig container in TS36.331
	I039
	nr-RadioBearerConfig-r15                 OCTET STRING                                    OPTIONAL,     -- Need ON
nr-RadioBearerConfigS-r15                OCTET STRING                             OPTIONAL,     -- Need ON

Naming of the nr-RadioBearerConfig should not give the hint that it is from SCG as the S in nr-RadioBearerConfigS implies. The two RB containers are not relevant to the UE and does not belong to either MN or SN from UE point of view with unified bearers.  

	2
	Suggest to change to:
nr-RadioBearerConfig1-r15                OCTET STRING                                    OPTIONAL,       -- Need ON
nr-RadioBearerConfigS2-r15               OCTET STRING                             OPTIONAL,     -- Need ON
also change the name accordingly in procedure part, i.e. 5.5.3.4a, 5.3.5.3; 5.3.5.4;5.3.5.8 and 5.3.7.2.



The following is the field name of the RadioBearerConfig container in TS36.331:
nr-RadioBearerConfig-r15                 OCTET STRING                                    OPTIONAL,     -- Need ON
nr-RadioBearerConfigS-r15                OCTET STRING                             OPTIONAL,     -- Need ON

The current naming of the nr-RadioBearerConfig is misleading.  With unified bearers, UE does not differentiate whether the RB config came from MN or SN.  Hence from UE behaviour point of view the two containers are identical and there is no association of one container or the contents of the container with SN as seems to be implied or misunderstood by the use of “S” in the name nr-RadioBearerConfigS.    Hence we suggest that it is changed back to the original naming as in the TP:
 
nr-RadioBearerConfig1-r15                OCTET STRING                                    OPTIONAL,       -- Need ON
nr-RadioBearerConfigS2-r15               OCTET STRING                             OPTIONAL,     -- Need ON

Proposal#6: Change the field name for the radioBearerConfig in TS36.331 to: 
nr-RadioBearerConfig1-r15                OCTET STRING                                    OPTIONAL,       -- Need ON
nr-RadioBearerConfigS2-r15               OCTET STRING                             OPTIONAL,     -- Need ON

Conclusion and proposals
It is requested that RAN 2 discuss and agree on the following proposals:
Proposal#1: Remove the paragraph below in Section 5.3.5.8:
5.3.5.8	Security key update 
Upon reception of sk-Counter the UE shall:
Editor’s Note: FFS: Consider mentioning that this corresponds to SCG-counter in 33.401.
Editor’s Note: FFS reference to 33.401 correct?
1>	update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [32];
1>	derive the the KRRCenc and KUPenc key as specified in TS 33.401 [32];
1>	derive the KRRCint key as specified in TS 33.401 [32];
1>	for all radio bearers configured with S-KgNB:
2>	configure lower layers to apply the KRRCint key, i.e. the integrity protection shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure;
2>	configure lower layers to apply the ciphering algorithm, the KRRCenc key and the KUPenc key, i.e. the ciphering shall be applied to all subsequent messages received and sent by the UE, including the message used to indicate the successful completion of the procedure.

Proposal#2: The condition of the presence of keyToUse and securityAlgorithmConfig should be updated as follow:
securityConfig				SecurityConfig						OPTIONAL  -- Need SCond KeyChange

SecurityConfig ::=						SEQUENCE {	
	securityAlgorithmConfig			SecurityAlgorithmConfig		OPTIONAL,	-- Need SM
	keyToUse						ENUMERATED{keNB, s-KgNB}	OPTIONAL,	-- Need SM
	...
}

Include the network constraint to the field descriptions for securityAlgorithmConfig and keytToUse
	securityConfig
When the field is not included,  the UE shall continue to use the currently configured keyToUse and security algorithm for the radio bearers listed in this radioBearerConfig.

	keyToUse
Indicates if the bearer configured with this list is using KeNB or S-KgNB for deriving ciphering and/or integrity protection keys. Network should not configure SRB1 and SRB2 with S-KeNB and SRB3 with KeNB. Network should configure field upon setup of a radio bearer and when a termination point for radio bearer is changed. In the case of with key change (i.e. SN change, SN addition and MN HO), network may configure the field. In other cases, the network does not configure the field, When the field is not included,  the UE shall continue to use the currently configured keyToUse for the radio bearers listed in this radioBearerConfig.

	securityAlgorithmConfig
Indicates security algorithm used by the radio bearer(s) in the drb-ToAddModList and/or srb-ToAddModList.
Network should configure field upon setup of a radio bearer and when a termination point for radio bearer is changed. In the case of with key change (i.e. SN change, SN addition and MN HO), network may configure the field. In other cases, the network does not configure the field, When the field is not included,  the UE shall continue to use the currently configured security algorithm for the radio bearers listed in this radioBearerConfig.



	Conditional Presence
	Explanation

	KeyChange
	The field is mandatory present in case of with key change, otherwise the field is not present

	PDCP
	The field is mandatory present if the corresponding DRB is being setup or reconfigured with NR PDCP; otherwise the field is optionally present, need M



Proposal#3: The condition for the reestablishPDCP should be removed and added to a field description as follow:

SRB-ToAddModList ::=					SEQUENCE (SIZE (1..2)) OF SRB-ToAddMod
SRB-ToAddMod ::=						SEQUENCE {
	srb-Identity							SRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need SCond KeyChange
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}


DRB-ToAddModList ::=					SEQUENCE (SIZE (1..maxDRB)) OF DRB-ToAddMod
DRB-ToAddMod ::=						SEQUENCE {
	cnAssociation							CHOICE {
		-- The EPS bearer ID determines the EPS bearer when NR connects to EPC using EN-DC
		eps-BearerIdentity						INTEGER (0..15),												-- EPS-DRB-Setup
		--	The SDAP configuration determines how to map QoS flows to DRBs when NR connects to the 5GC
		sdap-Config								SDAP-Config													-- NGC
	},
	drb-Identity							DRB-Identity,

	-- may only be set if the cell groups of all linked logical channels are reset or released
	reestablishPDCP							ENUMERATED{true}										OPTIONAL, 		-- Need SCond HO
	recoverPDCP								ENUMERATED{true}										OPTIONAL, 		-- Need N
	pdcp-Config								PDCP-Config												OPTIONAL,		-- Cond PDCP
	...
}

	reestablishPDCP
Indicates whether the PDCP entity of DRB or SRB is to be re-established. Network should only set this field in case of with key change (i.e. SN change, MN HO and S-KgNB refresh) and change of termination point between MN and SN for a DRB.   



Proposal#4: In order to prevent hanging sk-Counter at the UE, the sk-Counter should only be sent to the UE when a radio bearer is first setup which has KeytoUse set to S-KgnB.  The corresponding change is as follow:

EUTRAN provides a UE configured with EN-DC with an sk-Counter even when no DRB is setup using S-KgNB i.e. to facilitate configuration of SRB3 when a radio bearer using S-KgNB is established.

Proposal#5: In order for the MN eNB to know whether to send the sk-Counter, a new indication needs to be added to the SCG-Config inter-node message to inform MN whether SRB3 is to be established.

Proposal#6: Change the field name for the radioBearerConfig in TS36.331 to: 
nr-RadioBearerConfig1-r15                OCTET STRING                                    OPTIONAL,       -- Need ON
nr-RadioBearerConfigS2-r15               OCTET STRING                             OPTIONAL,     -- Need ON
Annex
The scenarios where securityConfig and reestablisPDCP need to be included:
	SN change
	securityConfig needed if algorithm changes. Use the previously configured keyToUse for this radio bearer list in the radioBearerConfig

SN-terminated RBs for all SN-terminated RBs need to set reestablishPDCP.

	MN <->SN terminated bearer type change
	securityConfig needed to indicate new keyToUse and security algorithm to use for the radio bearer of concern (always sent because MN/SN does not know what the other is using)

Need to set reestablishPDCP for the radio bearer of concern.

	RB setup
	securityConfig needed to indicate keyToUse and security algorithm to use for the new radio bearer.

	S-KgNB refresh
	SN-terminated RBs for all SN-terminated RBs need to set reestablishPDCP.

	MN HO
	All RBs need to set reestablishPDCP.
securityConfig needed if algorithm changes. Use the previously configured keyToUse for this radio bearer list in the radioBearerConfig


	SN addition
(with RB setup or RB type change) 
	(assuming at least one SN terminated RB)
Follow RB setup/type change from above



