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1
Introduction
The new work item [1] was agreed at RAN#75 to specify features that enable new NR system to work successfully in commercial deployments. One of the objectives is to define the UE state machine and transitions including RRC_IDLE, RRC_CONNECTED and RRC_INACTIVE in accordance with their characteristics as described in sub-clause 5.5.2 of TR 38.804. In addition, UL and DL data transfer in RRC_INACTIVE might be studied only if all the other objectives have been completed and time is permitted.

During the study for supporting UL/DL data transmission in study item phase, the maintenance of the AS security context has been discussed to ensure that only the right UE is using the UE context meaning the UE need to provide some proof of having the right UE security context. RAN2 #98 [2] has achieved agreement regarding the RRC_INACTIVE to RRC_CONNECTED state transition procedure. Therefore, in this paper, we will analyze the potential implication to the security handling during the state transition.
2
Discussion
RAN2 #98 [2] agreed when UE wants to transition from RRC_INACTIVE to RRC_CONNECTED 
Agreements for the case that the UE wants to transition from INACTIVE to CONNECTED

1
Initial UE RRC message from RRC_INACTIVE (e.g. MSG3) should be sent on SRB0

2
In case the RAN is successful in retrieving and verifying the UE context, MSG4 should be integrity protected and sent on SRB1

3
RAN2 aim that in case the RAN is successful in retrieving and verifying the UE context, MSG4 should be ciphered and sent on SRB1
FFS Whether there may be cases where message where the MSG4 cannot be ciphered.

4
If the UE received a resume message on MSG4 on SRB1 then the UE enters RRC Connected.

4a
If the UE received a message suspending the UE on MSG4 on SRB1 then the UE remains in RRC Inactive.

FFS In case the RAN is not successful in retrieving or verifying the UE context, MSG4 (can be at least be a message that requests the UE to trigger a new connection) will be sent on SRB0

FFS Whether MSG 4 can be a reject to idle. 

FFS When the UE receives in MSG4 on SRB0 then the UE releases at least the AS security context and UE NAS layer should be informed.

RAN2#99bis [3] agreed following 

Agreements

1
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB0 (without Integrity protection) to move the UE back into INACTIVE (i.e. rejected with wait timer).

2
INACTIVE related parameters/configuration should not be updated by a MSG4 sent over SRB0 (as it is a non-protected message).

3
A UE in INACTIVE, trying to resume an RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE back into INACTIVE (i.e. not rejected). (RNA update use case)

4
The MSG4 (i.e. not rejected) of agreement 3 can configure at least the same parameters as can be configured by the message that moves the UE to inactive (e.g. I-RNTI, RNA, RAN DRX cycle, periodic RNAU timer, redirect carrier frequency, for inactive mode mobility control information or reselection priority information). (security framework are to be discussed independently)
5
A UE in INACTIVE, trying to resume the RRC connection, can receive MSG4 sent over SRB1 with at least integrity protection to move the UE into IDLE.

5.1
This MSG4 (i.e. SRB1 release to IDLE) can carry same information as RRC Connection release kind of message (e.g. priority, redirect information, idle mode mobility control information, cause and idle mode re-selection information).
6
UE in INACTIVE, trying to resume an RRC connection, cannot receive MSG4 sent over SRB0 (without Integrity protection) to move the UE into IDLE to stay in IDLE (i.e. not precluding use of fallback to RRC Connection Establishment).

When discussing the small data transmission in RRC_INACTIVE, RAN2 #97 [4] agreed the network should can update the context when the UE sends small data in RRC_INACTIVE. And the update should rely on RRC signalling and be done in the “second” message (e.g. RRCConnectionResume or a control response message triggered by small data transmission). It was also agreed in RAN2 #99 [5] when UE transits from RRC_INACTIVE to RRC_CONNECTED, when when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration, so the same principle is applicable for the state transition to RRC_CONNECTED as well. In addition, the same resume procedure is also used to notify the RAN based location area update for a UE in RRC_INACTIVE when it reselects to a cell not belonging to the configured RAN based notification area. Therefore except for the positive response to the state transition request to resume the retained SRBs and DRBs, the gNB may also include other configuration parameters to update the UE context, e.g. the updated bearer configuration, or the updated RAN based notification area in Msg4. By providing the necessary configuration inside Msg4, the extra RRC Reconfiguration procedure could be saved, consequently to reduce the overall signaling overhead, the power consumption and the latency. Normally those parameters are confidential and should be protected against potential security risks.
Proposal 1: The Msg4 should be ciphered when it contains the confidential configuration.
Based on SA3 analysis [6], in case the PDCP entity is not relocated, the stored security context is sufficient for integrity protection for both UL and DL. Therefore ideally, the stored security context including the old key could be applied for integrity protection of Msg3 and Msg4 if the PDCP entity is not relocated, and in addition, the ciphering/encryption of Msg4 by using the stored key is also sufficient from security point of view. So ideally, the key refresh is not necessary if the UE stays in the same cell.

If the UE moves to a new gNB, the key may need to be refreshed based on updated parameters (NOTE, the input parameters for deriving security key are still under study in SA3). As per RAN2 agreements, Msg4 is ciphered and transmitted on SRB1. That means whenever the UE establishes the connection with a new gNB, the refreshed key will be applied for security handling of Msg4. In order to ensure the aligned key is applied also in UE side for reception of Msg4, the key needs to be refreshed in UE as well prior to receiving Msg4.

If considering the potential UE mobility status, there are two alternatives to support security during state transition. 
·   Alt1: The UE always refresh the key before sending Msg3 for each state transition

·   Alt2: Whether and when the key is refreshed replies on the UE’s mobility status, i.e. after UE performs the cell reselection, 
·   If it still camps to the same cell, the UE will continue applying the stored old key for sending Msg3 and receiving Msg4 

·   Otherwise, the UE will refresh the key and apply the new key for sending Msg3 and receiving Msg4.

To refresh the key each time during state transition regardless of UE’s mobility is a simple solution but could be unnecessary. On the contrary, to refresh the key conditionally could be an optimal solution in terms of minimizing the needed key refreshes, but at the cost of the increased implementation complexity although just having a solution would also seem to simplify the implementations. It is, however, expected that UE will not have data in its buffer when directed to INACTIVE mode, hence, there seems to be no justification to try to retain the old key.
Proposal 2:  For simplicity, consider to refresh security keys at every INACTIVE to CONNECTED RRC transition.
As the UE’s location is unpredictable, the UE needs to be prepared for the key refresh no matter whether Alt1 or Alt2 is accepted. I.e. in order to refresh the key before requesting the state transition just in case, the required security parameters need to be provided to UE beforehand. 
To support the early data transmission for UP solution for Further NB-IoT enhancements and Even further enhanced MTC for LTE, RAN2 #100 [7] agreed 

·    UE shall restore the UE context, reactivate security, and re-establish/resume all SRBs/DRBs. The UE shall derive new keys based on the NCC provided in the previous connection. It is FFS in which message NCC is provided in the previous connection. The FFS is pending SA3 feedback.

·    Legacy RRCConnectionRelease message with suspend is extended to include NCC in Msg4 when the network wants the UE to move to RRC_IDLE.

The same procedure could also be applied for NR RRC_INACTIVE to RRC_CONNECTED state transition, that the UE derives the new keys based on the stored NCC provided in the previous connection. Except for the RRCConnectionRelease message, the gNB could also provide those parameters (like new NCC) during the previous RRC connection (e.g., in RRCConnectionReconfiguration message) to account also for a possible resume from RLF scenario.
Proposal 3: The security parameters for deriving the new key (e.g., NCC) are provided to the UE during the previous RRC Connection and stored in the UE’s security context. 
3
Conclusions

This contribution has analysed the security aspects for state transition from RRC_INACTIVE to RRC_CONNECTED state and we propose:
Proposal 1: The Msg4 should be ciphered when it contains the confidential configuration.

Proposal 2:  For simplicity, consider to refresh security keys at every INACTIVE to CONNECTED RRC transition.

Proposal 3: The security parameters for deriving the new key (e.g., NCC) are provided to the UE during the previous RRC Connection and stored in the UE’s security context. 
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