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1 Overall Description:

RAN2 has discussed the technical challenge for the support of integrity protection for DRBs and would like to share RAN2 view on the support of integrity protection for DRBs.
In RAN2#99 Berlin meeting, RAN2 made the following agreement:

-
UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.  

-
MAC-I field is not present for a DRB for which integrity protection is not configured.  

As stated in the RAN2 agreements, one Data Radio Bearer (DRB) could be configured to support data integrity protection, which means the MAC-I field would be present after the PDCP payload. Therefore, the transmitter should process the PDCP SDU with the granularity packet by packet to perform data integrity protection. 
Support of data integrity for user plane over Uu interface causes 
1) additional OTA overhead and impacts UE and system throughput performance; and 
2) increased need for computation in both UE and network.

According to our study on the SA3 specifications, we found the followings:

SA3 specification 33.501 subclause 5.1.3.1 specifies:
The UE shall support integrity protection of user data between the UE and the gNB.

--- omit other statements ---

Integrity protection of the user data between the UE and gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
Besides, SA3 specification 33.893 subclause 5.1.3.3.1 specifies:

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of most of the signalling messages, but not for user plane data. For the IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.
According to the context in the SA3 specifications, our understanding is that the data integrity protection for user plane data is intended for IoT use case where data throughput is low. On the other hand, for the high data rate use case, such as the regular eMBB scenario, performing data integrity protection for each PDCP SDU is quite costly in terms of processing.

Therefore, RAN2 sees a need to limit the use-cases of the user plan integrity protection only for DRB, whose traffic is of low data rate (such as IoT application but not for eMBB).
Please note that there is consensus at RAN plenary that features with hardware impact need to be completed by December 2017.
2 Actions:
ACTION: RAN2 would like to request SA2 and SA3 to take the above information into account in the discussions of the user plane integrity protection. 
3 Date of Next RAN2 Meetings:

TSG-RAN WG2 Meeting #100
27th Nov –1st Dec 2017

Reno, US.

TSG-RAN WG2 Meeting #AH – 1801


22nd – 26th Jan 2018

Vancouver, CA.


