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1. Overall Description:
RAN2 discussed the security framework during the state transition from RRC_INACTIVE to RRC_CONNECTED. The procedure can be depicted as follows:


RAN2 discussed the following security principles:

1. The authentication token (eg. shortMAC-I in LTE) for UE verification is included in MSG3. The authentication token shall be generated using the old gNB key. Details of authentication token are FFS.  
2. Security information to derive the new key is provided to the UE by the old gNB (i.e. via the RRCConnectionRelease kind of message) when the UE is sent to RRC_INACTIVE. Details of security information are FFS.  
3. When RAN is successful in retrieving and verifying UE context, MSG4 sent on SRB1 should be ciphered using new key. The new key is derived by old gNB and provided to new gNB along with UE context.


Based on the above discussed security principles discussed, SA3 is requested to confirm the security framework discussed by RAN2. Further SA3 is requested to provide guidance on the following FFS issues:
1. The authentication token for UE verification
2. The security information provided to the UE to derive the new key

2. Actions:
To SA3:
RAN2 respectfully asks SA3 to take above information into account and respond with:
1. Whether the security framework discussed by RAN2 can be confirmed?
2. Provide guidance on the following FFS issues:
a. The authentication token for UE verification
b. The security information provided to the UE to derive the new key

4. Date of Next TSG-RAN WG2 Meetings:
[bookmark: _GoBack]TSG RAN WG2 Meeting #100	27 Nov - 01 Dec, 2017		Reno, USA
TSG RAN WG2 Meeting #Adhoc	22-26, January, 2018		USA
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