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1 Introduction

In this contribution, we would like to discuss how to handle unknown, unforeseen and erroneous protocol data in MAC.
2 Discussion
In LTE, when a MAC entity receives a MAC PDU for the MAC entity’s C-RNTI or Semi-Persistent Scheduling C-RNTI, or by the configured downlink assignment, or on SL-SCH, containing reserved or invalid values, the MAC entity shall discard the received PDU. For data received over MCH channel, there is special handling where instead of discarding the complete PDU. UE will only discard the MAC SDU which carries the reserved or invalid values.
In RAN2#99 meeting, it was agreed that MAC is not reset for the bearer type change between MCG bearer and SCG bearer. In this case, the original RLC entity should be released and new RLC entity should be established. The motivation of those agreements was to avoid unnecessary packet loss or retransmission due to discard of the data of the other logical channels.
When a MAC entity receives a PDU containing data of the released LCID, the LCID can be considered as an invalid value. The PDU may include not only data of the released LCH but also that of on-going transmissions. If this PDU is discarded as unicast data in LTE, the benefit of bearer type change without MAC reset cannot be achieved. Therefore, it is desirable to discard only data of the released LCH.
Proposal 1: MAC entity should ignore the LCID value released by the previous reconfiguration and the corresponding MAC SDUs.
Next issue is PDU handling for the other cases, i.e. MAC entity’s behaviour when MAC PDU containing not a released LCID but the other reserved or invalid values. Prior to conclusion, we need to see when this event would happen in the operation scenario. We may consider two rare and abnormal cases as follows:
1) Error in transport block CRC: Arrival of a new MAC PDU means that it has passed the transport block CRC check but an error was not detected. In this case, if there is any unknown value, the receiver cannot trust not only the unknown value but also the whole PDU because there is a high possibility that the other part of the PDU has an error. Thus, delivery of the remaining part to upper layer may cause unintended procedures at receiver side. For this type of error, it is desirable for receiver to discard the whole PDU.
2) Capability mismatch between NW and UE: When the transmitter misunderstands receiver’s capability, the transmitter may include a MAC CE which is not supported by the receiver. For instance, gNB sends a DL MAC CE of newer release (Rel-16) to a legacy UE (e.g. Rel-15). In turn, UE receives an unknown MAC CE. This implies an incomplete connection setup between NW and UE. Rather than just discarding the unknown one, the connection including DRB configuration should be reestablished or reconfigured. 
The partial discard cannot be enabled for free of charge. Since RAN2 already agreed that the dispersed MAC subheader, i.e. SDU/CE right after the subheader, UE cannot perform the decoding the next data or CE without understanding of the length of the previous one. In other words, every MAC CE should have the length field even for the fixed-size MAC CE.
By considering the cases, we could reach the conclusion that LTE principle can be reused for NR.
Proposal 2. Received MAC PDUs containing othery reserved or invalid data is discarded.
Based on Proposals 1 and 2, we also propose the corresponding text proposal as captured in the Annex of this document.
Proposal 3. Adopt a text proposal in Annex. 

3 Conclusion

Based on the above, RAN2 is requested to discuss and capture the following proposal:
Proposal 1: MAC entity should ignore the LCID value released by the previous reconfiguration and the corresponding MAC SDUs.
Proposal 2. Received MAC PDUs containing othery reserved or invalid data is discarded.

Proposal 3. Adopt a text proposal in Annex. 
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Annex: Text Proposal for TS38.321
5.13
Handling of unknown, unforeseen and erroneous protocol data
When a MAC entity receives a MAC PDU containing reserved or invalid values, the MAC entity shall:

-
if it is the LCID for the logical channel released by the previous reconfiguration


- ignore the MAC PDU subheaders containing reserved values and the corresponding MAC SDUs;
-
else 
- discard the received PDU.

