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1 Introduction

In the RAN2 previous meetings, the following agreements are made about data integrity for user plane:

Agreements on Data Integrity Protection for User Plane:
NR AH#2 (Jun. 2017) [2]
-
The UE and gNB shall support integrity protection of user data. (SA3 agreement)
NR RAN2 99 (Aug. 2017) [3]
-
UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.  

-
MAC-I field is not present for a DRB for which integrity protection is not configured.  

In this contribution, we further discuss the use case for data integrity protection for User Plane. 

2 Discussion
As stated in the previous RAN2 meeting agreements, the data integrity protection is introduced to NR user plane. One Data Radio Bearer (DRB) could be configured to support data integrity protection, which means the MAC-I field would be present after the PDCP payload. Therefore, the transmitter should process the PDCP SDU with the granularity packet by packet to perform data integrity protection. Support of data integrity for user plane over Uu interface causes 1) additional OTA overhead and impacts UE and System throughput performance 2) increased need for computation in both UE and network.
In addition, the SA3 specification 33.501 [1] subclause 5.1.3.1 and SA3 LS specifies the requirements of UP IP:

	SA3 specification 33.501 [1]
· The UE shall support integrity protection of user data between the UE and the gNB.
· Integrity protection of the user data between the UE and gNB is optional to use. 

      NOTE:  Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
· For the IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

SA3 LS [4]

· For Option 3, there is no requirement for supporting integrity protection for DRB in MeNB or SeNB. However, the specification will be forward compatible for activating the integrity protection for DRB with other options.


The SA3 also confirmed that Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
Observation 1: Use of Data Integrity Protection for user plane causes additional air interface overhead, impacts throughput performance and increased need for computation in both UE and network.
Observation 2: EN-DC does not have to support user plane integrity protection (as per SA3 requirement)

Observation 3: User plane implementation and hardware for SA NR should be compatible with those of EN-DC (as per RAN guideline)

Observation 4: Clarify data integrity protection performance requirements is critical to EN-DC implementation.

According to the context in SA3 Specification, our understanding is that the data integrity protection for user plane data is intended for IoT use case where data throughput is low. On the other hand, for the high data rate use case, such as the regular eMBB scenario, performing data integrity protection for each PDCP SDU is quite costly. 
Therefore, we propose, in the high data rate scenario, the transmitter shall leverage the behavior in LTE, i.e. does not support the data integrity protection for user plane data radio bearer.
Proposal 1. Data Integrity Protection mechanism for UP DRBs is only to be configured for DRBs whose aggregate traffic (e.g., based on associated MBR of the QoS flows) is of low data rate (Example: for IOT application and not for eMBB).
3 Summary
Based on the above discussions, we recommend RAN2 discusses the following observations and proposals:
Observation 1: Use of Data Integrity Protection for user plane causes additional air interface overhead, impacts throughput performance and increased need for computation in both UE and network.

Observation 2: EN-DC does not have to support user plane integrity protection (as per SA3 requirement)

Observation 3: User plane implementation and hardware for SA NR should be compatible with those of EN-DC (as per RAN guideline)

Observation 4: Clarify data integrity protection performance requirements is critical to EN-DC implementation.

Proposal 1. Data Integrity Protection mechanism for UP DRBs is only to be configured for DRBs whose aggregate traffic (e.g., based on associated MBR of the QoS flows) is of low data rate (Example: for IOT application and not for eMBB).
4 References

[1] TS 33.501v0.3.0, "Security Architecture and Procedures for 5G System", 3GPP
[2] RAN2-NR-AH2-Qingdao-chairman-notes-2017-06-29-2025-eom
[3] RAN2-99-Berlin-chairman-notes-2017-08-25-1800-eom
[4] R2-1709674, S3-172077
