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1 Introduction

After RAN2#98 Hangzhou meeting, RAN2 had the email discussion [98#30] and the email discussion was reported in [1]. In the email discussion report, the following open issues were raised:
Discussion point 14:

1. It is FFS if all gNBs within a given area (e.g. UE registered area) can support the same encryption algorithms.

2. How to handle the update of NCC (e.g. option (a) providing the new NCC during previous RRC connection (i.e. before moving the UE into INACTIVE) or option (b) as part of the resume procedure).
3. It is FFS dependent to previous FFSs 2 and 3 whether for INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, the RRC Connection Resume kind of message (MSG4) always can be ciphered (in addition to integrity protected). To confirm with SA3.
4. Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.

Discussion point 15:

5. It is FFS whether this MSG5 can be omitted in some cases, e.g. (a) if MSG3 includes full MAC-I, or (b) if UE uses the new security key provided in previous RRC connection, or (c) if PDCP anchor has not changed, except for (d) if UE may derive another key upon reception of MSG4.
Proposal 5: MSG5 is sent during the resumption procedure.
- Because Msg3 can't carry extra information than UE-ID and cause value so full MAC-I signaling would be impossible.

Discussion point 27:

6. It is FFS whether to also include (g) the security information (e.g. NCC) in RRC connection inactivation message.
Proposal 6: NCC is present in the RRC connection inactivation message so that UE and RAN can derive a new key for the transmission of the data/RRC signaling in RRC_INACTIVE state.
This contribution discusses the open issues and provides the proposals for them.
2 Discussion
Each discussion point is imported from [1].
Discussion point 14. When RAN successfully retrieves and verifies the UE context, can the MSG4 always be ciphered? If not, in which cases this may not be feasible and what is the recommended solution.
1. It is FFS if all gNBs within a given area (e.g. UE registered area) can support the same encryption algorithms.
This is necessary to support the integrity protection check and optionally decryption at the Msg4. The context fetch between the anchor gNB and the new serving gNB will take place only within the same RNA. Therefore, the network security algorithm requirement can be limited within the same RNA.

Proposal 1: All gNBs in a same RNA support the same security algorithms

 

1. How to handle the update of NCC (e.g. option (a) providing the new NCC during previous RRC connection (i.e. before moving the UE into INACTIVE) or option (b) as part of the resume procedure).
There are two scenarios.
· State transition from RRC_CONNECTED to RRC_INACTIVE.

· Serving gNB change

For the state transition case:

UE may stay in RRC_INACTIVE state for long time and it’s not good idea that the same key remains unchanged for long time. Therefore, it’s better to renew the key upon transmission of UL data. To derivate a new key, UE needs an NCC value to determine how key derivation is done (either vertical key derivation or horizontal key derivation). 
If we can assume the same SA3 procedure for LTE Light Connection is applied for RRC_INACTIVE state transition, then AMF would provide the fresh (NH, NCC) to the gNB upon the inactivation (ref. the 1st paragraph of 33.401 [3] subclause 7.2.11.1). Therefore, when UE moves into RRC_INACTIVE state, AMF would provide the fresh (NH, NCC) to the serving gNB so the NCC can be provided to the UE upon the state transition from RRC_CONNCTED state to RRC_INACTIVE state and the serving gNB should store the fresh as part of the UE context.
Proposal 2-1: NCC is provided in the RRC message commanding the state transition from RRC_CONNECTED to RRC_INACTIVE (for key derivation upon the state transition to inactive)

For the serving gNB change case:
If the PDCP anchoring point is changed, the key needs to be derived. Only the RAN knows the PDCP anchoring point change event so the new serving gNB should tell the UE that the UE needs to derive a new key. Therefore the Msg4 should be able to include an NCC value to force UE to derive a new key for the case of the PDCP anchoring point change (i.e. serving gNB change).
Proposal 2-2: NCC is provided in the RRC message commanding the state transition from RRC_INACTIVE to RRC_CONNECTED (for key derivation upon serving gNB change).

 

1. It is FFS dependent to previous FFSs 2 and 3 whether for INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, the RRC Connection Resume kind of message (MSG4) always can be ciphered (in addition to integrity protected). To confirm with SA3.
Encryption requirement：

If the Msg4 includes any private information (such as UE-ID) for the UE, then the Msg4 should be encrypted. However, we can’t think of any private information in the Msg4. Therefore, the encryption looks not necessary from security requirement point of view.
Integrity protection requirement:

Without integrity protection, UE can’t detect any modification of the reconfiguration parameters in the Msg4. For example, if the Msg4 can change the serving cell(s) for the UE, then the attacker can exploit the Msg4 to forward the UE to the compromised cell. So it’s not good idea not to integrity protect the Msg4 if we have any use-case involving the serving cell change forced by the Msg4 (such as load balancing upon Msg4).
Proposal 3-1: Msg4 is at least integrity protected. 

Then next question would be how to integrity protect the Msg4.

36.331 [2] subclause 4.2.2 specifies;

Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering to the NAS messages.
Observation: If SRB1 is used to transmit Msg4, the Msg4 shall be integrity protected and ciphered.

According to the above 2 observations, Msg4 should be integrity protected via the integrity protection information but sent over SRB0.
Proposal 3-2: Msg4 is sent over the SRB0 and the Msg4 RRC message is integrity protected.
Discussion point 15. When RAN successfully retrieves and verifies the UE context, which kind of message shall be used for this RRC transition and be sent in MSG5? Please justify your response.

a) RRC Connection Resume Complete kind of message over SRB1.

b) Others.

1. It is FFS whether this MSG5 can be omitted in some cases, e.g. (a) if MSG3 includes full MAC-I, or (b) if UE uses the new security key provided in previous RRC connection, or (c) if PDCP anchor has not changed, except for (d) if UE may derive another key upon reception of MSG4.

Whether the Msg5 is required or not is depending on whether full MAC-I can be present in the Msg3 or not. In LTE, the RRCConnectionReEstablishmentRequest message includes only short MAC-I and the short MAC-I is generated paged on the PCI + EUARFCN and it does not take into account any message contents. Therefore, an attacker can easily obtain the genuine short MAC-I by monitoring UL PUSCH and send a false Msg3 with the correct short MAC-I (so called “message replay attack”). This is the reason why LTE has the Msg5 in the RRC connection re-establishment procedure.
On the other hands, the Msg3 size will not be changed from the LTE so the full MAC-I (32-bit field) will not be able to be present in the Msg3.

In conclusion, the Msg5 needs to be sent with a full MAC-I so that UE and gNB can make sure that both ends use the same security key.
Proposal 4: MSG5 is sent during the resumption procedure.

Discussion Point 27: 
Should the following information be included in the message described in Discussion Point 26 (e.g. RRC Connection Release kind of message)? Please justify your response.
a) Same message (and information) as it is used in RRC Connection Release kind of message sent when releasing an RRC connection (which is described in Error! Reference source not found.). 

b) UE identity or UE context identity (similar to LTE resumeIdentity).

c) Suspension/inactivation indication (similar to rrc-LightConnectionIndication in LTE light connection CR).

d) RAN configured DRX cycle (similar to ran-PagingCycle in LTE light connection CR).

e) RAN notification area configuration (similar to ran-PagingAreaInfo in LTE light connection CR).

f) RAN periodic notification timer (similar to ran-PeriodicPAU in LTE light connection CR).

g) Security information, such as, Next hop chaining count (similar to LTE nextHopChainingCount that is sent in RRC Conn. Setup/Resume Complete messages).

h) Others.

1. It is FFS whether to also include (g) the security information (e.g. NCC) in RRC connection inactivation message.
The same argument for the 2nd FFS of the discussion point 14 applies for this. 

UE may stay in RRC_INACTIVE state for long time and it’s not good idea that the same key remains unchanged for long time. Therefore, it’s better to renew the key upon transmission of UL data. To derivate a new key, UE needs an NCC value to determine how key derivation is done (either vertical key derivation or horizontal key derivation)..


Proposal 5: NCC is present in the RRC connection inactivation message so that UE and RAN can derive a new key for the transmission of the data/RRC signaling in RRC_INACTIVE state.
3 Summary
In this contribution, we propose:
Proposal 1: All gNBs in a same RNA support the same security algorithms.

Proposal 2-1: NCC is provided in the RRC message commanding the state transition from RRC_CONNECTED to RRC_INACTIVE (for key derivation upon the state transition to inactive).
Proposal 2-2: NCC is provided in the RRC message commanding the state transition from RRC_INACTIVE to RRC_CONNECTED (for key derivation upon serving gNB change).
Proposal 3-1: Msg4 is at least integrity protected. 

Observation: If SRB1 is used to transmit Msg4, the Msg4 shall be integrity protected and ciphered.
Proposal 3-2: Msg4 is sent over the SRB0 and the Msg4 RRC message is integrity protected.
Proposal 4: MSG5 is sent during the resumption procedure.
Proposal 5: NCC is present in the RRC connection inactivation message so that UE and RAN can derive a new key for the transmission of the data/RRC signaling in RRC_INACTIVE state.
4 References

[1] R2-1707038, Email discussion report on [98#30][NR] RRC Connection Control, Intel Corporation
[2] TS36.331 E-UTRA RRC Specification v13.6.1, 3GPP
[3] TS33.401 SAE Security Architecture v14.3.0, 3GPP
