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1 Introduction

In RAN2#98, RAN2 has sent an LS to SA3 to request a security solution on broadcasted assistance data. In RAN2#99, SA3 has replied the LS on encrypting broadcasted positioning data, and with the following questions [1]. 
· Question 1: Does RAN2 require a solution that supports multiple subscription levels?

· Question 2: Will eNB specific information be included into the positioning assistance data?
In this paper, we will discuss the broadcasted assistance data and potential impacts on SA3 based on the above questions.
2 Discussion
The assistance data is provided by the E-SMLC, and transmitted to the eNB for broadcasting assistance data. So there are two candidate nodes who can perform the ciphering on the assistance data, i.e. the eNB or the E-SMLC. If the encryption is at the eNB, the ciphering should be performed at the PDCP layer. The system information block sent by RRC is regarded as an SDU in PDCP, and then the complete system information block will be ciphered. In this case, the UE can only read the content (e.g. version information, packet information) by deciphering the SIB. While if the assistance data is encrypted by the E-SMLC, then the ciphered assistance data can be an IE in the system information, which allows other information included in the system information without encryption. So it is reasonable to encrypt the assistance data by the E-SMLC.  
Proposal 1: The encryption of broadcasted assistance data should be performed at the E-SMLC if needed. 
In UMTS, the encryption of broadcasted positioning assistance data is supported. Part of ciphering information is broadcasted in system information, e.g. in SIB 15, and another part is acquired by requesting ciphering keys in dedicate signalling. The broadcasted assistance data is grouped according to different GNSS types, positioning modes and methods. The subscribed UEs share the group key for broadcasted assistance data, and the key is updated in regularly. When the broadcasted assistance data is introduced in LTE, the procedure in UMTS can be a reference.

In LTE, besides OTDOA, some new positioning methods are added, such as different network RTK methods (VRS, MAC, FKP), and AGNSS. The State Space Representation (SSR) is still under development in RTCM [2]. Future proof mechanisms should be also considered to support SSR. Different methods may provide different accuracy levels, so multiple subscription levels for different accuracy levels should be supported. 

Proposal 2: Support multiple subscription levels for encrypting broadcasted assistance data. 
For UE-assisted OTDOA, the assistance data includes the eNB specific information such as the reference cell and neighbour cell list information, which does not need to be ciphered as in UMTS. This is because the non-subscribed UE is not able to obtain a UE-assisted position from the E-SMLC even if the UE acquires those assistance data. While for UE-based OTDOA, besides the reference cell and neighbour cell list information, there are some additional information related to the base station location, such as eNB’s coordinates, which has impacts on eNB security. Thus the UE-based assistance data may need to be ciphered. 
Proposal 3: The broadcasted assistance data for UE-assist OTDOA may not need encryption. 
Proposal 4: The broadcasted assistance data for UE-based OTDOA may need encryption. 
For RTK GNSS positioning, the assistance data mainly includes: Observation messages, Station Coordinates messages, Receiver and Antenna Descriptors, and other network RTK corrections defined in RTCM [2]. The assistance data does not carry the eNB specific information and can be used to provide the centimetre level positioning. So it may need to be ciphered to make sure only the subscribed UEs can acquire the information. For A-GNSS positioning, the assistance data contain the GNSS information, and does not include the eNB specific information either. 
Observation 1: The broadcasted assistance data for RTK and A-GNSS does not include the eNB specific information. 
Proposal 5: The broadcasted assistance data for RTK and A-GNSS may need encryption. 
3 Conclusion

In this contribution, the encrypting broadcasted assistance data is discussed, and some proposals are listed as following. 
Observation 1: The broadcasted assistance data for RTK and A-GNSS does not include the eNB specific information. 
Proposal 1: The encryption of broadcasted assistance data should be performed at the E-SMLC if needed. 
Proposal 2: Support multiple subscription levels for encrypting broadcasted assistance data. 
Proposal 3: The broadcasted assistance data for UE-assist OTDOA may not need encryption. 
Proposal 4: The broadcasted assistance data for UE-based OTDOA may need encryption. 
Proposal 5: The broadcasted assistance data for RTK and A-GNSS may need encryption. 
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