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Introduction
One objective for the agreed work item [1] is to specify optional encryption procedure for broadcast assistance data:

· Broadcasting of assistance data [RAN2, RAN3, SA3, SA2]
· Specify a new SIB to support signalling of positioning assistance information for A-GNSS, RTK and UE-based OTDOA assistance information. 
· Specify optional encryption procedure for broadcast assistance data, including mechanism for delivery of UE-specific encryption keys. 

In RAN2#98, it was agreed that encryption for broadcasting positioning related info shall be possible, and hence an LS [2] was sent to SA3 for requesting to develop a solution for this. There has been a response LS from SA3 [3] and while there has been no discussion on this topic in RAN2#99, the following contribution is mostly a resubmission of [4] with some additions to respond to the questions raised by SA3 WG. 
Discussion
Aside from the optional encryption of the considered sensitive information of the network, the main purpose of encrypting the positioning assistance information System Information Block (SIB) is for access control (i.e., only subscribers paying for the data should receive it). To enforce access control, the data is encrypted so that it can be decrypted by those UEs that have the correct access rights. This can be achieved by providing the UEs with appropriate decryption keys. A part of the data is encrypted using a specific key. The network provides the UEs that should have access to that part of the data with the specific key.
As it has been discussed in [5], the GNSS assistance data from E-SMLC should be prepared to be distributed in broadcast fashion. This can be considered as a service provided by the network for the UEs with proper positioning subscription. Therefore, the UEs with proper authority will be provided by the encryption key to access the broadcast assistance data. 

Broadcasting GNSS assistance data is considered as a service provided by the network, and therefore UEs with proper subscription may access the content of those SIBs. 
In [6], it was explained that additional information can also be considered to be part of the GNSS assistance data, such as Precise Point Positioning (PPP), and the possibility of providing the information via a State Spece Representation (SSR). We believe that also PPP and SSR shall be considered the for the broadcasted GNSS assistance data in Rel.15. Hence the broadcast information data for such techniques can be also part of the considered positioning SIBs. 
There should be possibility to have multiple encryption keys to provide different UEs with different positioning subscription access to enable user differentiation. The information in the SIB may be ordered in a hierarchical fashion so that some subscribers should have access to all data whereas others should only have access to a subset of the data. Therefore, the set of UEs connected to the network is partitioned. UEs belonging to a given partition are assigned access rights to for example all the data and can obtain a key that decrypt all the data. While UEs belonging to another partition are assigned access rights to only part of the broadcast information and not all of it. This is our proposed response to the first question indicated in [3].

SA3 has the following question from RAN2: [Question 1: Does RAN2 require a solution that supports multiple subscription levels?]

Proposal 1     RAN2 shall response SA3’s question as follow: [Yes, RAN2 requires a solution that supports multiple subscription levels. This would allow an encryption design solution in which that some UEs have access to all data and other UEs only can access a subset depending on which partition the UE belongs to.] 

To restrict access for UEs that no longer subscribe to the service it must be possible to replace the keys used for broadcast. In order to have a clear use case when designing the solution, we think it is valuable to consider what is the most frequent time we expect the key to change. It is anticipated that the keys will be provided with an expiration time, meaning that the encryption key will only be useful before the expiration time. After this time, the UE needs to retrieve a new key. A short validity time of keys provides better information security protection at the expense of frequent key retrievals, and vice versa. The validity time of encryption keys is therefore a trade-off, and something that needs to be a configurable parameter. 

Proposal 2     RAN2 shall acknowledge that the key change frequency needs to be a configurable parameter to handle the trade-off between information protection and key retrieval costs.  

The positioning information for broadcast can be encoded in the location server and encrypted in either the location server or the eNB. Since the information needs to be encrypted and the same encryption applies to all cells in an area, it makes sense to centralize the encryption. One view can be that the UE will get keys from MME, and the MME will send keys to E-SMLC including expiration time. RAN should always have the opportunity to say no to transmission requests since it is RAN that eventually provide the physical resources needed and have best real-time knowledge of UE connectivity. However, there seems to be no particular information that needs to be added at the eNB. This information can be communicated to SA3, as it has been questioned by them.


SA3 has the following question from RAN2: [Question 2: Will eNB specific information be included into the positioning assistance data?

Proposal 3     RAN2 shall response SA3’s question as follow: [No, there seems to be no particular information that needs to be added at the eNB. RAN2 shall ask SA3 to consider different alternatives of delivering the keys to the corresponding UEs, but shall include some information on the envisioned service protocols and architecture.] 
Proposal 4     Send an LS [7] to SA3 about the above agreements and responses to their two questions.

Conclusion
Here is the list of observation and proposals for this contribution:
1. Broadcasting GNSS assistance information is considered as a service provided by the network, and therefore UEs with proper subscription may access the content of those SIBs. 
1. SA3 has the following question from RAN2: [Question 1: Does RAN2 require a solution that supports multiple subscription levels?]
1. SA3 has the following question from RAN2: [Question 2: Will eNB specific information be included into the positioning assistance data?

Proposal 1    RAN2 shall response SA3’s question as follow: [Yes, RAN2 requires a solution that supports multiple subscription levels. This would allow an encryption design solution in which that some UEs have access to all data and other UEs only can access a subset depending on which partition the UE belongs to.]
Proposal 2    RAN2 shall acknowledge that the key change frequency needs to be a configurable parameter to handle the trade-off between information protection and key retrieval costs.  

Proposal 3     RAN2 shall response SA3’s question as follow: [No, there seems to be no particular information that needs to be added at the eNB. RAN2 shall ask SA3 to consider different alternatives of delivering the keys to the corresponding UEs, but shall include some information on the envisioned service protocols and architecture.] 
Proposal 4	Send an LS [7] to SA3 about the above agreements and responses to their two questions.
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