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1. Introduction & Background

At RAN2#99 meeting, the following agreements were reached for RRC connection control email discussion 98#30 [1]. 
Agreements

1.
For IDLE to CONNECTED RRC transition, a 3-step RRC procedure is used.

2.
For IDLE to CONNECTED RRC transition, RRC Connection Request kind of message is sent over SRB0 carried by RACH MSG3.

3.
For a failure to establish an RRC connection (e.g. due to congestion conditions) RRC Connection Reject kind of message is sent over SRB0 carried by RACH MSG4.

4
For a successful establishment of an RRC connection during the IDLE to CONNECTED RRC transition, RRC Connection Setup kind of message is sent over SRB0 carried by RACH MSG4.

5
For a successful establishment of an RRC connection during the IDLE to CONNECTED RRC transition, RRC Connection Setup Complete kind of message is sent over SRB1 carried by MSG5.

6
RRC Connection Request kind of message includes UE identity and establishment cause.

6.1
Some form of relation is foreseen between the access categories and establishment causes; details are FFS.

FFS if MSG3 also could also include other information e.g. NAS message, 5G CN node selection, UE capability of supporting high frequency, the access category indicating a type of services or other information sent over MSG5.
7.
RRC Connection Reject kind of message includes the wait time.

FFS redirect information

FFS Value range of wait time.

FFS Whether to include frequency/RAT deprioritisation information.
8
RRC Connection Setup kind of message includes dedicated radio resource configuration for SRB1.

9.
RRC Connection Setup Complete kind of message includes 5CN node selection information and dedicated NAS PDU (except if they were sent in MSG3 in the case that the FFS from Proposal 6.2.1 were to be agreed).
10.For CONNECTED to IDLE RRC transition, the RRC Connection Release kind of message is used and is sent over SRB1

FFS whether the same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE.

11.
RRC Connection Release kind of message can include release cause information, redirect carrier frequency and idle mode mobility control information.

12.
For INACTIVE to CONNECTED RRC transition, RRC Connection Resume Request kind of message is sent over SRB0 carried by RACH MSG3.

FFS whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.
13.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, RRC Connection Resume kind of message is sent over SRB1 carried by RACH MSG4 with at least integrity protection to resume the RRC connection and, if required, dedicated radio resource configuration.

FFS NR security framework for INACTIVE UEs.
15.
For INACTIVE to CONNECTED RRC transition, when RAN successfully retrieves and verifies the UE context, MSG5 is RRC Connection Resume Complete kind of message over SRB1.

FFS whether this MSG5 can be omitted in some case
16.
For INACTIVE to CONNECTED RRC transition, when RAN cannot successfully retrieve and verify the UE context, RRC Connection Setup kind of message (same as used in agreement 8) is sent over SRB0 (which would enable a fallback to establish a new RRC connection similar to Rel-13 LTE).

17.1.
For case described 16, the UE releases the AS security context, as well as, AS context related configurations kept while in INACTIVE.

17.2.
For case described 16, the UE AS informs the UE NAS of a fallback to establish a new RRC connection due to a failure while resuming resulting in a NAS Service Request message to establish a new connection.

21.
RRC Connection Resume Request kind of message includes UE identity (or UE context identity), establishment (or resume) cause information and UE's security information (e.g. authentication token).

FFS if MSG3 also could also include other information
22.
RRC Connection Resume kind of message can optionally include the dedicated radio resource configuration

FFS: Whether RRC Connection Resume Complete includes NAS PDU, 5CN node selection information (e.g. selected PLMN identity or NSSAI)
26
For CONNECTED to INACTIVE RRC transition, a RRC Connection Release kind of message is used and is sent over SRB1 (as described in proposal 10).

27
For CONNECTED to INACTIVE RRC transition, the RRC Connection Release kind of message includes (a) the same information as listed in proposal 11 (i.e. cause information, redirect carrier frequency and mobility control information), and can include (b) UE identity (or UE context identity), and optionally (c) suspension/inactivation indication (FFS if implicitly or explicitly), (d) RAN configured DRX cycle, (e) RAN periodic notification timer, and (f) RAN notification area.

29.
In the following cases the UE releases the UE context, UE AS informs UE NAS

29.1.
Case (b) upon failure of resume procedure (including the RAN update case);

FFS Whether this applies in all cases of failure of resume procedure
29.2.
Case (d) upon reselecting to other RAT;

29.3.
Case (e) upon reception of CN initiating paging;
This document will discuss the above remaining FFS issues (highlighted in yellow) and give our proposals. 
2. Discussion
We reorganize the FFS issues and put the related discussion under each discussion point. 
2.1. Discussion Point 1 
Some form of relation is foreseen between the access categories and establishment causes; details are FFS.

In LTE, establishment cause is provided by UE NAS layer to RRC layer and is used to prioritise the connection establishment request from the UE at high load situations by the network. The establishment causes are: emergency, highPriorityAccess, mt-Access,mo-Signalling, mo-Data, delayTolerantAccess-v1020, mo-VoiceCall-v1280, spare1.
In NR, access category is introduced for unified access control. The remaining issue is about how cause information is associated with access category in RRC connection request. Basically there are two options:

Option 1: keep establishment cause as in LTE.  Establishment cause is derived from the access category and carried in RRC connection request.
Option 2: replace establishment cause by access category. Access category is instead directly carried in RRC connection request.
Whether to adopt option 1 or option 2 depend on how access categories are defined. According to latest LS from SA1 to RAN2 [2], possible access categories are defined by an access category table (see Annex A) in [3]. We summarize the key observations as below:

· Access category is uniquely identified by the combination of conditions related to the UE and the type of access attempt. 
· Access category #0 to #8 have been explicitly defined. Further, the establishment cause in LTE is largely the same with either the ‘conditions related to the UE’ (e.g., AC11-AC15, delay tolerant service) or the ‘the type of access attempt’ (e.g., emergency, mo-signalling). 
· Access category #9 to #31 are reserved for future usage.
· Access category #32 to #63 are to-be-defined operator specific access categories using their own criterion (e.g. applications, network slicing aspects). 

· Maximum 64 access categories can be applied in NR.
Based on the above observations, if option 1 is adopted, some of the access categories need to be grouped as one establishment cause in order to accommodate the current 3-bit establishment causes. For example, the access category #5 to #7 are all mapped to mo-data upon UE delivering Service Request no matter whether the access attempt is for MMTEL voice or MMTEL video. While if option 2 is adopted, the mo-data can be further differentiated as mo-MMTEL-voice and mo-MMTEL-video by access category number. Compared with option1, the advantage would be that option 2 achieves finer differentiation among different service/signalling/special AC etc. Another advantage is the good extensibility to slicing and some other operator specific applications. Furthermore, use access category as common input for RRC connection control and access barring could simplify the design of a unified access control in NR. However, some concern may arise because of the limited MSG3 size. Considering maximum 64 access categories, 6- bit filed is enough for access category, which will increase by 3 bits (3/56 ≈ 6%) of the total MSG3 size.  In conclusion, option 2 is preferred as a better solution from future extension perspective.
Proposal  1
In NR establishment cause is replaced by access category in RRC connection request.
Proposal  2
6 bits is suggested to be used to indicate an access category in NR.
2.2. Discussion Point 2 
For RRC connection setup procedure
· FFS if MSG3 also could also include other information e.g. NAS message, 5G CN node selection, UE capability of supporting high frequency, the access category indicating a type of services or other information sent over MSG5.

For RRC connection resume procedure
· FFS if MSG3 also could also include other information.
· FFS: Whether RRC Connection Resume Complete includes NAS PDU, 5CN node selection information (e.g. selected PLMN identity or NSSAI).
Firstly, we notice that the following working assumptions were made at RAN2#98 meeting on network slicing topic, i.e. assistance information for AMF selection (NSSAI) is assumed to be carried in MSG5.
RAN2#98 Agreements:

1
RAN2 assumption is that MSG3 does not to deliver assistance information for AMF selection due to RRC size constraints as in LTE.

2
RAN2 assumption is that MSG5 is the earliest message that can be used to deliver assistance information for AMF selection.
MSG3 size assumption as in LTE makes it hard to include more information and leave little optimisation space for NR. However, it is still important to meet the control latency requirement in NR. From RAN2 perspective, the overall latency of RRC connection setup/resume can be further reduced by including at least NAS PDU, 5CN node selection information (e.g., selected PLMN identity or NSSAI) in MSG3. 
Despite that we need wait for RAN1 decision on the MSG3 size, it is suggested RAN2 to consider latency optimisation and make progress on the new working assumption.
Proposal  3
Rewrite working assumption of assistance information delivery for AMF selection at RAN2#98 meeting and make new working assumption as: Include both the NAS PDU and 5CN node selection (e.g., NSSAI) information in MSG3 if MSG3 size is not a limitation.
2.3. Discussion Point 3 
7. 
RRC Connection Reject kind of message includes the wait time.

FFS redirect information 

FFS Value range of wait time.

FFS Whether to include frequency/RAT deprioritisation information.

In LTE, frequency/RAT deprioritisation information is included in RRC connection reject message at network congestion situations. Redirect information provided from network can be used to control the frequency on which the UE camps. In NR similar motivations are expected. Therefore, reuse of the same mechanisms as in LTE should be supported.
Proposal  4
RRC Connection Reject kind of message includes redirect information and frequency/RAT deprioritisation information.
Regarding the appropriate value range of the wait time, potential deny of service attack by fake gNB should be taken into account. Because RRC connection reject is transmitted over SRB0 without any integrity protection and ciphering, it is easy for a fake gNB to forge a RRC connection reject message.  Moreover, A UE remains barred by the network until the wait time set in RRC connection reject expires. If a large value of wait time is supported, the fake gNB will have chance to send a UE out of service for a long time which is not desirable. Therefore, the value of wait time should not be too large. In LTE, the value range of wait time for non-delay-tolerant service are 1 to 16 seconds. We suggest to reuse the value range of wait time as in LTE.
Proposal  5
Wait time in RRC Connection Reject kind of message should not support very large value to handle potential deny of service attack. The value range of wait time in LTE (i.e 1~16 seconds) can be reused.
2.4. Discussion Point 4
FFS whether the same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE.

Generally, we have the follow observations as per the respective RAN2 agreements reached so far. 
Agreements at RAN2#98 meeting:

1
The RRC state transition from CONNECTED to IDLE follows one step procedure (e.g. release).

2
The RRC state transition from CONNECTED to INACTIVE follows one step procedure
Observation 1
Both the RRC transition from CONNECTED to IDLE and the RRC transition from CONNECTED to INACTIVE follow one step procedure.
Agreements at RAN2#99 meeting:
10. For CONNECTED to IDLE RRC transition, the RRC Connection Release kind of message is used and is sent over SRB1

26.For CONNECTED to INACTIVE RRC transition, a RRC Connection Release kind of message is used and is sent over SRB1 (as described in proposal 10).
Observation 2
Both the RRC message used for transition from CONNECTED to IDLE and the RRC message used for transition from CONNECTED to INACTIVE are sent over the same logical channel (i.e. DCCH) and radio bear (i.e. SRB1).
Agreements at RAN2#99 meeting:
11.
RRC Connection Release kind of message can include release cause information, redirect carrier frequency and idle mode mobility control information.

27
For CONNECTED to INACTIVE RRC transition, the RRC Connection Release kind of message includes (a) the same information as listed in proposal 11 (i.e. cause information, redirect carrier frequency and mobility control information), and can include (b) UE identity (or UE context identity), and optionally (c) suspension/inactivation indication (FFS if implicitly or explicitly), (d) RAN configured DRX cycle, (e) RAN periodic notification timer, and (f) RAN notification area.

Observation 3 
Both the RRC message used for transition from CONNECTED to IDLE and the RRC message used for transition from CONNECTED to INACTIVE include the same necessary information (i.e. cause information, redirect carrier frequency and idle mode mobility control information).
Agreements at RAN2#99 meeting:
1 Aim to limit the number of RRC messages i.e. avoid introducing several messages with similar content/ similar procedural handling (details can be discusses when more progress has been made on the individual procedures)

Observation 4
RRC message design should avoid introducing several messages with similar content/ similar procedural handling.
Based on the above 4 observations, we propose to have a common RRC message which is used for both the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE.
Proposal  6
The same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE, in order to avoid introducing two messages with similar content/ similar procedure handling.
2.5. Discussion Point 5
FFS whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.
According to agreement made at RAN2#99 meeting “For IDLE to CONNECTED RRC transition, a 3-step RRC procedure is used”, hence discussion point 5 regarding merging or having common message/procedure will be focused on the 3-step RRC procedure (i.e., request, response, complete). 
The following questions are investigated in order to make conclusions on the FFS.
Question 1: Whether MSG3 for different procedures is sent on the same logical channel?
Question 2: Whether MSG3 for different procedures includes enough information in common?
Similar argument is there on MSG4 and MSG5.
We take LTE as baseline example and list MSG3/MSG4/MSG5 content correspondingly in Table 2, Table 3, Table 4. The following six observations are summarized.
For MSG3 in Table 2: 
Observation 5
The same SRB0 is used to send MSG3.
Observation 6
The similar/same IEs carried over MSG3 are ueIdentity (or resumeIdentity or ReestabUE-Identity), establishmentCause (or resumeCause or reestablishmentCause) among different procedures, which covers 67% of the total listed IEs.
For MSG4 in Table 3: 
Observation 7
The same SRB0 can be used to send MSG4. Additionally, for INACTIVE to CONNECTED RRC transition and RAN location area update (RLAU) procedures, there are two cases. SRB0 is only used as the fallback case to establish a new RRC connection when resuming from INACTIVE but context retrieval failure. SRB1 is used for the context retrieval success case. 
Observation 8
For MSG4 over SRB0 case, the similar/same IEs carried over MSG3 is TransactionIdentifier, RadioResourceConfigDedicated among different procedures, which covers 67% of the total listed IEs. For MSG4 over SRB1 case, all IEs except RANPaingArea carried over MSG3 are the same for INACTIVE to CONNECTED RRC transition and RAN location area update (RLAU) procedures.
For MSG5 in Table 4: 

Observation 9
The same SRB1 is used to send MSG5.

Observation 10
The similar/same IEs carried over MSG5 are TransactionIdentifier, rlfInfoAvailable, logMeasAvailable, connEstFailInfoAvailable, logMeasAvailableMBSFN among different procedures, which covers 42% of the total listed IEs.
Considering MSG4 over SRB0 case for INACTIVE to CONNECTED RRC transition and RAN location area update (RLAU) procedures, we think designing common RRC message/procedure for all four procedures is beneficial because nearly half or more of listed IEs are the same/similar IEs in each MSG and the logical same channel is used to send corresponding MSG in each step. Besides, in MSG4 sent over SRB1 case, both INACTIVE to CONNECTED RRC transition and RAN location area update (RLAU) procedure are RRC resuming procedure from INACTIVE and the only delta information is the RANPaingArea, it is obvious that they should be designed to have common RRC message/procedure.
Proposal  7
Adopt a common message/procedure (i.e., MSG3 request over SRB0, MSG4 response over SRB0/SRB1 and MSG5 complete over SRB1) for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.
2.6. Discussion Point 6
FFS whether this MSG5 can be omitted in some case.
If a UE doesn’t send MSG5, security issue raised by the so-called MSG3 replay attack could not be avoided. An example is depicted in below Figure 1. A fake gNB is continuously monitoring UL channel and forwards MSG3 to an attacker UE after successful interception.  At the same time the fake gNB sends RRC reject to the UE. If the attacker UE is able to replay MSG3 and receive MSG4 (e.g., RRC connection resume) from the real gNB, it will succeed in changing the UE state in the network. In this case, RRC state mismatch between UE and network happens, i.e. the UE is in IDLE but the network thinks the UE is in CONNECTED. The consequence would be DL packets loss to the UE. In order to cope with such case, the MSG5 needs to be transmitted by UE in all cases. 

[image: image1]
Figure 1
Example of MSG3 replay attack
Proposal  8
"RRC resume MSG5" is required in all cases. 

2.7. Discussion Point 7
29.
In the following cases the UE releases the UE context, UE AS informs UE NAS

29.1.
Case (b) upon failure of resume procedure (including the RAN update case);

FFS Whether this applies in all cases of failure of resume procedure

We list two cases of resume procedure failure and analyse if it could be the exceptional case where “UE releases the UE context, UE AS informs UE NAS” is not applied.
Case 1: RRC resume MSG4 integrity check failure

In LTE, if integrity check failure of MSG4 happens the UE would initiate a RRC re-establishment procedure. In NR, a big difference between IDLE and INACTIVE state is that UE can transmit data in RRC resuming procedure. If the data is very important and not delay tolerant, the UE should be allowed to trigger RRC re-establishment procedure and enter into CONNECTED for data transmission. Thus Case 1 could be one exceptional case. 

Proposal  9
UE can trigger re-establishment procedure if the failure of resume procedure is caused by RRC resume integrity check failure while UE has user data to transmit. 
Case2: RRC reject MSG4 is received
In our understanding, RRC reject should not change the UE state for potential security concerns. If the UE is resuming from INACTIVE but rejected back to INACTIVE, the major motivation of this scenario is congestion control by the network. Case 2 is also addressed in the RRC connection control email 99#29. In conclusion, Case 2 could be another exceptional case.
Proposal  10
UE doesn’t release the UE context if the failure of resume procedure is caused by RRC resume reject back to INACTIVE by the network.
3. Conclusion

In this contribution, remaining FFS issues in RRC connection control email are discussed and our proposals are given as follows.

For relation between the access categories and establishment causes:
Proposal  1
In NR establishment cause is replaced by access category in RRC connection request.
Proposal  2
6 bits is suggested to be used to indicate an access category in NR.
For additional information to be carried in MSG3 or MSG5:
Proposal  3
Rewrite working assumption of assistance information delivery for AMF selection at RAN2#98 meeting and make new working assumption as: Include both the NAS PDU and 5CN node selection (e.g., NSSAI) information in MSG3 if MSG3 size is not a limitation.错误!未找到引用源。
For RRC Connection Reject kind of message content:
Proposal  4
RRC Connection Reject kind of message includes redirect information and frequency/RAT deprioritisation information.
Proposal  5
Wait time in RRC Connection Reject kind of message should not support very large value to handle potential deny of service attack. The value range of wait time in LTE (i.e 1~16 seconds) can be reused.
For whether the same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE:

Proposal  6
The same RRC message is used for the RRC transition from CONNECTED to IDLE and from CONNECTED to INACTIVE, in order to avoid introducing two messages with similar content/ similar procedure handling.
For whether to have a common message/procedure for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition:

Proposal  7
Adopt a common message/procedure (i.e., MSG3 request over SRB0, MSG4 response over SRB0/SRB1 and MSG5 complete over SRB1) for INACTIVE to CONNECTED RRC transition, RAN location area update (RLAU), re-establishment and for IDLE to CONNECTED transition.
For whether MSG5 can be omitted in some case:

Proposal  8
"RRC resume MSG5" is required in all cases.
For whether there is exceptional case that failure of resume procedure where “UE releases the UE context, UE AS informs UE NAS” is not applied.
Proposal  9
UE can trigger re-establishment procedure if the failure of resume procedure is caused by RRC resume integrity check failure while UE has user data to transmit.错误!未找到引用源。
Proposal  10
UE doesn’t release the UE context if the failure of resume procedure is caused by RRC resume reject back to INACTIVE by the network.
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Annex A
Table 1 Access Categories
	Access category number
	Conditions related to UE
	Type of access attempt

	0 (NOTE 1)
	All
	MO signalling resulting from paging

	1 (NOTE 2)
	One or some of Access Classes 11-15 are set. At least one of them is valid in the registered PLMN and justified its priority handling by the registered PLMN with regards to access control.
	All

	2 (NOTE 3)
	UE is configured for delay tolerant service and subject to access control for access category 2, which is judged based on relation of UE’s HPLMN and the registred PLMN.
	All

	3
	All except for the cases of access categories 1-2.
	Emergency

	4
	All except for the cases of access categories 1-2.
	MO signalling

	5
	All except for the cases of access categories 1-2.
	MMTEL voice

	6
	All except for the cases of access categories 1-2.
	MMTEL video

	7
	All except for the cases of access categories 1-2.
	SMS

	8
	All except for the cases of access categories 1-2.
	MO data that do not belong to any other access categories

	9-31
	
	Reserved standardized access categories

	32-63
	All except for the cases of access categories 1-2 and except for roaming-UEs
	Based on operator classification

	NOTE 1:
Access category 0 is not barred.

NOTE 2:
Access Classes 11 and 15 are valid in Home PLMN only if the EHPLMN list is not present or in any EHPLMN. Access Classes 12, 13 and 14 are valid in Home PLMN and visited PLMNs of home country only. For this purpose the home country is defined as the country of the MCC part of the IMSI. If the barring control information contains flag for “unbarred” for at least one of these valid Access Classes, all access attempts from the UE require priority handling and fall into access category 1. Otherwise the UE does not require priority handling with regards to access control and other access categories apply. Access category 1 is not barred.

NOTE 3:
The barring parameter for access category 2 is accompanied with information on whether the access control applies to UEs registered in UE’s HPLMN/EHPLMN, the most preferred VPLMN, or other PLMNs.


Annex B
Table 2 MSG3 Content

	Num


	IE Name/ Description
	IDLE to CONNECTED transition
	INACTIVE to CONNECTED RRC transition
	RAN location area update (RLAU)
	re-establishment

	
	
	SRB0
	SRB0
	SRB0
	SRB0

	1
	ueIdentity

 (or resumeIdentity
or ReestabUE-Identity)
	M
	M
	M
	M

	2
	establishmentCause

 (or resumeCause
or reestablishmentCause
)
	M
	M
	M
	M

	3
	shortResumeMAC-I (or shortMAC-I)
	
	M
	M
	M

	Note 1: ‘M’ for Mandatory, ‘O’ for Optional , ‘- ’ for none presence of corresponding IE in the table.
Note 2: shortMAC-I in re-establishment request is included as part of  the ReestabUE-Identity.


Table 3 MSG4 Content

	Num


	IE Name/ Description
	IDLE to CONNECTED transition
	INACTIVE to CONNECTED RRC transition
	RAN location area update (RLAU)
	re-establishment

	
	
	SRB0
	SRB0 (fallback to RRC connetion setup case) / SRB1
	SRB0 (fallback case) / SRB1
	SRB0

	1
	TransactionIdentifier
	M
	M
	M
	M

	2
	RadioResourceConfigDedicated
	M
	O
	O
	M

	3
	nextHopChainingCount
	-
	M
	M
	M

	4
	measConfig
	-
	O
	O
	-

	5
	antennaInfoDedicatedPCell
	-
	O
	O
	-

	6
	drb-ContinueROHC
	-
	O
	O
	-

	7
	otherConfig
	-
	O
	O
	-

	8
	RANPaingArea
	-
	-
	O
	-

	Note: ‘M’ for Mandatory, ‘O’ for Optional , ‘- ’ for none presence of corresponding IE in the table.

Note: In the 3rd and 4th column M, O and ‘-’ are for MSG4 content over SRB1, not fallback case over SRB0. If fallback case, the IEs are the same as in the 1st column.


Table 4 MSG5 Content 

	Num


	IE Name/ Description
	IDLE to CONNECTED transition
	INACTIVE to CONNECTED RRC transition
	RAN location area update (RLAU)
	re-establishment

	
	
	SRB1
	SRB1
	SRB1
	SRB1

	1
	TransactionIdentifier
	M
	M
	M
	M

	2
	selectedPLMN-Identity
	M
	O
	O
	-

	3
	dedicatedInfoNAS
	M
	O
	O
	-

	4
	RegisteredMME
	O
	-
	-
	-

	5
	gummeiType
	O
	-
	-
	-

	6
	rlfInfoAvailable
	O
	O
	O
	O

	7
	logMeasAvailable
	O
	O
	O
	O

	8
	rnSubframeConfigReq
	O
	O
	O
	

	9
	connEstFailInfoAvailable
	O
	O
	O
	O

	10
	mobilityState
	O
	O
	O
	-

	11
	mobilityHistoryAvail
	O
	O
	O
	-

	12
	logMeasAvailableMBSFN
	O
	O
	O
	O

	Note: ‘M’ for Mandatory , ‘O’ for Optional , ‘- ’ for none presence of corresponding IE in the table.


[image: image2.png]



[image: image3.png]MSG3: Resume request

Fake gNB

MSG4: Resume reject
<

>

Forward received resume
request to attacker

Attacker UE

gNB

MSG3: Copy of resume request
>

MSG4: Resume
<




