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1. Overall Description
RAN2 has further discussed DRB IP check failure. On the issue that the attacker may not go away and the threat may persist, RAN2 has further considered how the UE should decide whether the threat persist or not. RAN2 has analysed the following possibilities:
-
Option 1:  If IP check failure occurs N times on the same DRB, UE decides that the threat persists.

N can be network configured. If IP check failure happens less than N times, UE discards the corrupted packet and if the If IP check failure happens more than N times, UE reports the IP check failure to the network which may further decide to reconfigure the DRB. 

-
Option 2:  If IP check failure occurs and continues for a certain time (e.g., t(s)) UE decides that the threat persists.

The time can be network configured. If IP check failure happens and continues less t, UE discards the corrupted packet and if the If IP check failure happens and continues for T≧t, UE reports the IP check failure to the network which may further decide to reconfigure the DRB.

-
Option 3:  For all received packets, if IP check failure occurs a certain packet ratio r (e.g., 5 out of 20), UE decides that the threat persists.

The ratio can be network configured. If IP check failure happens and continues less r, UE discards the corrupted packet and if the If IP check failure happens for ratio R≧r, UE reports the IP check failure to the 
2. Actions:

To SA3:
ACTION:  As SA3 is the right WG to consider solution for this issue, RAN2 kindly asks SA3 to provide guidance on the UE can decide whether the DRB attack persists or not.
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