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1. Introduction & Background

In Ls in [1] SA3 responded to RAN2 question on the network and UE behavior on DRB IP check failure as quoted below.

---------------------------------------------------------Begin quoting----------------------------------------------------------
Q2.1: What should be the network and UE behaviour on DRB IP check failure? RAN2 discussed that options at least include discarding of the packet, triggering some kind of failure handling (e.g RLF or SCG failure) or something between these extremes, e.g. sending an indication to network of failed DRB IP check failure.
SA3 answer: 

The user plane integrity protection is introduced for scenario where there is an active attacker between the UE and RAN modifying or injecting data. The correct behaviour in this scenario is to discard the packets failing integrity check. 

If there is an attacker present between the UE and the gNB, it is possible on rare occasions when HFN rolls over, that the PDCP counts gets unsynchronized. A recovery mechanism from the desynchronization of the counters is possible. But the attacker may not go away and the threat may persist, hence the type of recovery mechanism (to do RLF failure or SCG failure) need to be decided judiciously by RAN2.  

---------------------------------------------------------End quoting----------------------------------------------------------
RAN2#99bis further discussed configuration of UP IP and it was agreed that:

Agreements for NG-EN-DC and NE-DC and NR SA 

1.  UP integrity protection can be configured on a per radio bearer (i.e. per DRB) basis.

This contribution further discusses UE behaviour on DRB IP check failure.

2. Discussion
2.1. UP IP configuration.
As the UP IP configuration is per DRB, its IP configuration can be performed at DRB configuration or re-configuration by mean of RRC signaling. The DRB IP can be configured by RRC signaling at DRB configuration. For this, the RRCConnectionReconfiguration message should include for each DRB an indicator indicating whether the IP is supported for the DRB or not.
It is also necessary to consider UP IP configuration after UE handover from source to target. If the network decides to configure DRB IP after UE HO, the HO command message may include DRB IP configuration from target node.
Proposal 1: DRB IP is configured only when the radio bearer is established and/or at UE HO from source to target. 
2.2. UE Decision on whether the threat persists
SA3 accentuated that “attacker may not go away and the threat may persist”, but SA3 did not clarify how RAN2 can decide whether the threat may persist or not. Possible approach to decide that the threat persists may be: 

-
Option 1:  If IP check failure occurs N times on the same DRB, UE decides that the threat persists.
N can be network configured. If IP check failure happens less than N times, UE discards the corrupted packet and if the If IP check failure happens more than N times, UE reports the IP check failure to the network which may further decide to reconfigure the DRB. UE may suspends or not the DRB.
-
Option 2:  If IP check failure occurs and continues for a certain time (e.g., t(s)) UE decides that the threat persists.

The time can be network configured. If IP check failure happens and continues less t, UE discards the corrupted packet and if the If IP check failure happens and continues for T≧t, UE reports the IP check failure to the network which may further decide to reconfigure the DRB. UE may suspends or not the DRB
-
Option 3:  For all received packets, if IP check failure occurs a certain packet ratio r (e.g., 5 out of 20), UE decides that the threat persists.

The ratio can be network configured. If IP check failure happens and continues less r, UE discards the corrupted packet and if the If IP check failure happens for ratio R≧r, UE reports the IP check failure to the network which may further decide to reconfigure the DRB. UE may suspends or not the DRB.
In each case the UE can suspends or not the attacked DRB. But as UE reports the attack to network, the decision to suspend or not the DRB should be let network. Therefore, 
Proposal 2: If the IP check failure persists, UE should report the DRB IP check failure to network.
Proposal 3: After reporting DRB IP check failure, UE does not autonomously suspend the DRB.

Proposal 4: RAN2 to decide on how UE decides that a DRB attack persists based on the discussion above
Proposal 5: RAN2 to send Ls to SA3 of RAN2 decision or ask SA3 for more clarification on how to decide that a DRB attack persist [2].
2.3. IP check failure on split DRB
According to the above discussion, after IP check failure, UE should report to the network the case of IP check failure. To correctly report the IP check failure, the UE may be required to know for which leg DRB packet(s) the IP check fails. But in case of split DRB, as the UE may not keep record of PDCP PDU with the information of which LCH was used to receive the PDCP PDU. Thus the UE may not know for which split leg the IP check failure occurs. In such scenario UE does not know to which node to send the DRB IP check failure indication. 
Observation 1: In case of split DRB, if DRB IP check failure occurs, UE may not know which leg is under attack
UE may report the DRB IP check failure to both nodes or just send to anchor PDCP node. But the network still do not know which part of the DRB is under attack to make the appropriate decision. To solve the problem UE may require to keep record of PDCP PDU with their corresponding LCH. If DRB IP check failure occurs, UE knows exactly which leg is under attack and can report to corresponding node.
Proposal 6: In case a split DRB is configured with IP, UE keeps record of PDCP PDU with their corresponding LCH and reports the failed leg to network.
3. Conclusion

This contribution UE behavior on DRB IP check failure and concludes with the following observation and proposals:
Observation 1: In case of split DRB, if DRB IP check failure occurs, UE may not know which leg is under attack
Proposal 1: DRB IP is configured only when the radio bearer is established and/or at UE HO from source to target. 
Proposal 2: If the IP check failure persists, UE should report the DRB IP check failure to network.
Proposal 3: After reporting DRB IP check failure, UE does not autonomously suspend the DRB.

Proposal 4: RAN2 to decide on how UE decides that a DRB attack persists based on the discussion above
Proposal 5: RAN2 to send Ls to SA3 of RAN2 decision or ask SA3 for more clarification on how to decide that a DRB attack persist.
Proposal 6: In case a split DRB is configured with IP, UE keeps record of PDCP PDU with their corresponding LCH and reports the failed leg to network.
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