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1. Overall Description:

When resuming or re-establishing or handing over an RRC connection, the following agreements are made related to security:

1. After establishing or resuming or reestablishing an RRC connection, the gNB provides another new NCC which is stored (in UE and gNB) to be used in a future scenarios of resumption and reestablishment.

2. A new security key is used in every resumption or reestablishment procedure, which is derived from the new NCC that was provided to the UE, as explained in the point 1.

3. When successfully resuming or re-establishing an RRC connection, MGS4 is sent with PDCP ciphered and integrity protection with the new security key derived by the new NCC provided by the last serving gNB (which is the one that stored the UE Context while UE was in RRC_INACTIVE).

4. During handover a UE is indicated whether to continue using existing ongoing security key or to start using the new security key (generated with the input of the previously stored NCC).

5. When the stored NCC is used after handover, the target gNB provides another new NCC to be stored (in UE and gNB) and used in future scenarios of resumption, reestablishment or handover.

Question #1:  RAN2 kindly asks SA3 to take into account RAN2 agreements and, if required, provide feedback. 

Question #2:  RAN2 kindly asks SA3 whether different keys need to be used for every successful resume or reestablishment procedure (as explained in point 2).
Question #2:  RAN2 kindly asks SA3 whether there is any security concern on sharing a new NCC in advance for future scenarios of resumption, reestablishment or handover (as explained in point 1 and point 5).
2. Actions:
To SA3 group:  
RAN2 kindly asks SA3 to provide feedback, if required, on question #1, #2 and #3 
3. Date of Next TSG-RAN2 Meetings:
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Reno, Nevada

