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1 Introduction

At the RAN2 ad hoc of June 2017, it was observed (e.g. in [1]) that SA3 expect to support security on a per PDU session basis.  Further discussion in SA3#88 ([3], endorsed) confirmed that ciphering and integrity can be managed independently, on a granularity that may be per PDU session or per QoS flow, depending on future decisions.  It was also concluded that “The gNB activates protection per data radio bearer (DRB) based on SMF instructions.”

This paper discusses the implications of the SA3 decision and the needed procedures.
2 Discussion
PDU session vs. bearer granularity

In accordance with the SA3 decision, security activation should be specified at bearer granularity (and then the network can be responsible for assuring consistent settings at the PDU session or QoS flow level, according to what SA3 ultimately conclude).

Proposal 1: The security settings to activate/deactivate integrity and ciphering are included in the PDCP-Config IE for the bearer configuration.
The settings could either take the form of algorithm selection (i.e. select the null algorithm to disable) or explicit indicators.  As per [3], it is currently FFS in SA3 if the algorithms for different PDU sessions could be different; a final RAN2 decision on exactly how to signal the choice of security algorithm needs to wait on the SA3 conclusion.

If SA3 conclude that algorithm selection is per UE (not per bearer), then it would make sense to have the algorithms signalled in a common upper-level IE (e.g. as suggested in [4]), and an on/off flag for each bearer in the corresponding PDCP-Config.  On the other hand, if SA3 conclude that the algorithms can vary per bearer, the algorithm would anyway need to be signalled in the PDCP-Config for each bearer and the null algorithm can be used to disable security.
Security Mode Command

As noted above, while integrity and/or ciphering can be switched on/off separately for different bearers, it is FFS if the algorithms would be per UE or could vary from one bearer to another.  However, it is clearly needed to provide the security algorithms for use with the SRBs when security is first activated, thus we propose that the algorithms can still be indicated in the SecurityModeCommand, which can also trigger activation of security on the SRBs.  In essence the SecurityModeCommand keeps the functions it has today.
Proposal 2: Maintain the structure of the SMC from LTE, i.e. it contains the per UE algorithm identifiers for SRBs.  It is FFS (pending SA3) if the same algorithms are automatically used for DRBs.
Proposal 3: As in LTE, receiving the SMC activates security on SRBs and triggers derivation of the AS keys.
Handover

Assuming the handover command structure is basically maintained from LTE, the securityConfigHO field functions essentially as a new SecurityModeCommand message, i.e. it provides a new set of algorithms.  As with the SecurityModeCommand, the existing structure will work.  On the other hand, the activation/deactivation of security per bearer needs to be handled in the bearer specific PDCP configuration in radioResourceConfigDedicated.
Proposal 4: The handling of the security configuration in handover follows the decisions taken for the SecurityModeCommand, i.e. the securityConfigHO provides the algorithms for use at least on the SRBs as common configuration information while the PDCP-Config in radioResourceConfigDedicated controls activation/deactivation on DRBs.
As with the discussion above, an SA3 conclusion is needed to determine if the radioResourceConfigDedicated would indicate activation/deactivation based on the algorithm or by explicit flags.
3 Conclusion
This document raises the following proposals:

Proposal 1: The security settings to activate/deactivate integrity and ciphering are included in the PDCP-Config IE for the bearer configuration.

Proposal 2: Maintain the structure of the SMC from LTE, i.e. it contains the per UE algorithm identifiers for SRBs.  It is FFS (pending SA3) if the same algorithms are automatically used for DRBs.
Proposal 3: As in LTE, receiving the SMC activates security on SRBs and triggers derivation of the AS keys.
Proposal 4: The handling of the security configuration in handover follows the decisions taken for the SecurityModeCommand, i.e. the securityConfigHO provides the algorithms for use at least on the SRBs as common configuration information while the PDCP-Config in radioResourceConfigDedicated controls activation/deactivation on DRBs.
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