Page 4
Draft prETS 300 ???: Month YYYY
[bookmark: _GoBack]3GPP TSG-RAN WG2 #99	Tdoc R2-1710509
Prague, Czech Republic, 9th – 13th October 2017

Agenda Item:	10.4.1.3.1
Source:	Ericsson
Title:	Signalling of security parameters
Document for:	Discussion, Decision
Introduction
In email discussion [99#30] there was a discussion about scg-counter, and in which IE that would be included. The discussion was not conclusive and in this contribution we present a possible way forward.
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RadioBearerConfig containers
In RAN2#99, it was agreed that there are two containers for bearer configuration (readbearerConfig1 and readbearerConfig2), but it was not agreed what distinguishes these two containers from each other. One interpretation is that one could be generated by MeNB and the other by SeNB. However, from the UE perspective, which node generated the container does not really matter. In RAN2#99 it was also agreed that each DRB uses 1 key out of a set of 2 keys (KeNB and S-KeNB derived as specified today). For security reasons, same key cannot be used in two termination points simultaneously. Therefore, all bearers in one container should use the same security key, and then there is then one container per used security key. Preferably, the container name should then reflect the security key used. One option could be RadioBearerConfig for bearers using KeNB and RadioBearerConfigS for bearers using S-KeNB.  This allows per bearer indication of the security key by including the bearer in one of the containers.
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Assuming the above definition of RadioBearerConfig containers, we do not see a need for a further bearer specific bit in each container to indicate the security key used. Assuming two termination points on the network side, RadioBearerConfigS cannot contain bearers using KeNB, since KeNB is already used by the master node for SRBs. Similarly, RadioBearerConfig cannot contain bearers using S-KeNB, since it is already used by secondary node. 
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Another open issue is where to signal the security algorithm to be used for each bearer. It is possible that new security algorithms for ciphering and integrity protection are introduced for NR PDCP, still open issue in SA3. Thus, there is a possibility that NR PDCP may support algorithms that are not supported by LTE PDCP, and there is then a need to be able to signal separately the security algorithm to be used by LTE PDCP and NR PDCP, even though in the email discussion we proposed that same algorithm is used. 
For bearers using LTE PDCP, it is natural to reuse the LTE signalling, i.e. security algorithm is indicated in RRC Security Mode Command. 
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[bookmark: _Toc494373024][bookmark: _Toc494373068][bookmark: _Toc494373095][bookmark: _Toc494373103][bookmark: _Toc494373155][bookmark: _Toc494373177][bookmark: _Toc494386684][bookmark: _Toc494411606][bookmark: _Toc494372983][bookmark: _Toc494416533]For DRBs using NR PDCP, the security algorithm is setup in either RadioBearerConfig or RadioBearerConfigS. 
Signalling of scg-counter
The first question in [99#30] was whether scg-counter is included in LTE RRCConnectionReconfiguration (constructed by MeNB) or in NR container including bearerConfig. There are three possible placements as listed below:
· LTE RRCConnectionReconfiguration. This corresponds to the LTE DC solution where scg-counter is added by MeNB on the top level of scg-Configuration. This would be one possibility.
· NR RRCConnectionReconfiguration. A misconception in some of the responses was that the SCG-counter would be used in the SN to generate S-KeNB, and that therefore signalling scg-counter in NR RRCConnectionReconfiguration would be suitable. This is however not correct, as the S-KeNB is generated using scg-counter in the MeNB [1], so the SCG-counter never has to leave MeNB. Another reason for not including the scg-counter here is that configuration of NR lower layers is not needed to generate S-KeNB. 
· RadioBearerConfigS container. We regard this alternative to be the most natural, since it will mean all security parameters relevant to the bearers defined in the container are gathered in one place. Also, we have agreed the possibility to configure NR PDCP also LTE DRBs before setup of EN-DC for UEs that are EN-DC capable. In practice, this would be done by including RadioBearerConfigS container. This alternative is shown in the RRCConnectionReconfiguration TP in [99#30].
With above considerations, we thus propose:
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Renaming of scg-counter
With the agreement in RAN2#AH2 to use configurable security key for bearers using NR PDCP, the security key is no longer connected to the cell group, and thus we suggest also to rename the SCG-counter, so that it no longer refers to the used cell group. The suitable name can be debated, but one possibility could be SK-counter, short for S-KeNB counter. We believe this is a better terminology that also considers the agreements in bearer harmonization.
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Conclusion
Based on the discussion in section 2 we propose the following:
Proposal 1	The used RadioBearerConfig container out from two containers defines which security key (KeNB or S-KeNB) is used by the bearers in the container. The IEs are renamed RadioBearerConfig and RadioBearerConfigS.
Proposal 2	There is no per bearer indication in each container of which security key that is used.
Proposal 3	The security algorithm for SRBs and DRBs using LTE PDCP is set in securityConfigHO or Security Mode Command.
Proposal 4	For DRBs using NR PDCP, the security algorithm is setup in either RadioBearerConfig or RadioBearerConfigS.
Proposal 5	Include the SCG-counter in securityConfigSecondary IE of RadioBearerConfigS.
Proposal 6	Rename SCG-counter in EN-DC operation to SK-counter, short for S-KeNB counter.
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