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1
Introduction
In RAN2 #99 meeting, the following agreements were achieved for ueCA [1].

Agreements:

1
UE can be indicated an inter-frequency carrier to measure during the idle state. The inter-frequency measurement operation and requirement is FFS. How fast to report the measurement is FFS. The security issue of report is FFS.
2
It is FFS on whether configuring a SCell to be directly in active state at RRC reconfiguration. 
It can be seen that the UE can be indicated to perform inter-frequency carrier during idle state. In the previous specification, the UE performs IDLE mode measurement for cell reselection or MDT. If the measurement is used for cell reselection, there is no measurement result needed to be reported to the network. If the measurement is used for MDT, the UE sends UEInformationResponse to network after the security is activated. In this document, the security related to the measurement reporting procedure will be discussed.
2
Discussion
In the current specification, security is activated after the UE has entered the RRC connected mode. When the UE sends RRCConnectionSetupCompleted message to the network, the network sends both SecurityModeCommand as well as RRCConnectionReconfiguration to the UE. Thereafter, the UE sending SecurityModeCompleted message indicates that the security has been configured successfully and RRCConnectionReconfigurationComplete message to indicate the network that the RRC reconfiguration has been setup. It can be seen that the RRCConenctionReconfiguration can be sent before the security is activated. Since the PDCP is in charge of the encryption and integrity protection for AS security and which is fully configured when the UE receives the RRCConnectionReconfiguration message.
Observation 1: the RRCConnectionReconfiguration is sent to the UE without security activation.
In UMTS, a measurement report can be included in the IE “Measured results on RACH” in the RRC CONNECTION REQUEST message. The measurement report is used to indicate the cell quality measured in RRC IDLE mode. The measurement report includes the best cell on each no-used frequency, in order of decreasing quality and up to a maximum number. And the RRC CONNECTION REQUEST transmitted via SRB0, it is without the security protection.

Observation 2: The measurement report in RRC CONNECTION REQUEST of UMTS is not security protected.

The AS security provides integrity protection and encryption for the RRC message and protects the signalling from illegal attack further. Once the AS security setup is completed, all the RRC messages delivered between UE and eNB thereafter are integrity protected and encrypted and all the IP packets are encrypted before being sent. The measurement report sent to eNB is used to configure the SCell. 
If the message is not security protected and tampered, the following cases are listed that the eNB may confront:

( Case 1: does not identify the measurement report;

(Case 2: the eNB finds the measurement is unreasonable and discards the measurement;

(Case 3: the eNB uses the measurement and configures improper SCell for the UE;
All the three cases above will bring time delay impact on the traffic. However, it does not introduce the severe result like the connection corruption and can be corrected by the eNB after receiving measurement report from a connected UE. Moreover, all the 3 cases are rare cases, but bring delay for configuring the SCell in common cases.
Observation 3: In case of the message of idle measurement report is tampered due to no security protection, the negative impact is small and can be corrected by the eNB after receiving measurement report from a connected UE.
Proposal: it is proposed to send measurement report to the eNB before security activation.
3
Conclusions

In this document, we analyse the security procedure for RRC connection procedure as well as measurement report in RRC connection setup procedure of UMTS and find that:

Observation 1: the RRCConnectionReconfiguration is sent to the UE without security activation.
Observation 2: The measurement report in RRC CONNECTION REQUEST of UMTS is not security protected.
Observation 3: In case of the message of idle measurement report is tampered due to no security protection, the negative impact is small and can be corrected by the eNB after receiving measurement report from a connected UE.
Compared with the delay introduced by the security activation for measurement, and it is proposed that:

Proposal: it is proposed to send measurement report to the eNB before security activation.
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