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1 Introduction 

It has been agreed in SA3 that NG-RAN shall support UP integrity protection for DRBs, and even if the UE and network support integrity protection, it is optional to enable DRB integrity under network control. Some discussion has already been made in SA3 on how to indicate the requirement on the UP integrity. However, the granularity of the UP protection negotiation is still FFS and How to apply negotiated policy for the DRB integrity protection is not clear.
This contribution discusses UP integrity configuration for DRB in RAN, and further considers PDCP format for the UP integrity.
2 Discussion 
Considering security requirements for different services may be different (e.g. the security requirement for the critical communication will be higher than the video service), the enabling of UP integrity protection should be determined based on the services.

Observation 1: The requirement on UP integrity protection should be determined by the services.

Since only the NG core has a clear view on the services, the determination on the enabling of UP integrity protection for one specific services should be made in NG Core, and some kind of UP integrity protection indicator should be included in the NG-C interface to indicate whether the integrity protection should be enabled or not. The similar solution can also be found in the TR 33.899 as follow:

--------------------------------------------------------FROM TR33.899 START---------------------------------------------------

11.
If the PDU is an existing PDU session. Then the SMF can find the previous security policy. If the PDU is an initial request, then SMF determines security policy, e.g. depending on Subscriber Permanent ID,DNN, NSSAI or security requirement of application. The security policy indicates the RAN whether UP confidentiality protection and integrity protection are enabled or not,for example, the security policy includes UP security listsof serving network allowed UP security algorithms which may be ordered according to a priority decided by the operator or indications showing whether UP confidentiality protection and integrity protection are enabled or not.

12.
SMF sends the security policy, authorized QoS profile and session ID to the AMF in N11 interface.

13.
AMF sends N2 PDU session request to the gNB with the SM information that contains the security policy. 

14.
RAN activates/deactivates UP confidentiality protection and UP integrity protection according to security policy by selecting ciphering algorithm and optional integrity algorithm, e.g. If the security policy indicates enabling UP ciphering and UP integrity, then the RAN selects a ciphering algorithm and an integrity algorithm based on UE security capability and RAN allowed security algorithms which is consistent with TS33.401 subclause 7.2.4.2 . If the security policy contains a UP security lists of serving network allowed UP security algorithms, the selected algorithms shall be based on UE supported algorithms, RAN allowed algorithms and serving network allowed UP security algorithms in the security policy.That is RAN shall choose the algorithm(s) which meets the security policy and has the highest priority from preconfigured RAN allowed algorithms and is also present in UE supported algorithms.
-------------------------------------------------------------------END-------------------------------------------------------------------

Based on the description above, we think the enabling of UP integrity protection should be determined by NG-Core, and gNB should enable the UP integrity protection according to the indicator included in NG-C signaling.
Proposal 1: The enabling of UP integrity protection should be determined by NG core and gNB should enable the UP integrity protection according to the indicator in NG-C signaling.
For the indicator, which is used to indicate whether the UP integrity protection should be enabled or not, two kind of granularity can be considered:

· QoS flow level indicator: Having indicator for each QoS flow to indicate whether the QoS flow should be integrity protected or not. In this case, the integrity protection should be enabled for the DRB, into which one QoS flow with UP integrity is mapped.
· PDU session level indicator: Having indicator for each PDU session to indicate whether the PDU session should be integrity protected or not. In this case, the integrity protection should be enabled for all the DRBs, which belong to the PDU session with requirement on the UP integrity protection.
Since the determination on the enabling of UP integrity protection should be made in NG-Core, it should be up to SA2 to determine the granularity of UP integrity protection indicator in NG-Core. 
Proposal 2: One LS should be sent to SA2 to ask for more information on the configuration of integrity protection.

No matter which granularity will be used, since the requirement on the integrity protection is determined based on the services, the configuration of integrity protection for each DRB should be semi-statically configured by RRC signaling. Also considering the requirement on integrity protection will not change dynamically, in order to save the complexity, we propose that the enabling of integrity protection for one DRB can only be changed during HO procedure. 
Proposal 3: For each DRB, the enabling of integrity protection should be configured by RRC signaling semi-statically, and the enabling of integrity protection for one DRB can only be changed during HO procedure.
Based on the proposal 2 and 3, we think the presence of MAC-I field can be derived based on the RRC configuration, thus no MAC-I presence indicator is needed in user plane PDCP PDU format. 
Proposal 4: For the data plane PDCP PDU, the presence of MAC-I field can be derived based on the RRC configuration, thus no MAC-I presence indicator is needed.
3 Conclusion 

RAN2 is kindly asked to discuss and adopt the observations and proposals as follow:

Observation 1: The requirement on UP integrity protection should be determined by the services.

Proposal 1: The enabling of UP integrity protection should be determined by NG core and gNB should enable the UP integrity protection according to the indicator in NG-C signaling.

Proposal 2: One LS should be sent to SA2 to ask for more information on the configuration of integrity protection over NG-C interface.
Proposal 3: For each DRB, the enabling of integrity protection should be configured by RRC signaling semi-statically, and the enabling of integrity protection for one DRB can only be changed during HO procedure.
Proposal 4: For the data plane PDCP PDU, the presence of MAC-I field can be derived based on the RRC configuration, thus no MAC-I presence indicator is needed.
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