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1. Introduction
During NR Study Item (SI), 3GPP RAN2 has agreed to have a unified access control mechanism for UE accessing the system and data transmissions [1]. In addition, it was agreed to make this applicable to all UE RRC states (Connected, Idle, and Inactive). The motivation was to avoid the fragmented solutions for these problems developed in LTE and make the UE behaviour consistent for different applications and connection states. 

The main premise of the unified solution was to map each access attempt to an access category and apply the barring per category. An LS was sent to CT1/SA2 asking the feasibility of this mapping [2]. The reply LS from CT1 [3] questions the feasibility of access control in Connected mode 
RAN2#98 has further discussed Access Control and reached the following agreements [4] and sent a reply LS to CT1[5] which included more questions to them:
Agreements

1
RAN2 aims that the 5G AC mechanism for a UE in RRC_IDLE is applicable to a UE in RRC_INACTIVE. 

FFS if any aspects may not be applicable or may need to be changed for RRC_INACTIVE relative to RRC_IDLE (to be addressed by both CT1 and RAN2).

2
RAN2 aims to define the 5G AC mechanism for a UE in RRC_CONNECTED. Details FFS

3
UE NAS provides the access category information to UE RRC at least for RRC_IDLE 

FFS for RRC_INACTIVE

4
Connection Request will include some information to enable the gNB to decide whether to reject the connection request

FFS whether the information that is included is e.g. provided by NAS, derived from the AC, etc 

FFS for RRC_INACTIVE

In this contribution, we further look at the unified access control design and make proposals for progress on the issues.

2. Discussion
In RAN2 conclusion and LS to CT1, it was envisioned that the mapping from access attempt to the category can be based on for example:
-
the application triggering the access

-
services (e.g. MMTEL voice, MMTEL video, SMS)

-
call types (e.g. emergency access, high priority access)

-
device/subscription indicators (e.g. low priority UEs)

-
signalling procedure(s) (e.g. NAS procedures, RRC procedures)

All the above require NAS interaction where NAS will determine the access category for an attempt except for RRC procedures initiated by AS. 
The reply LS from CT1 [3] states that while “it is technically possible to map request for access attempt to a corresponding access category”, this is difficult to do in Connected mode since “…the mapping to an access category when the UE is in connected mode will not be possible without assistance from the OS (Operating System) of the UE. The reason for this is that when the UE is in connected mode, the NAS is not aware if one or more applications or services other than the original requestor (ie the application or service which triggered the transition from idle to connected mode), happen to make use of the connection, since user data goes from the application layer to PDCP without NAS involvement”.

In this LS, CT1 also asked SA1 if there is a “service requirement to support access control in connected mode for 5GS”.
One motivation for RAN2 agreement to apply the control in Connected mode was to prevent a UE moving to Connected mode by initiating a high priority access but then transmitting low priority data in Connected mode. This can happen for example the case for LTE ACDC mechanism which was aimed to providing access control per application level.
Since application level granularity does not seem to be practical in Connected mode from CT1 feedback, other alternatives while maintaining a unified framework can be considered. It should be also noted that SA1 couldn’t reach a conclusion on whether access control in Connected mode should be a requirement or not [6].
One option for the Connected mode is instead to rely on the AS characteristics of the data. This can be based on the data bearer itself or the QoS flow, which can still allow the AS to apply the control based on the received access category restrictions. This will also not require any involvement from upper layers and thus SA/CT groups.
Proposal 1: In Connected mode, the mapping of an access attempt to an access category is based on AS parameters such as DRB ID and/or QFI (QoS flow ID) and/or 5QI (5G QoS Indicator) for data traffic.
For control plane traffic, the mapping can also consider the procedure type such as NAS vs RRC. But this can be common for both Connected mode and for Idle to Connected transition.
Proposal 2: The access category of control plane traffic will be based on the procedure which initiates this attempt.

For Inactive and Idle modes, access control can work more similar to the LTE mechanism where NAS can provide the access category for each attempt. In this case, NAS can determine the category for data traffic based on application identifier or other configured parameters. When the NAS at the UE requests a connection from the AS at the UE to transition from Idle to Connected mode, the AS then checks the access category associated with the request and not proceed with the access in case access for this category is barred.

Proposal 3: For Idle/Inactive to Connected mode transition, NAS will provide the access category for the initiating attempt.
For the AS to apply access control, it needs to obtain the control parameters for each access category. The natural solution is to adopt the LTE framework and in particular ACDC where these are broadcasted in SIB; these can for example include barring factor and time used in LTE. The access barring parameters broadcasted by the RAN will be “access category” specific (but agnostic to applications, services, call types …). The UE performs the subsequent access barring check taking only the above-mentioned “access category” into account. In other words, the access barring check and the corresponding barring parameters are unified. 

Proposal 4: The barring parameters for access control are broadcasted via SIB. 
If an access attempt is barred, there should be a timer associated to determine the duration of the barring. One immediate question is if further attempts should be barred regardless of access category or there should be an independent decision to continue with this attempt. The first option is simple and requires only one timer. The drawback is that a timer running for a lower priority access category can prevent a higher priority attempt. The second option will require multiple independent timers at the UE without the drawback of blocking. This should be further discussed in RAN2 for a choice.

Proposal 5: RAN2 to discuss whether to use a single timer for barring or multiple timers for different access categories. 
In LTE, access barring is configured per PLMN. NR should have at least this level of granularity. NR also supports network slicing which allows operators to deliver different committed services to different UEs and therefore it should also be possible to control their accesses differently. This can be done by defining both access attempt to category mapping as well as barring parameters differently for each network slice.

Proposal 6: Unified Access Control will allow control per network slice.
Another issue which was discussed in RAN2#98 was regarding the establishment cause values in RRC Connection request. In LTE, these are provided by the upper layers. For NR, it was agreed to have a cause value but it was left as FFS how it is derived, for example whether just the access category itself or using a mapping between them. A first step on this issue could be to agree that the cause value will be provided by the upper layers when the connection request is caused by data or NAS procedures. If signalling the access category itself becomes feasible (depending on msg3 size conclusions), then there won’t be any further functionality needed from NAS. However, if a mapping is to be necessary due to msg3 size limitation, such mapping will need to be done by SA/CT groups along with access category table itself. In addition, if use cases appear where the request is directly initiated by RRC (such as RAN area update), then further cause values can be added in RRC specifications.

Proposal 7: The establishment cause value in RRC Connection Request triggered by upper layer signaling or data will be provided by NAS.
3. Conclusion
Proposal 1: In Connected mode, the mapping of an access attempt to an access category is based on AS parameters such as DRB ID and/or QFI (QoS flow ID) and/or 5QI (5G QoS Indicator) for data traffic.

Proposal 2: The access category of control plane traffic will be based on the procedure which initiates this attempt.

Proposal 3: For Idle/Inactive to Connected mode transition, NAS will provide the access category for the initiating attempt.

Proposal 4: The barring parameters for access control are broadcasted via SIB. 

Proposal 5: RAN2 to discuss whether to use a single timer for barring or multiple timers for different access categories. 
Proposal 6: Unified Access Control will allow control per network slice.

Proposal 7: The establishment cause value in RRC Connection Request triggered by upper layer signaling or data will be provided by NAS.
References

[1] 38.804 Study on New Radio Access Technology; Radio Interface Protocol Aspects, v1.0.0
[2] R2-1702441, LS on Access Control for NR, DoCoMo
[3] R2-1704007, LS on unified Access Control for 5G NR, Intel
[4] RAN2#98 Chair Notes

[5] R2-1706154, NR Access Control Response LS, Intel 
[6] DRAFT Meeting Report for TSG SA WG1 meeting: 78

3GPP


