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1   Introduction

This document is to collect companies’ views and to provide a summary of the following email discussion:
[NR-AH2#16][NR] Bearer type change (Huawei)


Discuss whether SN change for split bearer or bearer type change for one bearer will impact other bearers or not, and consider possible solutions for this case.


Intended outcome: Report to next meeting


Deadline:  Thursday 2017-08-03

2   Discussion 

Following agreements more or less related to this email discussion:

Agreements

1
The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer.

2
This PDCP protocol is specified in 38.323 (NR PDCP).

Working assumption: For MCG bearer, either LTE or NR PDCP can be used,  configurable by the network. 

Agreement

1:
For SCG bearer, when S-KgNB is changed or PDCP anchor is changed then SCG PDCP re-established, SCG RLC re-established. FFS whether SCG MAC is reset (solved in below agreements).
Agreements for EN-DC

1:
For handover, for MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.

2
For SCG bearer, when S-KgNB is changed due to key re-fresh (even if we have per bearer key) or SgNB change then SCG PDCP re-established, SCG RLC re-established, SCG MAC is reset;


Note: if solution for bearer type change is applicable then it could be considered to be used also for this case.

In this email discussion, we focus on the scenarios that security key is changed for the bearer.
Scenario 1: SN change for split bearer;

Case 1: The security key will be changed for SCG split bearer due to SN change, there will be the data with old key in MCG/SCG legs; 

Scenario 2: Bearer type change for one bearer

Case 2: for the bearer type change between SCG split and MCG split (if supported)., there will be the data with old key in MCG/SCG legs;

Case 3: for the bearer type change from MCG bearer to SCG split bearer, since SCG split bearer uses different key from MCG bearer, there will be the data with old key in MCG leg; 

Case 4a: 

for the bearer type change from SCG bearer to SCG split bearer, if split bearer uses different key from SCG bearer, there will be the data with old key in SCG leg; 

Case 4b: 

for the bearer type change from MCG bearer to MCG split bearer, if split bearer uses different key from MCG bearer, there will be the data with old key in MCG leg;

For above scenarios, the issue what we need to solve is how to avoid the security key confusion;

Question 1: do companies agree that for above scenarios we need to consider how to avoid the security key confusion issue? And whether any other scenarios we need to take into account?

	Companies
	Answer (Yes/No)
	Remarks

	Qualcomm
	Yes
	Case 1: It was agreed “As a baseline, lossless SN re-configuration is not supported for RLC AM”. Since RLC UM does not need to support lossless SN re-configuration, we think in the SN reconfiguration case the RLC can be re-established. It is however possible for the receiver to receive HARQ retransmission of the old data, if MAC is not reset. In this case we should allow the receiver simply discard the data, e.g. by solution 2 discussed in the later questions.

Case 2: Yes. With unified split bearer this is only a key refresh and same handling as in LTE without bearer type change can be applied.

Case 3, 4a, 4b: Yes. If only one bearer’s type is changed and there are other bearers stay as MCG bearer, MAC should not be reset and therefore receiver may receive old key ciphered data due to HARQ retransmission. 

	LG
	No
	We think there is no security key confusion issue due to following reasons:

-
PDCP stores PDCP SDUs after deciphering/integrity verification.

· No PDCP SDUs with old security key are stored in the PDCP buffer.

· PDCP re-establishment is used to change the security key and reset the PDCP state variables.

-
RLC delivers RLC SDUs when reassembled. 

· No RLC SDUs with old security key are stored in the RLC buffer.

· RLC re-establishment is used to discard RLC SDU segments and reset the RLC state variables.

-
MAC HARQ supports only adaptive retransmission.

· For DL, the gNB can discard PDUs with old security key, and stop retransmitting the PDUs.

· For UL, the gNB can stop the UE’s retransmission of PDUs with old security key by providing an UL grant for new transmission.


	OPPO
	Yes
	Our understanding of the “security key confusion” is: the essentially problem is how for receiver (network for UL, UE for DL) to identify the time point when transmitter (UE for UL, network for DL) starts to cipher packet with new key.

For case 1, with respect to comment from Qualcomm, we assume that “SN” here means Slave Node instead of Sequence Number? Sorry if we misunderstand it.

	Nokia
	Yes
	Case 2 can be excluded as currently no agreement in RAN2 to support this bearer type change. 
Case 3/4a/4b should apply in both directions, not just the one currently presented.
Others looks fine and valid.

	CATT
	Yes
	For case 1, in last RAN2 meeting, it was agreed that SCG MAC is reset. Then remaining issue is only how to handle MCG leg. Additionally, for case 4a/b, the need for security key update for the bearer type change between SCG and SCG split bearer is FFS and depends on SA3 response.  

	Ericsson
	Yes
	However, we would like to point out that security key change is not always needed in the listed cases: 

In RAN2#AH2 it was agreed that “For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use.”. Since the working assumption is that the MCG bearer can also be configured with NR PDCP, this means that key change is not necessarily needed. It is only needed when the PDCP termination point is moved.

	Sony
	Yes
	Agree with the scenarios and security key change and confusion will happen for both UL and DL.

In addition, PDCP count rollover for SCG split bearer is another scenario. It may not be frequent but if a solution is found then it should be applicable to this scenario as well.

	Vivo
	Yes 
	For bearer type change the case of DC should also be considered. We think for DC scenario bearer type may be much more frequent.

	Intel
	Yes
	Security key confusion may occur whenever the PDCP termination point change or when bearer type change results in security key change.

	Lenovo/ MotM
	Yes
	Agree with Oppo that “security key confusion” is about the receiver (network for UL, UE for DL) knowledge of the Sequence Number (e.g. PDCP SN or COUNT) when transmitter (UE for UL, network for DL) starts security with the new Keys.

	Samsung
	
	Case 1 : There is no key confusion as during SN change , key change will occur for SCG split barer

Case 2 : There is no agreement to support this bearer type change , so this should not be discussed

Case 3: There is no key confusion as during MCG to SCG split bearer type change keys as well as PDCP termination point change.

Case 4a/4b:   These cases should not be discussed as decision is pending with SA3.

	ZTE
	Yes
	At least the key refresh is needed when the PDCP termination point change, thus for case1/2/3 the key confusion exists. If bearer type change also cause key refresh depends on the progress of SA3.

	DOCOMO
	Yes
	However, we agree with Ericsson that security change is only needed when the PDCP termination is change, and in case NR PDCP is used for MCG bearer then security change may not be needed in some of the indicated cases.

We also share the understanding that security key confusion here refers to the ambiguity of when the receiver should process a data with new key.

	TCL
	Yes
	We agree with Intel. 

	Huawei (Rapporteur)
	
	The solution listed by LG seems same as solution 3 as below. If we do not have this solution, the security key confusion may happen. 



During the email discussion, 15 companies provided view. Most companies agreed that the key confusion will happen for the receiver side if received packets may be ciphered with old key or new key during security change procedure. 
Observation 1: the key confusion will happen for the receiver side if received packets may be ciphered with old key or new key during security change procedure.
Based on offline discussion and the contributions provided in last meeting, following solutions can be considered to solve key confusion problem for bearer type change or SN change mentioned above:

Solution group 1: existing solutions (other bearer will be impacted):

Solution 1
: 

· For case 1/2/3/4b which related to MCG leg: reset the MCG MAC, i.e. Handover;
· For Case 4a which only related to SCG leg: reset SCG MAC, i.e. SCG change;
Solution 1a: 

· Partial MAC reset as what specified in Rel-14 in 5.9 MAC Reset of TS36.321;

Solution group 2: “existing solutions”:
Solution 2 [3]:

·  Allocating a new LC-ID during bearer type change or SN change for the DRB associated with PDCP re-establishment. The MAC will discard the MAC PDU with old (unknown) LC-ID.
· Rapporteur Note: based on the discussion, it is not the pure existing solution since the MAC only discards the MAC SDU with unknown LCID.
Solution 3: 

· No specific handling is required. It is sufficient that gNB prevents UE from transmitting old MAC PDU by not scheduling retransmission old MAC PDUs.
· Rapporteur Note, Based on the discussion, the network should stop the retransmission for all HARQ processes since it is difficult for the network know the relationship between HARQ process and bearer. Seems the transmission of other bearers will also be impacted, which is similar to solution 1a above. 
Solution x: Proposed during the email discussion.
· Release/addition of the DRB can be used to handle the problem. 

Solution group 3: new solutions:

In [4] [5], solutions were proposed to resolve key ambiguous period:

Solution 4:

·  An end marker is used to indicate the last PDCP PDU ciphered with the previous key;

Solution 5:

· A field in the PDCP-PDU header indicates the used key, so that a received PDU ciphered with a previous key can be handled properly;

Solution 6:

· If integrity protection is used on the bearer, integrity verification done with a wrong (in this case, new) key will fail, and the corresponding deciphering output will be ignored in a natural way. 
Note: integrity is optional configuration. 
Solution 7: 

· RLC header update after re-establishment. A bit in RLC header can be toggled after re-establishment so that receiving entity is aware that the received PDU is sent before or after RLC entity re-establishment.
Solution 8:
· Using a control PDU (e.g. at PDCP), transmitter informs receiver about the first PDCP COUNT secured with new keys.
Question 2: Whether it is acceptable that SN change for split bearer or bearer type change for one bearer will impact other bearers? i.e. whether solution group 1is acceptable or not? 

Note: One thing we need to keep in mind is whether bearer type change happens frequently or not?
	Companies
	Answer (Yes/No)
	Preferred solution and reason

	Qualcomm
	Maybe
	We agree with the rapporteur’s analysis the optimality of this solution depends on the frequency of bearer type change. Since the frequency of bearer type change is a network implementation issue, in principle it is possible to have frequent bearer type change. If so, this solution is likely to impact other bearers and therefore is not good. Solution 2 should be good enough to address the issue.

	LG
	Yes
	Though it is not a good solution, we can accept the solution group 1 which is same as LTE.

	OPPO
	
	We agree with Qualcomm that the frequency of bearer type change is more a network implementation issue. Furthermore, compared to bearer type change (Scenario 2 in Question 1), we tend to see SN change for split bearer (Scenario 1 in Question 1) may happen more frequently. In our view, at least for this case, impact to other bearers (e.g., MCG bearers) should be avoided.

The solution group list above is acceptable, and within the list, solution 4 seems to be able to handle this issue.

	Nokia
	
	At lease case 3 will happen frequently for SN addition in our understanding. MAC layer reset should be avoided when possible. In this sense, no MAC reset should be considered as early as possible even solution in group1 will be always available.

	CATT
	
	Avoidance of impacts to other bearers is desirable however it is not essential. Frequency of bearer type change can be controlled by the network. However frequency of SN change depends on the deployment scenario and the UE mobility.

	Ericsson
	Maybe
	As the note says, this depends on the frequency of the bearer type change. For infrequent reconfigurations, it is acceptable that bearer type change of one bearer affects another bearer. 

	Sony
	Maybe
	Case 1 is linked to network deployment and may happen frequently. Also, case 3 could happen whenever SN addition takes place. We think that solution 1 is LTE baseline and could be considered if frequency of such events is low.

	Vivo
	Maybe
	We think that bearer type change case discussed above are not very frequent, so there is no need to consider new solution that may not be easily implement or may have significant impact on network element. Solution group 1 is sufficient. Solution group 1, such as HO solve almost all above described issues.

	Intel
	No
	Case 1 may occur quite frequently for mobile UE and such disruption should be avoided. This does not occur in LTE DC since there is no SCG split bearer.

	Lenovo/ MotM
	No
	There are 3 reasons identified so far: Secondary Node Changes, Bearer Type changes and COUNT wrap-around. While the last one is definitely a rare case and does not merit a separate solution, the frequency of Secondary Node Changes and Bearer Type changes should not be assumed to be limited at this early stage of our 5G work. Therefore, going forward we think that it is an important enhancement to avoid impacting the ‘other’ bearers.

	Samsung
	
	For case 1 , SN change for split  bearer will cause key change and PDCP termination point change , so we prefer existing LTE solution 

For case 3, it can be handled with two steps procedure where MCG bearer can be changed to SCG bearer. As pointed in question 5, MAC reset is not required during MCG to SCG bearer type change. With the assumption that 2 security keys will be supported, SCG bearer can be change to SCG split bearer without MAC reset.

In case bearer type change does not cause any key change or PDCP termination point change then we can support bearer type change without handover or SN change procedure which will not impact the data on other bearers.

	ZTE
	Maybe
	It depends on the actual frequency of bearer type change and SN change, if the change is not frequent, impact to other bearers is acceptable.

	DOCOMO
	No
	We foresee that MCG to SCG split in SN addition and SN change are cases that might occur frequently. Therefore, we think the standard  should define a solution that can avoid impact to other bearer.

	TCL
	
	Agree with Nokia and Samsung that MAC reset should be avoided wherever possible.


During the email discussion, 15 companies provided view. 

· 4 companies think that if the change is not frequent, impact to other bearers is acceptable.
· 7 companies believe that the change is frequent, and solution is needed;

· 4 companies think current LTE baseline is acceptable.
Question 3: If companies are willing to avoid the impact to other bearers, whether existing solution (, i.e. solution group 2) is sufficient or not?

	Companies
	Answer (Yes/No)
	Preferred solution and reason

	Qualcomm
	Yes
	Solution 2 is sufficient

	LG
	Yes
	Solution 3 is sufficient. For solution 2, a new UE behavior is required, i.e. the MAC discards only the MAC SDUs with the unknown LCID.

	OPPO
	No
	In solution group 2

Solution 2 differentiates data with old / new key using LCID, but the disadvantage are 1) it requires the system to always reserve an unused LCID set for this problem (Scenario 1/2 in Question 1), and 2) when “MAC will discard the MAC PDU with old (unknown) LC-ID”, it will impact the other logical channels which put RLC PDU into the same MAC PDU (to be discarded).

Solution 3, 1)  for UL, network may not know accurately which MAC PDUs contains the PDCP PDUs ciphered with old key (i.e., network may not know the exact time UE receives RRC signaling correctly, process it, and take effect at PDCP entity at UE side), 2) it cannot help receiver (network for UL, UE for DL) to know when the transmitter (UE for UL, network for DL) starts to send data ciphered with new key, and 3) it will impact the other logical channels which put RLC PDU into the same MAC PDU (to be discarded), 

	Nokia
	
	Solution2 can be considered, but it needs to consider the LCID space, especially in case multiple consecutive procedures can happened. MAC PDUs discarded in MAC layer also has impact to other bearers since the discarded MAC PDUs may contain SDUs from other, e.g. UM, bearers. 

Solution5 seems the most appropriate as 2-bit PDCP header field can remove the space limitation risk in Solution2 and solution7 for case of consecutive HO or key change. It allows operation using both the old and the new deciphering key during the transition. We note that the introduced header overhead is less than in Solution2 and solution7 because a PDCP PDU results in at least one, and possibly more than one, MAC SDU with an LCID field.

	CATT
	Yes
	Existing solution group 2 is sufficient to avoid the impact to other bearers.
In addition to the listed solution under group 2, release and add of DRB could also be considered as another solution with minimum impact on LTE specification.

	Ericsson
	Yes
	Existing solutions are sufficient.

	Sony
	No
	Solution group 2 is a middle approach whereby whole MAC reset is avoided but packet loss is unavoidable as MAC will discard packets with old LCID. PDUs sent with new LCID may also be discarded if there is timing mismatch between RRC signaling and user plane activation of use of new LCID. We also agree with LGE that solution 2 is not a current solution as it requires new UE behavior.

Solution 4 introduced as part of eLWA won’t  result in discarding the packets as RRC signaling as well as indication of old key is indicated in the user plane. We are slightly surprised as to why this solution is not listed as part of existing solutions.

Solution 6 is a hack as integrity protection check is not meant for this purpose

Solution 7 is similar to solution 4 but done at RLC layer.

So, we are happy to either consider LTE as baseline and allow impact on existing bearers (solution 1) or introduce a mechanism which is forward compatible (Solution 4 or 6). At least we don’t prefer a middle approach like solution 2.

	vivo
	
	We think that bearer type change is not very frequent, so there is no need to consider new solution that may not be easily implement or may have significant impact on network element

	Intel
	Yes
	Solution 2 will be sufficient to solve the issue. It can just be done by network implementation to avoid using the same LCID.  We do not see any impact to the UE MAC since UE MAC discards MAC SDU in which its associated LCID is not recognized.

	Lenovo/ MotM
	No
	It is unclear how Solution 2 (in solution group 2) is to be implemented and accordingly why is it captured in “existing” solution; by “existing” we assume that the solution is already in the specification?? 

As far as Solution 3 (in solution group 2) is considered, it is not correct to state that it does not affect the other bearers! Since, in UL as the gNB does not know which HARQ processes are having data from the affected RLC entity, it will have to initiate new transmissions from all HARQ Processes and thus effectively flushing all HARQ buffers (from other bearers as well). In DL, the situation is bit better since gNB knows the TB contents but it still would affect other bearers contained in corresponding TBs also carrying RLC PDU(s) from affected RLC entity.

	Samsung 
	
	RAN2 should identify the bearer type change cases where MAC reset is needed and under what assumptions

	ZTE
	Maybe
	Although Solution 2 doesn’t impact other bearer, from Q3’s view it’s acceptable, but we still need to choose more optimal solution to minimize/eliminate the discarded packet. 

	DOCOMO
	No
	Firstly we think that solution group 2 is not exactly an existing solution and in some cases it has impact to other bearers.
On solution 2, we agree with Nokia that data from other bearer maybe multiplexed in the same MAC PDU, and when this MAC PDU is discarded it will impact the data from other bearer.
On solution 3, it may work for DL, but in order for this solution to work in the UL direction, the NW needs to suspend UL scheduling to the UE until the NW confirms the completion of UE’s RRC reconfiguration procedure which will cause interruption for other bearers.

	TCL
	Yes
	We share Lenovo/ MotM’s point regarding Solution 3.

We think impacts to existing bearers should be avoided, hence don’t support Solution group 1 but existing solution like eLWA Solution 4.

	Huawei (Rapporteur)
	
	Agree companies’s comments:

Solution 2, it may impact the data from other bearers if the data of other bearers are multiplexed in the same MAC PDU.

Solution 3, for UL, the network has no idea which HARQ process should be stop, and has to stop all HARQ processes. 
However, from our point of view, both solution 2 and 3 are acceptable.


During the email discussion, 15 companies provided view. 

· “Existing solution “: 8

· Solution 2:2

· Solution 3:1

· Solution x:1

· “New solution”:6

· Solution 4: 2

· Solution 6: 1

· Solution 5: 1
There is no consensus which solution group we should choose, and which solution we should choose. In addition, based on the discussion, solution 2/3 are all impact other bearer for some cases. Rapporteur suggested continuing the discussion on this aspect.

Proposal 1: Continue the discussion on which solution we should choose. If no consensus can be found, at least solution 1/3 are there which has no additional standards impact. 
According to agreements:

Agreements for EN-DC

1:
For handover, for MCG bearer, split bearer and SCG bearer, MCG/SCG PDCP/RLC should be re-established and MCG/SCG MAC should be reset.

1) For SCG bearer, when S-KgNB is changed due to key re-fresh (even if we have per bearer key) or SgNB change then SCG PDCP re-established, SCG RLC re-established, SCG MAC is reset;


Note: if solution for bearer type change is applicable then it could be considered to be used also for this case.

Seems companies could accept to re-establish PDCP/RLC for the bearer if the corresponding Key is changed for it. Since for case 1-4, the key is changed, can we agree that PDCP/RLC is re-established for the bearer mentioned in case 1-4?

Question 4: Do companies agree that PDCP/RLC should be re-established for the bearer if the corresponding key is changed as mentioned for case 1-4?

	Companies
	Answer (Yes/No)
	Remark

	Qualcomm
	Yes
	The same principle can be applied to all cases.

	LG
	Yes
	If security key is changed, the PDCP/RLC should be re-established.

	OPPO
	
	For PDCP, re-establishment should be applied.

For RLC, 

2) For SCG RLC in case 1, yes re-establishment should be applied following the agreement (i.e., S-KgNB change due to SN change);

For SCG RLC in case 3/4b, and MCG RLC in case 4a, it is either to be established or to be released;

2) For MCG RLC in case 1/2/3/4b, and SCG RLC in case 2/4a, if solution 4 is used, we see no harm to do RLC re-establishment, but we do not see it as a must either.

	Nokia
	Not sure
	PDCP re-established is necessary. 

If no MAC reset but upper RLC re-established, outdated PDUs from MAC can mess up RLC’s reception window. On the other hand, RLC re-establishment does not seem necessary.

	CATT
	Yes
	If the security key is changed, PDCP/RLC should be re-established.

	Ericsson
	Yes
	PDCP/RLC re-establishment is used if security key is changed.

	Sony
	Yes
	

	vivo
	Not sure
	We think solution 1 with reset the MCG MAC, i.e. Handover is sufficient. Re-establishment of PDCP/RLC can only be considered as an enhancement of solution 1. But Re-establishment of PDCP/RLC can make the solution just more complex without significant improvement.

	Intel
	
	SN change will always result in PDCP/RLC re-establishment. But for bearer type change, it depends on whether security key changes. Even if security key changes, NR RLC re-establishment may not be needed since there is no reordering function.

	Lenovo/ MotM
	Not really
	SN change will always result in PDCP/RLC re-establishment. For others, PDCP/ RLC re-establishement is one possibility. However, it is not clear how the per Bearer (or per Bearer type) Key change really works assuming the full MAC Reset is not performed since full solution has not been presented by companies. Not re-establishing PDCP/ RLC can also work and should not be dis-regarded at this stage; e.g. solutions 5 and 8.

One important question is if it is acceptable that the receiver needs to handle both (old and new) keys at least for some transient time??

	Samsung
	Yes
	Regardless of the case , if security key is changed then PDCP/RLC should be re-established 

	ZTE
	Yes
	PDCP/RLC should be re-established in case key is changed

	DOCOMO
	No
	We thought that the solution group 3 would allow solving security key confusion without PDCP/RLC reestablishment.
From the solution group 3, we think it would be good to adopt solution that can be realized in PDCP (to minimize the impact to LTE RLC and/or MAC). We think solution 5 is the most feasible one, and as an enhancement it can be realized as toggling the PDCP PDU header, i.e., the used key is indicated with only one bit.

	TCL
	No
	We share the comments from Lenovo/ MotM.

We don’t still see a strong justification for PDCP/RLC re-establishment in case of key change to minimize data interruption. 


During the email discussion, 15 companies provided view. 

· PDCP/RLC reestablishment: 7

· PDCP reestablishment, but RLC is not: 3
· Handover instead of PDCP/RLC reestablishment: 1

· PDCP/RLC may not be reestablished, depends on whether we have solution to solve the key confusion issue: 4
Rapporteur would suggest to go for majority, i.e. PDCP/RLC should be reestablished if security key is changed for the bearer.  It can be revised if we finally agree to have the solution to solve the key confusion issue.

Proposal 2: PDCP/RLC should be reestablished if security key is changed for the bearer.  It can be revised if we finally agree to have the solution to solve the key confusion issue. 
For bearer type change between MCG bearer and SCG bearer, there should be not security confusion issue since there is no date in old leg for transmission. Can we agree that the MAC (MCG and SCG) is not impacted for this case?

Question 5: Do companies agree that MAC (MCG and SCG) is not impacted due to the bearer type change between MCG bearer and SCG bearer? 

	Companies
	Answer (Yes/No)
	Remark

	Qualcomm
	Yes
	

	LG
	Yes
	

	OPPO
	Yes
	

	Nokia
	Yes?
	Yes only if the “MAC (MCG and SCG) is not impacted” just means no security confusion issue in MCG and SCG side. Whatever SCG MAC is new established and MCG MAC still has buffered packets after reconfiguration when from MCG bearer to SCG bearer as one example, it is one kind of MAC impacted.

	CATT
	Yes
	If SN does not change, only bearer type change between MCG bearer and SCG bearer should not trigger MCG and SCG reset.

	Ericsson
	Yes
	It is a bit unclear what is meant with “MAC is not impacted” here. We assume it means MAC reset is not needed for the case where both MCG and SCG remain before and after the reconfiguration? We agree there should not be any security confusion, so at least for that reason MAC reset is not needed. 

	Sony
	Yes
	

	vivo
	Yes 
	

	Intel
	Yes
	There is not necessary to perform either SCG or MCG MAC reset.

	Lenovo/ MotM
	Yes 
	

	Samsung
	Yes
	UE MCG MAC entity should discard the buffered packets associated with the LCID for which RLC entity is released

	ZTE
	Yes
	

	DOCOMO
	Yes
	

	TCL
	Yes
	

	Huawei(Rapporteur)
	
	Here my intention is to say MAC is not reset. 


During the email discussion, 15 companies provided view.  Most companies agreed that MAC is not reset for the bearer type change between MCG bearer and SCG bearer. 

Proposal 3: MAC is not reset for the bearer type change between MCG bearer and SCG bearer.  
For bearer type change between MCG bearer and SCG bearer, if NR PDCP is used for MCG bearer, PDCP reestablishment seems sufficient. But LTE RLC configuration is different from NR RLC configuration, can we just use reestablishment or not?

Question 6: Do companies agree that PDCP is re-established for the bearer type change between MCG bearer and SCG bearer if NR PDCP is used for MCG bearer?  

	Companies
	Answer (Yes/No)
	Remark

	Qualcomm
	Yes
	

	LG
	Yes
	

	OPPO
	Yes
	

	Nokia
	Yes
	The PDCP location changed in this case

	CATT
	
	Not sure why PDCP is impacted in this case as both bearers use NR PDCP and security key is not changed.

	Ericsson
	Yes, partly
	According to the agreement that security key is configurable for bearers using NR PDCP, security key change is not always needed for MCG to SCG bearer type change. Thus, PDCP re-establishment is only needed if security key is changed during the bearer type change. In case security key is not changed, PDCP recovery could be used to recover data that would otherwise be lost when the old RLC link is removed.

	Sony
	Yes
	

	vivo
	Yes 
	

	Intel
	
	PDCP re-establishment is only performed if the network indicates to the UE that security key has changed. Otherwise, PDCP reestablishment is not needed.

	Lenovo/ MotM
	Yes
	As Nokia said PDCP location changes.

	Samsung
	Yes
	

	ZTE
	Yes
	Security key is changed due to PDCP termination point change.

	DOCOMO
	Yes
	

	TCL
	Yes
	Agree with Nokia.

	Huawei (Rapporteur)
	
	In my view, the PDCP anchor will be changed for the bearer type change between MCG bearer and SCG bearer. Therefore the security will be changed accordingly. We do not see the scenario that the security key is not changed for the bearer type change between MCG and SCG.


During the email discussion, 15 companies provided view.  

12 companies agreed that PDCP shall be reestablished for the bearer type change between MCG bearer and SCG bearer.

2 companies think that PDCP shall only be reestablished if security key is changed;

1 company think that if NR PDCP is used, the security is not change for this scenario. 

Rapporteur would suggest to go for majority, i.e. PDCP shall be reestablished.
Proposal 4: PDCP is reestablished for the bearer type change between MCG bearer and SCG bearer if NR PDCP is used for MCG bearer.  
Question 7: Can RLC re-establishment be used for the bearer type change between MCG bearer and SCG bearer considering RLC may be different between LTE and NR?  

	Companies
	Answer (Yes/No)
	Remark

	Qualcomm
	No
	If RLC version is different, the original RLC entity should be released and new RLC entity is established.



	LG
	No
	Agree with Qualcomm.

	OPPO
	No
	Agree with Qualcomm. 

	Nokia
	
	The question is misleading: RLC will change from LTE to NR, so it has to be de-configured and reconfigured.

	CATT
	
	Although RLC configuration between LTE and NR may be different, RLC re-establishment behavior should be same, i.e, submitting non-ACKed PDUs to PDCP layer. However the RLC entities are different hence reconfiguration is needed.

	Ericsson
	
	We assume the question is for the RLC entity to be released, and whether it should trigger out-of-sequence delivery from the RLC RX to PDCP?

For NR RLC this is not needed since NR RLC RX delivers all RLC SDUs to NR PDCP RX immediately anyway. So, there are never any queued out-of-sequence SDUs. 

For LTE RLC, the UE should however trigger out-of-sequence delivery from the LTE RLC RX towards PDCP RX when releasing the LTE cell group.

	Sony
	No
	

	vivo
	Not sure
	

	Intel
	
	RLC re-establishment is needed for bearer type change from MCG to SCG bearer as the UE needs to clear the reordering queue in the LTE RLC entity, if PDCP is re-established (i.e. security key change). Only after clearing the reordering queue that the LTE RLC entity can be released.

For SCG to MCG bearer, there is no need to perform clearing of the reordering queue since NR RLC does not perform reordering function. UE just has to release the NR RLC entity and establish the LTE RLC entity.

	Lenovo/ MotM
	No
	Same as above opinions.

	Samsung
	No
	We agree with Qualcomm opinion, but during MCG to SCG bearer type change before LTE RLC entity is released and NR RLC is established, LTE RLC entity needs to deliver the buffer data to upper layers.

	ZTE
	No
	Agree with Qualcomm.

	DOCOMO
	No
	Agree with Qualcomm


During the email discussion, 15 companies provided view.  

12 companies agreed that if RLC version is different, the original RLC entity should be released and new RLC entity is established.
Regarding the detailed handling on LTE RLC and NR RLC, there is no sufficient discussion. 

Rapporteur would suggest that from configuration perspective, the original RLC entity should be released and new RLC entity is established. The detailed handling on LTE RLC and NR RLC should be further discussed in UP session. 

Proposal 5: the original RLC entity should be released and new RLC entity should be established for the bearer type change between MCG bearer and SCG bearer.  The detailed handling on LTE RLC and NR RLC should be further discussed in UP session.
In addition, companies are welcome to indicate your preference about the solutions listed above for key confusion issue. It would be helpful for the decision in the meeting. 
Question 8: Which solution do you prefer to solve key confusion issue?  

	Companies
	Solution
	Remark

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


3   Email Discussion Results
Based on the input from companies, Rapporteur has following observations and proposals:
Observation 1: the key confusion will happen for the receiver side if received packets may be ciphered with old key or new key during security change procedure.

Proposal 1: Continue the discussion on which solution we should choose. If no consensus can be found, at least solution 1/3 are there which has no additional standards impact. 
Proposal 2: PDCP/RLC should be reestablished if security key is changed for the bearer.  It can be revised if we finally agree to have the solution to solve the key confusion issue. 
Proposal 3: MAC is not reset for the bearer type change between MCG bearer and SCG bearer.  
Proposal 4: PDCP is reestablished for the bearer type change between MCG bearer and SCG bearer if NR PDCP is used for MCG bearer.  
Proposal 5: the original RLC entity should be released and new RLC entity should be established for the bearer type change between MCG bearer and SCG bearer.  The detailed handling on LTE RLC and NR RLC should be further discussed in UP session.
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