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Introduction
[bookmark: _GoBack]In this document, we discuss the issue on redirect to GERAN, and present our view on how to proceed.
[bookmark: _Ref178064866]Discussion
Here is a summary of the RAN2 discussions on the redirection to GERAN issue.
1. RAN2 first discussed problems with unsecured redirect to GERAN at RAN2#95bis [1], but the discussion was postponed to the next meeting. 
2. At RAN2#96, RAN2 agreed to attempt to address the problem, and an LS [4] was sent to SA3 to inform them of this. 
3. At RAN2#97, RAN2 sent LS to CT1 asking if a solution with NAS signalling to indicate whether the UE is allowed to accept unsecured redirection could be technically feasible, and at the same time asked SA3 for feedback.
4. There was no discussion on the issue at RAN2#97bis.
5. At RAN2#98, RAN2 received reply LS from CT1 [5], indicating that such solution is technically feasible, but RAN2 identified that the default UE behaviour assumed by CT1 (reject unsecured redirections) would lead to problems with existing networks using unsecured redirections, and asked CT1 for clarification [7].
6. In SA3, two proposals on alternatives to AS protected redirect has been presented [8, 9], based on different flavours of a new “NAS-protected token” in the rrcConnectionRelease message. No conclusion is yet made by SA3.

This is our understanding of the current situation:
a) Reason to study alternatives to AS-protected redirection to GERAN was claimed to be the additional delay caused by activating AS security before redirect, in particular when used for CS fallback [3]. But no delay analysis was provided.
b) In TS36.331, the RRC procedure delay for initial security activation is 10ms. Even a delay of 5 or 10 times 10ms would not result in any noticeable additional delay for CS fallback and voice call establishment in GERAN. Given this, performance concern does not motivate introduction of alternative protection mechanisms.
c) Alternative solution based on “NAS-protected token” impacts at least RRC and S1AP, requires standardization work in RAN2, RAN3, CT1, SA3 and SA2, and impacts UE, eNB and MME. 
d) AS security is already in place.
e) It is technically feasible to configure the UE via NAS signalling to accept or ignore unprotected redirect message, and impacts UE and MME.
Based on the above, we recommend RAN2 to agree on the following:
The security issue with unprotected redirect to GERAN is solved by
i. activating AS security prior to redirect, and
ii. configure UE to not accept unprotected redirect messages via NAS signalling.
Conclusion
In this document, we have presented our view on how to solve the security issue with redirect to GERAN.
We ask RAN2 to agree on the following:
1. The security issue with unprotected redirect to GERAN is solved by
i. activating AS security prior to redirect, and
ii. configure UE to not accept unprotected redirect messages via NAS signalling.
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