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1 Introduction

In 3GPP TSG-RAN WG2#97bis, the following agreements have been made for bearer type change options for LTE-NR interworking:
Agreements 

1: LTE-NR DC should support at least following bearer type change options 

-
MCG bearer to/from MCG split bearer,

-
MCG bearer to/from SCG bearer,

-
MCG bearer to MCG bearer,

-
SCG bearer to SCG bearer,

-
MCG split bearer to MCG split bearer

2: LTE-NR DC should not support the direct bearer type change between MCG split bearer and SCG bearer.

3: LTE-NR DC should support the one step bearer type change between MCG bearer to/from SCG split bearer.

4
 LTE-NR DC shall support the bearer type change between SCG bearer and SCG split bearer.

6: LTE-NR DC should support the bearer type change between SCG split bearer and SCG split bearer.

FFS: Whether LTE-NR DC shall support the direct type change between MCG split bearer to/from SCG split bearer.

In 3GPP TSG-RAN NR AH #2, the following agreements have been made for bearer type harmonisation:
Agreements 

1
The same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer.

2
This PDCP protocol is specified in 38.323 (NR PDCP).

FFS: When EN-DC is configured, whether the MCG bearer only uses one PDCP type or the MCG bearer can use either LTE PDCP or NR PDCP up to the NW decision. Bearer type changes to be supported also need to be considered.
3
For bearers configured with NR PDCP the network configures the UE with which key (from a set of possible keys) to use. FFS the maximum number of possible keys in the set . Ask SA3 for the number of keys to be supported and to define the key derivation? Detailed wording of LS, including sufficient background info, can be worked offline.

4
The location of the PDCP entity is decided by the MN
 In this contribution we discuss the security aspects and impacts on bearer type changes due to Bearer type harmonization.
2 Discussion
To support Bearer type harmonisation RAN2 has agreed that the same PDCP protocol specification is used for DRBs for MCG split bearer, SCG split bearer and SCG bearer. 
From UE perspective there are only three bearer types i.e. MCG bearer, SCG bearer and Split bearer. The split bearer can either terminate at MN or terminate at SN based on MN decision. In EN-DC, NW can configure the split bearer with below configuration 

Split bearer: NR PDCP container + LTE configurations on RLC, MAC and physical layers + NR configuration container on NR RLC, MAC and physical layers, etc.

Based on the above we observe the following:

Observation 1: Split bearer whose PDCP termination point is at MN can be termed as split bearer terminated at MN.

Observation 2: Split bearer whose PDCP termination point is at SN can be termed as the split bearer terminated at SN.

Based on above mentioned agreements of RAN NR AH #2 related to Bearer type harmonisation and LS send to SA3 [1] there are three options for security keys handling in EN-DC 
a.       Security key per PDCP termination point i.e. 2 security keys

b.      Separate security key for MCG, Split and SCG bearer i.e. 3 security keys

c.       Security key per DRB

In option a, UE uses two set of keys i.e. one for all MCG bearers and MCG-anchored split   bearers and another one for all SCG bearers and SCG-anchored split bearers. This is similar to LTE Rel-12 DC. In case of separate security key per network termination point, UE based on security keys can make it out whether the split bearer terminates at MN or terminates at SN. In this case UE will be aware of location of PDCP anchor point i.e. whether split bearer is terminated at MN or SN. 
When the 2 security key solution is applied, there is no need to do MAC reset for the MCG to/from MCG split and SCG to/from SCG Split bearer type change. This is because the PDCP termination point will not change in these bearer type transitions and hence the security key will also not change. The security key will change for the MCG to/from SCG and MCG to/from SCG Solit bearer type change or when there is HO for the PCell in MCG or SN change. However this is also applicable for option b and option c for these bearer type changes.

Observation 3: For option a, UE based on the indicated security key for the split bearer can make out termination point of split bearer.
Observation 4: For option a, MAC reset is not needed during MCG to/from MCG split and SCG to/from SCG Split bearer type change.
For option b, UE uses different key per bearer type i.e. three separate keys for MCG, SCG and Split bearers. As in this case split bearer terminates at MN or SN can use separate keys from MCG and SCG bearers, so in this option split bearer termination point is transparent to UE. 
The split bearer termination point is transparent to UE for the option when security key is per DRB i.e. option c. 

Observation 5: With security key per bearer type (option b) or Security key per DRB (option c) for the configured split bearer the UE cannot make out termination point of split bearer.

Observation 5 needs further discussion to understand the benefits of making the PDCP termination point for the split bearer transparent to the UE.

In LTE-NR interworking, bearer type change can be supported for MCG to/from MCG split and SCG to/from SCG Split. The option b and option c brings additional complexity to handle these bearer type changes as follows: 

i) during these bearer type changes keys will always have to be changed; 

ii)  the key change for these bearer type changes occurs even when the PDCP termination point has not changed (according to security principle key should be changed when PDCP termination point changes); 

iii)  if keys are changed then MAC reset is needed which can cause the impact on the other bearers also. 
When option b and option c is applied then as proposed in [2], to avoid MAC reset special handling is needed to ensure that the data on other bearer is not impacted. In our opinion such special handling bring additional complexity which can be completely avoided if (option a) is applied. 

Observation 6: Option b and Option c requires MAC reset during MCG to/from MCG split and SCG to/from SCG Split bearer type change even when PDCP termination point is not changed.

Observation 7: To avoid MAC reset special handling is required which brings additional complexity. 
The whole argument of PDCP termination point for split bearer is transparent to the UE when the option b and option c is applied does not really bring benefits for the UE in terms of bearer type change handling or reducing complexity. In our understanding option a offers the same level of security protection as the option b and c.  Based on observation 4, 6 and 7 we propose
Proposal 1:  In EN-DC, Security key per PDCP termination point i.e. 2 security keys is supported.
3 Conclusion

Based on the above RAN2 is requested to discuss the following observation and agree the following proposals:

Observation 1: Split bearer whose PDCP termination point is at MN can be termed as split bearer terminated at MN.

Observation 2: Split bearer whose PDCP termination point is at SN can be termed as the split bearer terminated at SN.

Observation 3: For option a, UE based on  the indicated security key for the split bearer can make out termination point of split bearer.
Observation 4: For option a, MAC reset is not needed during MCG to/from MCG split and SCG to/from SCG Split bearer type change.
Observation 5: With security key per bearer type (option b) or Security key per DRB (option c) for the configured split bearer the UE cannot make out termination point of split bearer.

Observation 6: Option b and Option c requires MAC reset during MCG to/from MCG split and SCG to/from SCG Split bearer type change even when PDCP termination point is not changed.

Observation 7: To avoid MAC reset special handling is required which brings additional complexity. 
Proposal 1:  In EN-DC, Security key per PDCP termination point i.e. 2 security keys is supported.
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