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1. Introduction & Background
SA3 has discussed integrity protection (IP) for RRC and user data with agreement that IP is mandatory for RRC but optional for DRB. Draft specification draft TS 38.300v_051 described the agreement as follows:
------------------------------------------------------ Begin of quotation ----------------------------------------------------------
The following principles apply to NG-RAN security, see 3GPP TS 33.501 [5]:

-
For user data, ciphering and integrity protection;

-
For RRC signalling, ciphering and integrity protection;

NOTE:
Ciphering and integrity protections are optionally configured except for RRC signalling for which integrity protection is always configured.

FFS whether possible exceptions are possible (SA3).

-
For key management and data handling, any entity processing cleartext shall be protected from physical attacks and located in a secure environment.

-------------------------------------------------------End of quotation -----------------------------------------------------------
This contribution discusses DRB IP configuration and further considers PDCP format for DRB IP configuration.
2. Discussion
2.1 DRB IP configuration
The DRB IP can be configured by RRC signalling at UE service request either per UE or per DRB. If the IP configuration is per UE, when a DRB IP is configured to one DRB, the DRB IP would be mandatory for all DRBs configured for UE. Thus, DRB IP configuration will not follow SA3 agreement that Ciphering and integrity protections are optionally configured except for RRC signaling for which integrity protection is always configured. Therefore DRB IP configuration shall be per DRB. For this, the RRCConnectionReconfiguration message should include for each DRB an indicator indicating whether the IP is supported for the DRB or not.

Proposal 1: DRB IP configuration for UE is per DRB. This configuration is achieved by RRC signaling.

2.2 PDCP PDU format DRB IP
For the DRB IP activation, RRC may configure the PDCP PDU with a Message Authentication Code for Integrity (MAC- I) and the PDCP PDU header may have an indication whether a MAC-I is added to PDCP PDU or not as shown by the example in fig1. 
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Figure 1: PDCP PDU with MAC – I.
The ‘I’ in the PDCP PDU header indicates whether MAC-I is included, based on ‘I’ value the UE would decide whether to aplly IP to the DRB or not.
Proposal 2: For DRB IP the PDCP PDU format contains an I field indicating whether the PDCP PDU s extended with a MAC- I value.
3. Conclusion
This paper discusses DRB IP configuration, then considers PDCP format for DRB IP configuration. The paper proposes:

Proposal 1: DRB IP configuration for UE is per DRB. This configuration is achieved by RRC signaling.

Proposal 2: For DRB IP the PDCP PDU format contains an I field indicating whether the PDCP PDU is extended with a MAC- .I value.
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