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1   Introduction
In [1], SA3 raised some questions for RAN2, related to possible mechanisms for detecting fake gNBs:
Questions related to active detection/prevention (Ref. Clause #5.4.4.2 and Clause #5.4.4.4 (variant #2) in TR 33.899):

(1) SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection ?

(2) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?
(3) SA3 is discussing the use of the time counter associated with a transmission slot based on UTC time for cryptographically signing of the SI to mitigate replay attacks. SA3 would like to know the allowed off-set value of the time count between the UE and the gNB. 
Questions related to passive detection (Ref. Clause 5.4.4.10 in TR 33.899):

(4)  SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?

(5)  SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?

This contribution provides discussion on the fake gNB detection.
2   Discussion
2.2   Active detection/prevention
(1)   SA3 is discussing that UEs could potentially use cryptographically signed on-demand SI to verify the authenticity of cells before camping on them. To that end, do RAN groups have any operation/efficiency concerns if all UEs use "on-demand SI" for every IDLE mode cell-reselection?
Firstly, based on SA3 LS, the UE would have to request on-demand SI in every cell. In RAN2, we aim to reduce UE’s power consumption for SI acquirement by some enhancement SI delivery mechanism. For example, the area ID had been agreed in RAN2 as a kind of index/identifier to enable the UE to avoid re-acquisition of already stored SI-block(s)/SI message(s).  Hence, the behaviour that UE using cryptographically signed on-demand SI to verify the authenticity of cells before camping on them as mentioned in the LS conflicts the motivation of on-demand SI mechanism, and SA3’s proposed mechanism would largely undercut the value of the area ID concept.
Secondly, this will increase the delay of cell (re)selection if the UE has to perform on-demand SI acquiring process before camping. And the possibility of collision of SI request will occurs.
Finally, another option of this scheme is not feasibility at all from RAN2 point of view. The another assumption of the SA3 proposal is RAN must know when a new UE is moving to a new cell, and that cell will send a signed SI after identifying a new UE entered. Then the network can trigger the on demand SI delivery.  Of course, today this information is only available to the RAN for RRC_CONNECTED UEs, so there would be some considerable impact to discover this information at every cell reselection, for every IDLE/INACTIVE UE.

In fact, during the RAN2 discussion, the motivation to support network triggered mechanisms for Other SI delivery mainly is for the scenarios, e.g.  upon change of system information. The network could push the updated SI directly to RRC Connected UEs. IDLE UEs could be informed in the broadcast essential SI that they shall re-acquire the non-essential SI. Or for UEs in RRC_CONNECTED, the NR NB could send the required SI via dedicated signalling to the target UE based on the e.g. service request from the CN.  Hence, the network triggered mechanisms for Other SI delivery is not applied for common cases. 
Above all, the RAN cannot be aware of a UE in idle mode or inactive mode is entering or has entered first unless an idle mode UE enters a new track area or a inactive UE enters a new RAN-based area.  The impact to notify the network at every cell reselection, instead of every tracking area or RAN-based area, would be clearly excessive for the duty cycle of UEs in the IDLE and INACTIVE states which are intended for power saving.
Observation 1: it is unacceptable to RAN2 that if all UEs use "on-demand SI" for every IDLE mode cell-reselection.

2 ) In order to prevent replay/proxy attacks, SA3 is discussing that each UE, in response to on-demand SI, could potentially get individual/separate cryptographically signed response from gNB/cell. To that end, do RAN groups have any operation/efficiency concerns if gNB/cell responds to simultaneous requests from multiple UEs for on-demand SIB with individual signatures?

Firstly, RAN2 has already agreed that for IDLE mode and inactive state UE, only broadcast signalling is used to send the on demand SIB to the UE. This means RAN2 had ruled out the option that idle/ inactive mode UE performs transition to RRC Connected for SI request purpose. Hence, the individual/separate cryptographically signed response based on transition to RRC_CONNECTED does not align with RAN2 agreement and is unacceptable to RAN2.  However, for UEs in RRC_IDLE, the gNB has no context for the UE and fundamentally could not create an individual signature without bringing the UE to RRC_CONNECTED to establish a context.
Secondly, as above analysis, the SA3 assumption that RAN must know when a new UE is moving to a new cell, and that cell will send a signed SI after identifying a new UE entered is not aligned with RAN2 agreement and guide of SI design.  The possibility of requiring an individually signed response for every UE makes all the above problems worse; not only is the UE required to notify the network at every change of cell, but the notification must allow the network to identify which UE it is, i.e. it must go at least as far as Msg3 in the access procedure.
Thirdly, having the on-demand SI individually signed effectively means that on-demand SI delivery is only a kind of unicast transmission.  If many UEs requested the same SIB at the same time, the network would not be able to take advantage of broadcast gains to send the SI to all of them.
Observation 2: the individual/separate cryptographically signed response does not align with RAN2 agreement that idle/ inactive mode UE need not to perform transition to RRC Connected for SI request purpose.
Observation 3: it is difficult for RAN2 to approve that the gNB is aware a UE in idle mode or inactive mode entering a cell without track area or RAN-based area change.
3) SA3 is discussing the use of the time counter associated with a transmission slot based on UTC time for cryptographically signing of the SI to mitigate replay attacks. SA3 would like to know the allowed off-set value of the time count between the UE and the gNB. 

Combining  the above two items, the gNB sends both the SI message and the current UTC time to the UE as part of the Other SI, using either network triggered SI broadcast or upon to an on-demand SI request from the UE. Then the UE can check that the received UTC time is within an acceptable time-window before it verifies the signature to ensure that the signature is not replayed. The related parameters to figure out the time-window include the transit and processing times, and clock skew between network and UE. Hence, this will introduce much more burden of the UE and the gNB to negotiate the time- window. Moreover, considering the UE does not have any guarantee of access to clock information used for verification, the method is not feasible.
Observation 4: the above scheme will introduce much more burden of the UE and the gNB to negotiate the time- window and the UE does not have any guarantee of access to clock information used for verification.

2.3   Passive detection
(4)  SA3 is discussing that network could potentially trigger selected UEs to collect measurement information using Measurement Configuration and/or Logged Measurement Configuration mechanism. The network will then use proprietary analytics mechanism to detect false base stations. To that end, do RAN groups have any concerns about this mechanism?

(5)  SA3 is discussing that in additions to existing measurement information (e.g., identifier and received-signal strength information of cells), new information relevant for detecting false base station are also potentially collected, for example hash of the MIB/SIB, details of signals detected in the frequency band used by the operator (e.g., presence of synchronization signals, presences of system info, any inconsistencies like not being able to access the network according to the information, etc.). To that end, do RAN groups have any concerns about collecting this new information?

Actually, the above scheme is enable the UE to collects the measurement results of neighbour cells according to network configuration and report to the network. Then the reported information is possible to assist the network to detect false base stations via comparing this information with stored information, e.g. network deployment topology. However, the existing measurement mechanism in ANR/MDT in LTE seems is enough to support the requirement.  Of course, incorporating the additional measurement information would have some level of specification impact, and SA3’s list of potentially relevant information is somewhat open-ended; specifics would need to be discussed further depending on what information SA3 actually consider would be needed.
Observation 5: the existing measurement mechanism in ANR/MDT in LTE seems is enough to support the requirement.  However, specifics of the new information to be logged and reported would need to be discussed in RAN2.
The specific data points discussed by SA3 are as follows:

· Hash of the MIB/SIB: This seems not problematic to collect and report.

· Presence of synchronisation signals: Today, it is not obvious that the upper layers would be aware of a cell that had no synchronisation signals.  If this information is to be collected, it needs to be defined exactly when it will be collected, otherwise the measurements could end up reporting every case of a search hypothesis for the NR-SS that did not result in a detection.  Significant further discussion would be needed involving RAN1.

· Presence of system information: It should be possible to collect and report the information that the UE was unable to decode a MIB for a cell.  Absence of the system information other than the MIB is not an error and may just represent a non-standalone cell.  However, failure to decode the MIB would often reflect radio conditions rather than absence of the transmission, and it should be clarified which cases are actually expected to be reported.
· “Any inconsistencies like not being able to access the network according to the information”: This suggestion is not very tightly defined and seems not possible to answer fully.  However, it should be noted that access failure is not necessarily an “inconsistency” but may represent RACH overload or bad radio conditions.

Observation 6: the new measurement information suggested by SA3 varies in feasibility.
Based on the above observations, the resulting proposal is as follows:
Proposal: it is proposed that RAN2 will not accept the schemes from SA3 LS.
A proposed response to the SA3 LS, taking into account the observations of this document, is in [2].
3   Conclusion
Observation 1: it is unacceptable to RAN2 that if all UEs use "on-demand SI" for every IDLE mode cell-reselection.
Observation 2: the individual/separate cryptographically signed response does not align with RAN2 agreement that idle/ inactive mode UE need not to perform transition to RRC Connected for SI request purpose.
Observation 3: it is difficult for RAN2 to approve that the gNB is aware a UE in idle mode or inactive mode entering a cell without track area or RAN-based area change.
Observation 4: the above scheme will introduce much more burden of the UE and the gNB to negotiate the time- window and the UE does not have any guarantee of access to clock information used for verification.

Observation 5: the existing measurement mechanism in ANR/MDT in LTE seems is enough to support the requirement. However, specifics of the new information to be logged and reported would need to be discussed in RAN2.
Observation 6: the new measurement information suggested by SA3 varies in feasibility.
Based on the above observations, the resulting proposal is as follows:

Proposal: it is proposed that RAN2 will not accept the schemes from SA3 LS.
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