3GPP TSG-RAN WG2 Meeting #98
R2-1705000
Hangzhou, CHINA, 15th - 19th May 2017                                      
Agenda item:
9.4.4
Source: 
Huawei, HiSilicon

Title: 
Identification of air-borne drones
Document for:
Discussion
1   Introduction
In RAN#75 meeting, a new study item “Study on Enhanced Support for Aerial Vehicles” was approved [1].  The following were identified as part of the study item objectives:
	….
· Identify the heights, speeds and densities of lower altitude of aerial vehicles that could be catered for, taking into account the regulation viewpoints [RAN1, RAN2]
….
· Identification of an air-borne UE that does not have proper certification for connecting to the cellular network while air-borne [RAN2]…


In this contribution, we further discuss potential identification solution an air-borne UE that does not have proper certification for connecting to the cellular network while air-borne.  
2   Discussion
2.2   The types of drone UEs

In SID [1] it says two types of “drone UE” are observed in the field. One is a drone equipped with a cellular module certified for aerial usage. On the other hand, there might be a drone carrying a cellular module that is only certified for terrestrial operation, i.e. a drone carrying a smart phone. Considering the type of illegal UE, there are three types of drone UEs:
1) A drone carrying an illegal UE;
2) A drone carrying a legal UE but is only certified for terrestrial operation, e.g. a smart phone;
3) A drone carrying a legal UE, which is certified for aerial usage
A drone carrying a smart phone only has limited use case considering battery consumption and weather situation, so the smart phone cannot fulfil the requirement of outdoor flying. Since the UL signal from such kind of UE can introduce more UL interference to other regular UE, such usage without specific control may not be permitted from a regulatory standpoint in certain regions. Conversely, a drone equipped with cellular module certified for aerial usage can fly under remote control which leads to large practical value, which is preferred to be regarded as target UE for standardization work.
Observation 1: A drone carrying a legal UE, which is certified for aerial usage, can be regarded as target UE for standardization work in the SI.
2.3   How to identify the different types of UEs
The following section will provide the approaches on how to identify the above three types of UEs.
It is easy to identify an illegal UE by existing authorization mechanism via core network. Hence, the key issue is how to distinguish the second type of UE from the third type of UE, in order to prevent the former connecting to cellular network.

Observation 2: It is easy to identify an illegal UE by existing authorization mechanism via core network. And the key issue is how to distinguish a drone equipped with cellular module only certified for terrestrial operation from a drone equipped with cellular module certified for aerial usage.
There are two approaches as below:
a) Identify the drone UE type by authorization mechanism with core network involved;

b) Identify the drone UE type by the UE’s location, altitude and speed.

For alternative a), it can be realized by allocating a special UE ID for this kind of UE, e.g. IMSI, or configuring special subscriber Data for the PDN subscription contexts for this kind of UE. Then the corresponding authorization information can be notified to the eNB via the INITIAL CONTEXT SETUP REQUEST message from the MME. Then the eNB can validate whether the UE is authorized for the drone function by the corresponding authorization information. This method is simple for eNB to operate and is very reliable. However, the impact on core network is needed. 
For alternative b), it demands the drone UE to report its location information with altitude information periodically, up to receipt of eNB’s command or after RRC connection setup. 

Hence, it is proposed:
Proposal 1：it is proposed to identify the drone UE type by the UE’s location, altitude and speed.

Currently, location information is included in measurement report for RRM purpose as optional items, and its reporting triggering mechanism is same as that of RRM measurement report. This cannot fulfil the requirement of identification of air-borne drones. Hence, the study of potential optimization of report of location and altitude information is needed. For example, to decouple from the RRM measurement report, a dedicated measurement report of its location and altitude information for identification of air-borne drones can be specified.
Proposal 2：A drone UE is mandatory to report its location and altitude information for identification of air-borne drones.
Proposal 3: RAN2 consider potential optimization of report of location and altitude information.
2.4   How to handle the fake drone UE
If the fake UE is detected by the eNB, the eNB can directly release the RRC connection of fake drone UE and forbid the RRC connection request of the fake drone UE for a period by setting a reasonable value of bar timer. Alternatively, the eNB can ignore the resource request from the fake drone UE and degrade the transmission power value by power control.
Proposal 4: RAN2 consider potential handling method of the fake drone UE.
3   Conclusion
Observation 1: A drone carrying a legal UE, which is certified for aerial usage, can be regarded as target UE for standardization work in the SI.
Observation 2: It is easy to identify an illegal UE by existing authorization mechanism via core network. And the key issue is how to distinguish a drone equipped with cellular module only certified for terrestrial operation from a drone equipped with cellular module certified for aerial usage.
And we propose:

Proposal 1：it is proposed to identify the drone UE type by the UE’s location, altitude and speed.

Proposal 2：A drone UE is mandatory to report its location and altitude information for identification of air-borne drones.
Proposal 3: RAN2 consider potential optimization of report of location and altitude information.
Proposal 4: RAN2 consider potential handling method of the fake drone UE.
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